Jonathan Katz and Yehuda Lindell

Introduction to Modern
Cryptography

CRC PRESS
Boca Raton  London  New York  Washington, D.C.






Preface

This book presents the basic paradigms and principles of modern cryptogra-
phy. It is designed to serve as a textbook for undergraduate- or graduate-level
courses in cryptography (in computer science or mathematics departments),
as a general introduction suitable for self-study (especially for beginning grad-
uate students), and as a reference for students, researchers, and practitioners.

There are numerous other cryptography textbooks available today, and the
reader may rightly ask whether another book on the subject is needed. We
would not have written this book if the answer to that question were anything
other than an unequivocal yes. The novelty of this book — and what, in our
opinion, distinguishes it from all other books currently available — is that it
provides a rigorous treatment of modern cryptography in an accessible manner
appropriate for an introduction to the topic.

As mentioned, our focus is on modern (post-1980s) cryptography, which
is distinguished from classical cryptography by its emphasis on definitions,
precise assumptions, and rigorous proofs of security. We briefly discuss each
of these in turn (these principles are explored in greater detail in Chapter 1):

e The central role of definitions: A key intellectual contribution of
modern cryptography has been the recognition that formal definitions
of security are an essential first step in the design of any cryptographic
primitive or protocol. The reason, in retrospect, is simple: if you don’t
know what it is you are trying to achieve, how can you hope to know
when you have achieved it? As we will see in this book, cryptographic
definitions of security are quite strong and — at first glance — may
appear impossible to achieve. One of the most amazing aspects of cryp-
tography is that (under mild and widely-believed assumptions) efficient
constructions satisfying such strong definitions can be proven to exist.

e The importance of formal and precise assumptions: As will be
explained in Chapters 2 and 3, many cryptographic constructions can-
not currently be proven secure in an unconditional sense. Security often
relies, instead, on some widely-believed (albeit unproven) assumption.
The modern cryptographic approach dictates that any such assumption
must be clearly stated and unambiguously defined. This not only al-
lows for objective evaluation of the assumption but, more importantly,
enables rigorous proofs of security as described next.

e The possibility of rigorous proofs of security: The previous two
ideas lead naturally to the current one, which is the realization that cryp-
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tographic constructions can be proven secure with respect to a clearly-
stated definition of security and relative to a well-defined cryptographic
assumption. This is the essence of modern cryptography, and what has
transformed cryptography from an art to a science.

The importance of this idea cannot be over-emphasized. Historically,
cryptographic schemes were designed in a largely ad-hoc fashion, and
were deemed to be secure if the designers themselves could not find
any attacks. In contrast, modern cryptography promotes the design
of schemes with formal, mathematical proofs of security in well-defined
models. Such schemes are guaranteed to be secure unless the underly-
ing assumption is false (or the security definition did not appropriately
model the real-world security concerns). By relying on long-standing
assumptions (e.g., the assumption that “factoring is hard”), it is thus
possible to obtain schemes that are extremely unlikely to be broken.

A unified approach. The above contributions of modern cryptography are
relevant not only to the “theory of cryptography” community. The impor-
tance of precise definitions is, by now, widely understood and appreciated by
those in the security community who use cryptographic tools to build secure
systems, and rigorous proofs of security have become one of the requirements
for cryptographic schemes to be standardized. As such, we do not separate
“applied cryptography” from “provable security”; rather, we present practical
and widely-used constructions along with precise statements (and, most of the
time, a proof) of what definition of security is achieved.

Guide to Using this Book

This section is intended primarily for instructors seeking to adopt this book
for their course, though the student picking up this book on his or her own
may also find it a useful overview of the topics that will be covered.

Required background. This book uses definitions, proofs, and mathemat-
ical concepts, and therefore requires some mathematical maturity. In par-
ticular, the reader is assumed to have had some exposure to proofs at the
college level, say in an upper-level mathematics course or a course on discrete
mathematics, algorithms, or computability theory. Having said this, we have
made a significant effort to simplify the presentation and make it generally
accessible. It is our belief that this book is not more difficult than analogous
textbooks that are less rigorous. On the contrary, we believe that (to take one
example) once security goals are clearly formulated, it often becomes easier
to understand the design choices made in a particular construction.

We have structured the book so that the only formal prerequisites are a
course in algorithms and a course in discrete mathematics. Even here we rely
on very little material: specifically, we assume some familiarity with basic
probability and big-O notation, modular arithmetic, and the idea of equating
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efficient algorithms with those running in polynomial time. These concepts
are reviewed in Appendix A and/or when first used in the book.

Suggestions for course organization. The core material of this book,
which we strongly recommend should be covered in any introductory course
on cryptography, consists of the following (starred sections are excluded in
what follows; see further discussion regarding starred material below):

e Chapters 1-4 (through Section 4.6), discussing classical cryptography,
modern cryptography, and the basics of private-key cryptography (both
private-key encryption and message authentication).

e Chapter 5, illustrating basic design principles for block ciphers and in-
cluding material on the widely-used block ciphers DES and AES.!

e Chapter 7, introducing concrete mathematical problems believed to be
“hard”, and providing the number-theoretic background needed to un-
derstand the RSA, Diffie-Hellman, and El Gamal cryptosystems. This
chapter also gives the first examples of how number-theoretic assump-
tions are used in cryptography.

e Chapters 9 and 10, motivating the public-key setting and discussing
public-key encryption (including RSA-based schemes and El Gamal en-
cryption).

e Chapter 12, describing digital signature schemes.

e Sections 13.1 and 13.3, introducing the random oracle model and the
RSA-FDH signature scheme.

We believe that this core material — possibly omitting some of the more in-
depth discussion and proofs — can be covered in a 30-35-hour undergraduate
course. Instructors with more time available could proceed at a more leisurely
pace, e.g., giving details of all proofs and going more slowly when introducing
the underlying group theory and number-theoretic background. Alternatively,
additional topics could be incorporated as discussed next.

Those wishing to cover additional material, in either a longer course or a
faster-paced graduate course, will find that the book has been structured to
allow flexible incorporation of other topics as time permits (and depending on
the instructor’s interests). Specifically, some of the chapters and sections are
starred (*). These sections are not less important in any way, but arguably
do not constitute “core material” for an introductory course in cryptography.
As made evident by the course outline just given (which does not include any
starred material), starred chapters and sections may be skipped — or covered
at any point subsequent to their appearance in the book — without affecting

1 Although we consider this to be core material, it is not used in the remainder of the book
and so this chapter can be skipped if desired.
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the flow of the course. In particular, we have taken care to ensure that none of
the later un-starred material depends on any starred material. For the most
part, the starred chapters also do not depend on each other (and when they
do, this dependence is explicitly noted).

We suggest the following from among the starred topics for those wishing
to give their course a particular flavor:

e Theory: A more theoretically-inclined course could include material
from Section 3.2.2 (building to a definition of semantic security for en-
cryption); Sections 4.8 and 4.9 (dealing with stronger notions of secu-
rity for private-key encryption); Chapter 6 (introducing one-way func-
tions and hard-core bits, and constructing pseudorandom generators
and pseudorandom functions/permutations starting from any one-way
permutation); Section 10.7 (constructing public-key encryption from
trapdoor permutations); Chapter 11 (describing the Goldwasser-Micali,
Rabin, and Paillier encryption schemes); and Section 12.6 (showing a
signature scheme that does not rely on random oracles).

e Applications: An instructor wanting to emphasize practical aspects
of cryptography is highly encouraged to cover Section 4.7 (describing
HMAC) and all of Chapter 13 (giving cryptographic constructions in
the random oracle model).

e Mathematics: A course directed at students with a strong mathematics
background — or taught by someone who enjoys this aspect of cryptog-
raphy — could incorporate some of the more advanced number theory
from Chapter 7 (e.g., the Chinese remainder theorem and/or elliptic-
curve groups); all of Chapter 8 (algorithms for factoring and computing
discrete logarithms); and selections from Chapter 11 (describing the
Goldwasser-Micali, Rabin, and Paillier encryption schemes along with
the necessary number-theoretic background).

Comments and Errata

Our goal in writing this book was to make modern cryptography accessible
to a wide audience outside the “theoretical computer science” community. We
hope you will let us know whether we have succeeded. In particular, we are
always more than happy to receive feedback on this book, especially construc-
tive comments telling us how the book can be improved. We hope there are
no errors or typos in the book; if you do find any, however, we would greatly
appreciate it if you let us know. (A list of known errata will be maintained
at http://www.cs.umd.edu/~jkatz/imc.html.) You can email your com-
ments and errata to jkatz@cs.umd.edu and lindell@cs.biu.ac.il; please
put “Introduction to Modern Cryptography” in the subject line.
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private-key encryption, see
public-key encryption

Euclidean algorithm, 247, 260, 361, 502—
504, 505

Euler phi function, 255

Existential unforgeability, 116, 425, 432

Exponentiation, group, 252-254

algorithm for, 505-507

Extended Euclidean algorithm, see Eu-

clidean algorithm, 503

Factoring, algorithms for, 297-305
general number field sieve, 298, 307
Pollard’s p — 1, 298-301
Pollard’s rho, 298, 301-303
quadratic sieve, 298, 303-305, 313
trial division, 261, 298

Factoring, hardness of, 261-262, 271
one-way function from, 197, 288
one-way permutation from, 402
public-key encryption based on, 385
relation between RSA and, 273, 397,

407
trapdoor permutation from, 402

Feistel network, 170-173, 225
mangler function in, 172
round function in, 171

Frequency analysis, 12, 36

Full domain hash (FDH), 481-485

Goldreich-Levin theorem, 202
Goldwasser-Micali encryption, 394-397
Group, 250
N2, 409

Zn, 251, 254, 504, 510

Zy, 254, 504, 511

cyclic, 274

elliptic curve, 282287



Hard-core predicate, 198-200, 202-213
definition, 199
Goldreich-Levin, 202
Hash function, see collision-resistant
hash function
Hash-and-Mac, 140, 432
Hash-and-sign, 429-432
Historical ciphers, 9-18
Caesar’s cipher, 10
shift cipher, 10, 13
substitution cipher, 11
Vigenere cipher, 14, 15
HMAC, 141-143
Homomorphic public-key encryption, 416
Hybrid argument, 218, 220, 223, 344
Hybrid encryption, 346-355
efficiency of, 348

Index of coincidence, 16
Indistinguishability of encryptions, 61,
63, 338
perfect, 32, 33
Indistinguishability, computational, see
computational indistinguisha-
bility
Isomorphism, group, 256, 258-259, 277

Jacobi symbol, 387-388, 390-392
computation of, 393

Kasiski’s method, 15

Kerberos, 320

Kerckhoffs’ principle, 6, 48, 165

Key distribution center (KDC), 317-320
Kerberos, 320
Needham-Schroeder, 319

Key-exchange protocol, 323
Diffie-Hellman, 324

Known-plaintext attack, 8, 17
on block cipher, 161, 176, 181, 188

Lamport one-time signature scheme, 432—
435

Legendre symbol, 387

Linear cryptanalysis, 181, 188

Logarithm, discrete, see discrete loga-
rithm problem

Mangler function

and DES, 174
definition of, 172
MD5, see collision-resistant hash func-
tion
Merkle-Damgard transform, see collision-
resistant hash function, 133—
136, 137, 138, 468
Message authentication, 111-112
combined with encryption, 148-154
unsuitability of encryption for, 102,
112-113
vs. digital signatures, 422
Message authentication code
CBC-MAC, 125-127
definition of security for, 115-118
fixed-length vs. variable-length mes-
sages, 120124, 126
HMAC, 141-143
NMAC, 138-141
replay attacks, 116-118
syntax, 114
unique tags, 144, 148, 149, 156
Message integrity, see message authen-
tication
Miller-Rabin algorithm, 264, 265—271
Modern cryptography, principles of, 18—
27
Modes of operation, see private-key en-
cryption, 96-102
CBC mode, 97, 113, 125, 126
CTR mode, 98-101
ECB mode, 96, 113
OFB mode, 98, 113

Negligible probability, 51, 56-57
NMAC, 138-141
Non-repudiation, 323

NP, see Pvs. NP

OAEP, 479-481, 486
One-time pad, 34—-36, 74, 90, 113
One-time signature, 432-435
constructing signatures from, 437-
445
definition of security for, 432
One-way function, 194-198, 243, 287—
289
candidates, 197
definition, 195



families, 196
necessary for cryptography, 232
random oracle as, 462
sufficient for one-time signatures,
432, 435
sufficient for private-key cryptog-
raphy, 228
sufficient for signatures, 445
One-way permutation, 196, 289—290
based on discrete logarithm assump-
tion, 198
based on factoring, 405
used to construct pseudorandom
generator, 201
Output feedback (OFB) mode, 98

P vs. NP, 48, 58, 198
Paillier encryption, 411-417
Perfect secrecy
definitions of, 30-34
impossibility in the public-key set-
ting, 339
in comparison to computational se-
curity, 48, 49, 61
limitations of, 36, 4748
one-time pad, 34
Shannon’s theorem, 37
Vernam'’s cipher, 34
Perfectly-secure message authentication,
40
PGP, 450, 451
@(N), see Euler phi function
PKCS #1 v1.5, 363
Pohlig-Hellman algorithm, see comput-
ing discrete logarithms, algo-

rithms for

Pollard’s p—1, see factoring, algorithms
for

Pollard’s rho, see factoring, algorithms
for

Polynomial-time computation, 50, 54,
244

Primes, 246

distribution of, 263
generation of, 264, 262—265
strong, 265, 282, 300, 515
testing of, see Miller-Rabin algo-
rithm
Private-key cryptography

summary of, 244
Private-key encryption
arbitrary-length messages and, 62,
85, 94, 96
attack scenarios, 8
CCA-security, 103-105, 144-148, 154,
474
combined with message authenti-
cation, 148-154
CPA-security, 82, 89-94
definition of security for, 63, 64, 68,
78, 82, 103
hiding message length in, 62
indistinguishability in the presence
of an eavesdropper, 350
limitations of, 315-317
modes of operation, 96-102
multiple message security, 78-81,
84
semantic security, 61, 64-69
setting, 4
syntax, 5, 29, 60
vs. message authentication, 102, 112—
113
vs. public-key encryption, 334
Probabilistic algorithms, 54-56
Probabilistic encryption, 79, 340
Proofs by reduction, 58-60, 75
Proofs, importance of, 26
Pseudorandom function, 86—89, 201, 221—
225
construction, 222
construction in the random oracle
model, 463
definition, 87
use for message authentication, 118—
120
use in constructing signatures, 444
use in private-key encryption, 90
Pseudorandom generator, 6972, 213—
221, 233
Blum-Micali, 220
construction, 201, 214
definition, 70
increasing expansion factor, 201, 215
use in private-key encryption, 73
variable output-length, 76



Pseudorandom permutation, 94—95, 201,
243
block cipher as, 159-161
construction, 225
definition, 95
vs. strong pseudorandom permuta-
tion, 95
Public keys, secure distribution of, 335
Public-key cryptography
number-theoretic problems as ba-
sis for, 245
Public-key encryption
arbitrary-length messages and, 346
based on trapdoor permutations,
375
CCA-security, 369-373, 457, 473
CPA-security, 337, 469, 479
definition of security for, 337-341
deterministic encryption and, 340
El Gamal, 363-369, 385, 417
Goldwasser-Micali, 385, 394-397
homomorphic, 416
hybrid encryption, see hybrid
encryption
in the random oracle model, 469
multiple message security, 340
OAEP, 479-481, 486
padded RSA, 362-363
Paillier, 385, 411417
PKCS #1 v1.5, 363
Rabin, 385, 406408
setting, 320, 333
syntax, 336
textbook RSA, 355-362, 407
vs. private-key encryption, 334
Public-key infrastructure (PKI), 446-453

Quadratic residue
modulo a composite, 303, 388—392
modulo a prime, 281, 283, 386—
388
Quadratic residuosity assumption, 392—
394

Rabin encryption, 406-408
Random function, 86, 460-461
Random number generators, 55-56
Random oracle

as collision-resistant hash function,
463
as one-way function, 462
programmability of, 465, 474, 483
used to construct a pseudorandom
function, 463
used to construct a signature scheme,
429
used to construct public-key encryp-
tion, 469
Random oracle model
overview, 458-469
Replay attack, 116, 117-118, 370, 425
Rijndael, see AES
RSA
assumption, 271-274
attacks on, 358
FDH, 481-485
OAEP, 479-481, 486
problem, 272, 289, 290, 385
public-key encryption, 355-358, 362—
363, 457, 469-481
signatures, 426—429, 481-485

S-box, 165, 167-168, 170, 174
Secret-key encryption, see private-key
encryption
Secure message transmission, 150-152
definition of security for, 151
Security parameter, 50-52, 60, 62
Semantic security, 64—69
SHA-1, see collision-resistant hash func-
tion
as random oracle, 459, 461, 467,
468
Shanks’ algorithm, see computing dis-
crete logarithms, algorithms for
Shannon’s theorem, 37—40
Shift cipher, 10
Signature scheme
certificates, see certificates
chain-based, 436
definition of security for, 425, 432
DSS, 445-446
FDH, 481485
hashed RSA, 428429
in the random oracle model, 481—
485
Lamport scheme, 432-435



one-time signature, 432-435
overview of, 421
properties of, 422
stateful, 436
syntax, 424
textbook RSA, 426
tree-based, 439-445
vs. message authentication, 422
vs. public-key encryption, 423
Square root
modulo a composite, 401-404
modulo a prime, 268, 397-401
Stream cipher, see pseudorandom gen-
erator, 220
RC4, 77
use for multiple encryptions, 80-81
use in private-key encryption, 77,
350
using block cipher as, 102
Strong primes, see primes
Strong pseudorandom permutation, 94—
95, 154
definition, 95
vs. pseudorandom permutation, 95
Substitution cipher, 11
Substitution-permutation network, 162—
170, 186
attacks on, 168-170
Symmetric-key encryption, see private-
key encryption

Trapdoor permutation, 373-375, 402—
406
based on factoring, 406
based on RSA assumption, 374
public-key encryption scheme
based on, 375
Triple encryption, 184
Triple-DES, 173, 184

Vernam'’s cipher, see one-time pad
Vigenere cipher, 14

Zn, 251, 254, 504, 510
7%, 254-261, 504, 511
%2, 409-411



