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Abstract

How were deepfakes used before and after the 2024 U.S.
presidential election? We present the first quantitative study
of this question by analyzing a novel dataset of 231 con-
firmed deepfakes (images, videos, and audio clips) across so-
cial media during the May-December 2024 election period.
Our comprehensive statistical analysis of 5 research questions
reveals that spikes in deepfake activity preceded key election
events (KEEs), and engagement with deepfakes (e.g. likes,
comments) surged during pre-KEE time windows. Our cu-
rated dataset offers researchers a valuable resource to study
the impact of synthetic media in political contexts, while our
findings provide valuable advice for policymakers and social
platforms to develop appropriate measures to counter poten-
tial malign deepfakes before future elections.

Introduction

Concerns about the use of deepfakes in elections have been
growing. In Asia, deepfake videos of deceased Indonesian
dictator Suharto were used to support a Presidential candi-
date in 2024'. In Africa, deepfakes have reportedly been in-
volved in the 2023 Nigerian election (Emovwodo and Ayo-
Obiremi 2024). Labuz and Nehring (2024) study the use of
deepfakes in 11 elections (many in 2023), including ones
in Turkiye, Argentina, Poland, UK, France, Bulgaria, Tai-
wan, Indonesia, India, and Slovakia. These incidents have
led to grave concerns about the use of deepfakes both before
and after the 2024 U.S. Presidential election’. Though these
past studies offer valuable insights, none of them provides a
publicly available dataset of election deepfakes. While they
provide insightful qualitative analyses, they do not provide
a rigorous statistical analysis. This paper is an attempt to
address this gap by providing a highly curated dataset and a
rigorous statistical study of deepfake use in and around the
time of the 2024 U.S. Presidential election.
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We investigate the relationship between Key Election
Events (abbreviated KEEs) and deepfake activity in terms
of release of deepfakes and the engagement garnered by
such deepfakes. To achieve this, we first carefully curated
a dataset of 231 deepfakes (169 images, 38 videos and 24
audios)®. Each item was carefully annotated with relevant
metadata such as the URL, the name of the candidate de-
picted, the content category, and engagement metrics (e.g.,
likes, comments, reposts). To support future research, we
will make our dataset available to academics who agree to
an ethical usage policy*.

We then investigate five research questions using rigorous
statistical methods:

* RQ1: Is there a steep increase (spike) in publication of
deepfakes around key election events (KEEs)?

* RQ2: Do deepfakes tend to be published ahead of, dur-
ing, or after KEEs?

* RQ3: Which specific types of KEEs (e.g. National
Conventions, presidential debates, candidacy announce-
ments) trigger spikes in deepfake publication activity?

* RQ4: Do KEEs boost engagement (e.g. likes, comments,
shares) with deepfakes on social media?

* RQ5: Did some KEEs have a greater impact than others
at boosting engagement with deepfakes?

Our study sheds light on these questions.’ Before reading
the rest of this paper, we invite you to step back, consider,
and then answer these questions for yourself now. Later, you
can compare your answers with the findings in the paper.

Related Work

The proliferation of deepfakes (Pei et al. 2024) and their po-
tential impact on societal discourse, particularly in political
contexts, has garnered increasing attention in recent years
(U.S. Department of Homeland Security 2024; Byman et al.

3Videos with audio and visual components are counted inde-
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SPlease note that like most data-driven work, we study correla-
tion, not causation, in these hypotheses.



2023; Dalal et al. 2024). This section reviews existing litera-
ture relevant to our study, focusing on the use of deepfakes in
elections, the temporal dynamics of misinformation, and the
analysis of social media engagement with synthetic media.

Deepfakes in Political Contexts A significant body of
research has explored the creation, detection, and poten-
tial harms of deepfakes across various domains. Research
has shown that deepfakes of respected public figures can
significantly enhance the believability of false information
and may amplify the impact of disinformation campaigns
by deceiving audiences and spreading misleading narratives
(Ruffin et al. 2024). In the political sphere, studies have
examined the potential for deepfakes to manipulate public
opinion, disrupt elections, and erode trust in media and in-
stitutions (Vaccari and Chadwick 2020; Chesney and Cit-
ron 2019; Loewenstein 2024). Prior work has analyzed the
use of manipulated media in past elections, identifying in-
stances of both crude and sophisticated forgeries (Diakopou-
los and Johnson 2021; Labuz and Nehring 2024). The need
for legislative and/or regulatory action has also been noted
(Loewenstein 2024; Romero Moreno 2024). However, rapid
advances in deepfake creation technology and their increas-
ing availability require continuous monitoring and analysis,
particularly in the context of political events like presiden-
tial elections. This paper contributes to this growing body of
work by providing a data-driven, statistical analysis of deep-
fake release during the 2024 U.S. Presidential Elections.

Temporal Dynamics of Misinformation and Disinforma-
tion Understanding the temporal patterns of misinforma-
tion and disinformation spread is critical for developing ef-
fective mitigation strategies (Hanley and Durumeric 2024).
Research in this area has investigated how online rumors
and false narratives emerge, propagate, and evolve over
time and across platforms often in response to real-world
events (Vosoughi, Roy, and Aral 2018; Stella, Ferrara, and
De Domenico 2018; Gatta et al. 2023). Studies have shown
that significant events can act as catalysts for the rapid dis-
semination of both accurate and inaccurate information, in-
cluding manipulated media (Sharma et al. 2019). Our work
builds upon this research by specifically examining the tem-
poral relationship between key election events and the pub-
lication of deepfakes.

Social Media Engagement with Synthetic Media High-
profile political events that heavily impact communities have
been shown to spur engagement on social platforms (Niles
et al. 2019). Previous studies have explored how users en-
gage with various forms of misinformation on social me-
dia, examining factors such as virality, user behavior, and
platform algorithms (Bakshy et al. 2011; Shao et al. 2016;
Vosoughi, Roy, and Aral 2018; Ceylan, Anderson, and Wood
2023). Research has also investigated engagement patterns
associated with manipulated videos and images, highlight-
ing the potential for these to garner significant attention and
spread rapidly online (Wang et al. 2021). Our study extends
this line of research by analyzing the social engagement met-
rics (likes, shares, comments, saves, views) associated with
a dataset of deepfakes collected during the 2024 U.S. Pres-

idential Election. By examining the temporal evolution of
these metrics and their relationship with election events, we
offer a nuanced, statistically validated understanding of how
users interact with and potentially amplify deepfake content
in a high-stakes political context.

The 2024 U.S. Presidential Election Deepfakes
Dataset (USPED2024)

This study examines deepfake content disseminated during
the 2024 U.S. Presidential Election cycle. Our data collec-
tion encompasses deepfakes published from May 1, 2024
to December 31, 2024, capturing the pre-election campaign
period through post-election discourse. The dataset contains
231 deepfakes and includes 169 images, 38 videos and 24
audios. In addition, we identified and documented 21 Key
Election Events or KEEs to analyze potential relations be-
tween deepfake proliferation patterns and significant elec-
tion developments throughout this period.

Key Election Events (KEEs)

To identify politically significant events in the 2024 U.S.
Presidential election cycle, we consulted the Ad Fontes Me-
dia Bias Chart® and selected three news sources rated as
both highly reliable (reliability scores between 0 and 64)
and politically neutral (bias scores ranging from -42 [left]
to +42 [right])’. These sources were the BBC?® (reliability
score: 44.73; bias score: -1.33), Reuters’ (reliability score:
45; bias score: -1.2), and the Associated Press (AP)!'° (reli-
ability score: 44.82; bias score: -2.38). Key Election Events
(KEEs) were included in our analysis if they received cov-
erage from at least one of these neutral sources. We also in-
cluded the Election Day (November 5, 2024) as a KEE due
to its clear political significance.

Table 1 presents the resulting 21 KEEs selected from May
30, 2024, through the Election Day (November 5, 2024).
These KEEs included legal proceedings, candidate debates,
party conventions, campaign leadership changes, political
rallies, and media appearances. For each event, we indicate
which of the three news organizations provided coverage.
This timeline is a reference point for the subsequent analy-
sis of deepfake dissemination during the election period.

Deepfake Data Collection

To build a dataset of politically-relevant deepfakes, we
sourced data from three channels: the Political Deepfakes In-
cidents Database (PDID) (Walker, Schiff, and Schiff 2024)
which is an excellent source of deepfake data, accredited

Shttps://adfontesmedia.com/

"Reliability scores above 40 indicate fact-centered analysis;
Bias scores between -6 and +6 indicate middle/centric/unbiased re-
porting.
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Table 1: Key Election Events (KEEs) related to the 2024 U.S. Presidential Election. KEEs were extracted from highly-reliable
and politically neutral news sources according to the Ad Fontes Media Bias Chart.

Date Description

\BBC Reuters Associated Press

Jul 13,2024  Attempted assassination of Trump

Jul 15,2024 Republican National Convention begins
Jul 18,2024  Trump accepts Republican nomination
Jul 21,2024  Biden withdraws from presidential race
Jul 24,2024 Biden formally endorses Kamala Harris

oAU R W~ Z

10 | Aug2,2024 Harris announces candidacy

11 Aug 6, 2024  First Harris and Walz campaign rally

12 | Aug 21,2024 Democratic National Convention begins
13 | Aug 22,2024 Harris accepts Democratic nomination

14 | Sep 10,2024 Presidential debate between Trump and Harris
15 | Sep 15,2024 Second assassination attempt on Trump in Florida
16 | Sep 19,2024 Harris speaks with Oprah at Michigan campaign rally

17 Oct 1, 2024  Vice Presidential debate
18 Oct 5,2024  Elon Musk and Trump campaign rally
19 | Oct 10,2024 Obama speech at Harris campaign rally

20 | Oct 16,2024 Trump town hall with Univision and Harris Fox interview

21 Nov 5,2024  Election day

May 30, 2024  Trump found guilty on 34 counts of falsifying business records
Jun 27,2024  Biden/Trump debate with concerns about Biden’s fitness
Jul 11,2024 NATO Summit (Biden mistakes Zelenskyy for Putin)

Jul 30,2024  Harris’s first campaign rally as presumptive nominee
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fact-checking organizations, and Google Alerts. PDID pro-
vides a continuously updated repository of politically salient
deepfakes. To ensure broad coverage from May to Decem-
ber 2024, we supplemented PDID with deepfake content
identified by established fact-checkers, including AFP Fact
Check, the AI Incident Database, FactCheck.org, OpenSe-
crets, PolitiFact, and Snopes''. Additionally, we collected
publicly available news articles, blog posts, and multimedia
content flagged by custom Google Alerts configured with
the keyword “deepfake” to collect deepfakes and filter those
related to the 2024 U.S. Presidential Election.

All samples collected in this way (/N = 414) then under-
went a manual screening process. Specifically, each deep-
fake sample was evaluated to determine whether it depicted
or referenced a political figure, such as a presidential can-
didate, elected official, news anchor, or politically associ-
ated public figures (e.g., Elon Musk). Samples that were not
available online (N = 59), those sourced from websites
rather than social media (N = 16), samples from social
media platforms with too few deepfake entries (N = 2),
and samples outside the designated May-December tempo-
ral window (/N = 106) were excluded. This process resulted
in a final dataset of N = 231 samples.

For each selected sample, we recorded the following at-
tributes: source, URL, publish date, source text/title, sub-
ject name, category, language, media type (video, audio, or
image), online accessibility, number of likes, shares/reposts,
comments, saves, views, misinformation warning flags (e.g.,

"Fact-checking websites: AFP Fact Check (https:/factcheck.
afp.com), Al Incident Database (https://incidentdatabase.ai),
FactCheck.org (https://www.factcheck.org), OpenSecrets (https:
/Iwww.opensecrets.org), PolitiFact (https://www.politifact.com),
Snopes (https://www.snopes.com).

fact-check labels applied by platforms), original platform
(e.g., Twitter, YouTube), original collection source (PDID,
fact-checkers, or Google Alerts), and political affiliation of
the subject (Democrat, Republican, or both—e.g. deepfakes
involving both Democratic and Republican candidates). A
datasheet (Gebru et al. 2021) detailing the motivation, com-
position, collection process, recommended uses, and other
relevant aspects of our USPED2024 dataset is included in
the supplementary material.

An overview of the resulting dataset’s content is presented
in Figure 1. The word cloud in Figure la was generated
by analyzing the titles and textual content of posts featur-
ing deepfakes. Figure 1b illustrates the extent to which ma-
jor political figures are targeted, while Figure 1c depicts the
overall partisan distribution of the dataset. We underscore
that our study is explicitly designed to preserve political neu-
trality. We are interested in studying the dissemination and
engagement patterns of deepfakes in the context of the 2024
U.S. Presidential Election, without endorsing or criticizing
any candidate, party, or topic.

Results
RQ1: Deepfake Activity & KEEs

To address our first research question—whether there is a
general relationship between the timing of deepfake releases
and KEEs—we analyzed the daily number of newly pub-
lished deepfakes from May 1st, 2024 to December 31, 2024.
We identified significant spikes in this publication activity
and tested for temporal correlations with KEEs.

Figure 2 illustrates the daily number of deepfakes pub-
lished during the May-Dec 2024 time frame. The dashed
vertical lines mark the dates of KEEs, numbered consistently
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(a) Word cloud of key terms in deepfake posts around the 2024
U.S. Presidential Election cycle
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Figure 1: Overview of our 2024 U.S. Presidential Election Deepfakes Dataset (USPED), illustrating prevalent terminology used
in deepfake discourse (a), the distribution of targeted political figures (b), and the partisan breakdown of subjects (c).

with Table 2. The blue bars represent the daily deepfake
count, while the green line shows the 7-day rolling average
which provides a smoother trend. The shaded regions indi-
cate periods of normal activity (light blue, within 2 standard
deviations of the mean) and high activity (light red, more
than two standard deviations above the mean). The descrip-
tive statistics for the daily deepfake count (mean p = 0.87,
standard deviation o = 4.35, median = 0, max = 50) are also
displayed in the upper left corner. High deepfake activity oc-
curs on a day when over i 4+ 20 = 9.6 deepfakes are posted
on that day.

Deepfake Spikes According to an analysis of z-scores
on the daily deepfakes counts, which were then converted
to two-tailed p-values using a normal distribution approxi-
mation to assess statistical significance, there are six dates
with statistically significant spikes (p < 0.05) in deepfake
publication activity during August 2024. The most extreme
outlier occurred on August 18, 2024, with 50 deepfakes
(z = 11.30; p = 10~2®) published. Two additional major
spikes were identified on August 15 and 17, each with 27
deepfakes (z = 6.01; p = 1.9 x 10~Y) published. Three
more dates showed moderate but significant spikes: August
14 (17 deepfakes; z = 3.71; p = 2.1 x 10™%), August 20 (15
deepfakes; z = 3.25; p = 1.2 x 10~%), and August 19 (13
deepfakes, z = 2.79; p = 5.3 % 10~3). This cluster of spikes
spanning August 14-20 suggests the presence of triggering
KEEs that substantially increased deepfake production dur-
ing this week-long period.

Relationship Between Deepfake Publication Activity and
KEEs To investigate the temporal relationship between
deepfake activity and KEEs, we formulated and tested the
following null hypothesis:

Hypothesis 1: Key Election Events (KEEs) are no more
likely to occur near periods of significant deepfake activity
than during other periods.

We operationalized this analysis using two key param-
eters. First, we defined “significant deepfake activity” us-
ing two thresholds: (1) days with > 1 published deepfakes,
representing any deepfake publication activity, and (2) days
with > 1+ 20 = 9.6 deepfakes, representing statistical

spikes. Second, we applied two distinct temporal windows:
(1) a “deepfake window” of size wq € {1,3,7} days to
identify dates within a distance of +w, days of significant
deepfake activity, and (2) a “key election event window” of
size w, € {1, 3,7} days to likewise determine whether dates
fall near KEEs. For each of the 18 possible combinations of
these parameters (2 thresholds x 3 deepfake window sizes X
3 KEE window sizes), we categorized all days in our study
period as either within or outside a deepfake window, then
calculated the KEE rate as the proportion of days in each
category that were also within proximity of KEEs. We com-
pared these proportions using the Mann-Whitney U test and
applied the Benjamini-Hochberg FDR correction to control
for multiple comparisons.

For example, consider the spike observed on August 18,
2024, with 50 deepfakes published. If we set wy = 3, the
corresponding deepfake window spans August 15 to August
21, capturing any KEE window that occurs within three days
before or after the spike. For instance, the Democratic Na-
tional Convention (DNC) began on August 21, falling ex-
actly at the edge of this window. If we also apply a KEE
window size of w. = 1, then it would span from August
20 to August 22. The overlap between these two windows
suggests temporal proximity between a significant spike in
deepfake publication and a KEE.

Figure 3 shows a heatmap with the difference in KEE
rates between days near and far from deepfake publica-
tion activity. Most heatmap cells are positive, indicating that
KEEs tend to cluster around days with deepfake activity
more than around other days.

For days with nonzero deepfake activity (threshold > 1),
we observed significant differences in 5 of 9 tested param-
eter combinations. The strongest relationship emerged with
larger temporal windows, particularly when both the deep-
fake window and election event window were set to 7 days
p = 10~7, FDR corrected). In this configuration, 70.4%
of days near deepfake activity were also near KEEs, com-
pared to only 21.4% of days without nearby deepfake ac-
tivity. For days with deepfake activity spikes (threshold >
w+20 = 9.6), 3 of 9 tested parameter combinations showed
significant associations. When using a 7-day event window,
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Figure 2: Daily count of deepfakes published around the 2024 U.S. Presidential Election in relation to Key Election Events

(KEEs).

all days (100%) with nearby deepfake spikes were also near
KEE:s, regardless of the deepfake window size. This perfect
correspondence was statistically significant across multiple
parameter combinations, with the strongest result occurring
with a 7-day deepfake window and a 7-day event window
p= 10~3, FDR corrected).

Takeaway 1: =  Deepfake activity significantly
clustered around key election events (KEEs), espe-
cially during spike periods and with wider temporal
windows.

RQ2: Temporal Alignment

The second research question examines the temporal align-
ment between deepfake publication activity and KEEs, to
see if deepfakes tend to be published before, during or after
KEEs. We analyzed the following hypothesis:

Hypothesis 2: There is a positive correlation between
KEEs and deepfake activity k days before or after each KEE.

To quantify this, we computed the cross-correlation be-
tween a binary event series (1 = event day, 0 = non-event
day) and the daily deepfake counts across various time off-
sets. In our analysis, a positive offset k£ measures the cor-
relation between the event indicator on day ¢ and the deep-
fake count on day t + k. Thus, positive offsets capture deep-
fake activity after KEEs, while negative offsets capture ac-

tivity before KEEs. For instance, consider the Democratic
National Convention that began on August 21, 2024: an off-
set of £ = —3 would examine the number of deepfakes pub-
lished three days before (August 18), potentially indicating
anticipatory content creation. We evaluated these correla-
tions over a two-week window spanning from k£ = —7 to
k = 7 days to identify potential patterns in both directions.

Figure 4 shows the resulting Pearson correlation coeffi-
cients (). Although the correlations are modest in magni-
tude, the strongest positive association occurs at k = —4
(r = 0.21), followed by £ = —3 (r = 0.17). This suggests
that major deepfake activity occurs 3-4 days before KEEs
occur, rather than following them. Correlations at other pre-
event offsets (k € [—7, —5] U [-2, —1]) were considerably
weaker (r € [0.001, 0.088]). Interestingly, all post-event pe-
riods (k > 0) exhibited weak and negative correlation coef-
ficients (ranging from r» = —0.02 to » = —0.05), indicating
a potential systematic decrease in deepfake production fol-
lowing KEEs.

Takeaway 2: == The strongest correlations ob-
served between deepfake activity and KEEs oc-
curred 3-4 days before the events, suggesting an an-
ticipatory rather than reactive production pattern.
But as these positive correlations are 0.17 and 0.21,
this anticipatory pattern is generally not very strong.
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Figure 3: Heatmap showing the difference in Key Election
Event (KEE) rates between days near and not near deepfake
activity. Color intensity indicates the magnitude of differ-
ence, and asterisks (*) mark statistically significant results
after FDR correction (* if p < 0.05, ** if p < 0.01, and ***
if p < 0.001).

RQ3: Event-Specific Dynamics

Building upon the broader temporal patterns examined in
RQ1 and RQ?2, our third research question delves into event-
specific relationships at a more granular level. Given the
finding that deepfakes tend to be published before KEEs
(RQ2), we study temporal windows preceding KEEs. For
example, we examine whether there was a significant in-
crease in how many deepfakes were published in the 3 days
preceding the presidential debate on September 10, 2024,
the 7 days preceding the general election on November 5,
2024, or the day preceding the NATO summit on July 11,
2024.

To formalize this investigation, we tested the following
null hypothesis:

Hypothesis 3: The number of deepfakes published in the
time period immediately before a specific KEE is not sig-
nificantly different from the number of deepfakes published
during the rest of the study period (May—-December 2024)
outside that time window.

Our methodology involved three key steps: (1) defining
temporal windows of 1, 3, and 7 days immediately before
each event date, (2) categorizing each day in our study pe-
riod as either falling within these target windows or outside
them for each event, and (3) comparing the distribution of
deepfake counts between these two categories using the non-
parametric Mann-Whitney U test. To account for multiple
comparisons across various event dates and temporal win-
dow sizes, we applied the Benjamini-Hochberg correction.

Figure 5 illustrates the mean deepfake counts within (blue
bars) and outside (red bars) the 1, 3, and 7-day temporal
windows preceding KEEs. Asterisks above the bars indicate
statistically significant differences.

Our analysis shows that several KEEs were preceded by
statistically significant increases in deepfake activity in the
days leading up to the events. For example, the beginning of
the Democratic National Convention on August 21 was pre-
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Figure 4: Cross-correlation between daily deepfake publi-
cation counts and Key Election Events (KEEs). Correlation
coefficients are plotted for temporal offsets from seven days
before each event (negative offsets) to seven days after (pos-
itive offsets).

ceded by a 7-day average of ' = 19.37 deepfakes (August
15-21), compared to 9" = 0.029 outside this window, i.e.
from May 1 to August 14 and from August 22 to December
31 (p=1.52x 10~°%, FDR corrected). A similar pattern was
observed for Democratic candidate Kamala Harris’s nom-
ination acceptance on August 22, with p! = 18.0 versus
pS™ = 0.034 (p = 1.52 x 1075, FDR corrected). Signif-
icant increases were also observed within shorter time win-
dows for these and other events. On the day preceding the
NATO Summit on July 11, the mean number of deepfakes
was pi" = 0.5, compared to p" = 0.106 outside the win-
dow (p = 3.9x 1075, FDR corrected). Similarly, the Demo-
cratic rally on August 6 saw an increase to u' = 0.625,
compared to " = 0.104 (p = 2.82 x 10~17, FDR cor-
rected).

However, other KEEs, such as the September 10 presiden-
tial debate and the October 1 vice-presidential debate, did
not show significant differences in deepfake counts within
any of the tested temporal windows (all p > 0.05).

Takeaway 3: = Most events related to party con-
ventions and major campaign rallies are linked with
significant spikes in deepfake publication activity,
whereas debate events showed no significant change
in deepfake activity. These KEE-based differences
suggest that deepfake creators may strategically tar-
get certain types of political events over others.

\.

RQ4: Social Engagement with Deepfakes

Following our analysis of deepfake publication patterns
(RQ1, RQ2) and their event-specific relationships (RQ3),
our fourth research question examines the dynamics of en-
gagement with users on social media. We investigate how
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(KEEs). Asterisks denote statistical significance based on Mann-Whitney U tests with Benjamini-Hochberg correction: ***
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different engagement metrics evolve over time and whether
specific KEEs correlate with higher engagement rates.

Social Engagement Patterns We analyzed daily average
engagement via five key metrics: likes, shares/reposts, com-
ments, saves, and views. To enable comparison between
these metrics with their inherently different scales, we nor-
malized each engagement type by dividing daily values by
the maximum value observed for that metric during the
study period. This normalization produces relative engage-
ment scores ranging from O to 1, allowing for direct compar-
ison of temporal patterns across metrics.

Figure 6 shows normalized daily average engagement
with deepfakes across all five metrics in relation to KEEs
from May to December 2024. In most cases, engage-
ment metrics move in tandem, suggesting that deepfakes
that attract high engagement tend to do so across multi-
ple metrics simultaneously. The engagement patterns show
several notable spikes, particularly in July/August 2024,
where there appears to be a significant peak on July
21 (Likes: 550,000; Shares/Reposts: 152,000; Comments:

28,630; Saves: 66,000; Views: 79,900,000).

Engagement & KEEs To examine whether engagement
with deepfakes differs during periods preceding KEEs com-
pared to non-event periods, we formulated and tested the fol-
lowing null hypothesis:

Hypothesis 4: There is no significant difference in engage-
ment metrics (likes, shares/reposts, comments, saves, and
views) between temporal windows preceding key election
events (KEEs) and the study period outside these windows.

To test this hypothesis, we defined temporal windows of
1, 3, and 7 days (denoted w) preceding each KEE and cat-
egorized days in our May-December study period as either
falling within these windows (Fy) or outside them (P;). For
each engagement metric, we compared the distributions be-
tween these two categories using the Mann-Whitney U test
and applied the Benjamini-Hochberg FDR correction to con-
trol for multiple comparisons. Prior to analysis, we excluded
45 samples with missing engagement data.

Table 2 presents the mean values for each engagement
metric within and outside the defined temporal windows.
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Table 2: Average engagement (likes, shares/reposts, comments, saves, views) for deepfakes published within temporal windows
preceding KEEs (population F) versus days outside these windows (population P;). Window sizes of 1, 3, and 7 days (w) were

analyzed for each metric.

‘ w=1 w=23 ‘ w="7T
Engagement Metric | Py P Py P Py P
Likes 93,620 23,108 60,820 4,310 34,193 16,740
Shares/Reposts 19,018 4,386 11,796 886 6,609 3,620
Comments 4,189 978 2,675 141 1,503 541
Saves 10,721 1,029 4,158 429 2,331 1,755
Views 13,665,416 1,887,376 | 6,497,772 378,663 | 3,648,304 1,480,514

While engagement metrics are always higher preceding
KEEs, our analysis revealed that only Likes demonstrate sta-
tistically significant differences when considering a 7-day
window preceding KEEs (p = 5.41 x 10~%, FDR corrected).
Specifically, within this window, deepfakes received an av-
erage of 34,193 likes compared to 16,740 outside.

Takeaway 4: & Deepfakes consistently drew more
social media engagement (especially in terms of
likes) before key election events (KEEs) as opposed
to time periods that did not precede KEEs.

RQS5: Event-Driven Social Engagement

While our previous analysis revealed some differences in
engagement when considering all KEEs collectively (RQ4),
we sought to determine if certain KEEs stood out as particu-
larly influential. To investigate this question, we formulated
the following null hypothesis:

Hypothesis 5: There is no significant difference in engage-
ment metrics (likes, shares/reposts, comments, saves, and

views) between temporal windows preceding a specific key
election event (KEE) and the study period outside these win-
dows.

We tested this hypothesis via a methodology similar to
our previous analysis but focused on each event individu-
ally. For each of the KEEs in Table 1, we defined temporal
windows of 1, 3, and 7 days preceding the event and com-
pared engagement metrics within these windows to those in
the broader study period. We used the Mann-Whitney U test
for these comparisons and applied the Benjamini-Hochberg
correction to control for multiple comparisons.

Despite the visually apparent spikes in engagement pre-
ceding certain KEEs in Figure 6, our analysis did not re-
veal any statistically significant differences for any individ-
ual event across all metrics and temporal window sizes after
FDR correction, except for one case corresponding to the
beginning of the Democratic National Convention on Au-
gust 21. Interestingly, in the week leading up to this event,
the average number of likes on published deepfakes was
pi = 22,809, compared to pS*t = 60,978 outside this win-
dow.



Takeaway 5: &= Engagement with deepfakes did
not exhibit statistically significant changes before in-
dividual key election events (KEEs), except for a no-
table decrease preceding one event.

Discussion

Our analysis reveals clear associations between deepfake
publication activity and key election events (KEEs) during
the 2024 U.S. presidential elections. Our study of research
questions RQ1-RQ3 found that deepfake activity clustered
around KEEs rather than being randomly distributed. In
RQ4 and RQ5, we examined social engagement metrics,
finding that deepfakes published before KEEs generally at-
tracted more engagement, though with important nuances
across different KEEs.

In terms of RQ1, we found that days with significant deep-
fake activity were more likely to fall near KEEs, particu-
larly when using larger temporal windows. This is consistent
with existing research showing increased manipulation cam-
paigns during critical political periods (Ferrara et al. 2020;
Dobber et al. 2021), though they did not study deepfakes.

Our cross-correlation analysis in RQ2 revealed that deep-
fake activity peaked 3-4 days before KEEs rather than fol-
lowing them. This anticipatory pattern differs from tra-
ditional media coverage, which typically intensifies dur-
ing and immediately after newsworthy events (Prior 2013).
This finding extends previous observations that disinforma-
tion often precedes KEEs (Zilinsky et al. 2024; Starbird,
DiResta, and DeButts 2023), suggesting a strategic deploy-
ment of deepfakes to prime public perception. The 3-4 day
lead time may represent an optimal window for maximizing
impact, allowing sufficient time for content to spread while
remaining relevant to upcoming KEEs.

In RQ3, we observed substantial heterogeneity in deep-
fake responses to specific KEEs. The Democratic National
Convention and related events (August 21-22) triggered
huge spikes in deepfake activity, with daily counts substan-
tially higher than baseline levels in the preceding week. This
concentration suggests that certain political events may be
perceived as high-value targets for deepfake campaigns. The
absence of increased deepfake activity before other high-
profile events, such as presidential and vice-presidential de-
bates, extends research by Badawy et al. (2019) by demon-
strating that deepfake deployment appears selective and
strategic rather than indiscriminate.

Our analysis of social engagement metrics in RQ4 showed
that deepfakes published near KEEs generally attracted
more engagement than those published during other periods,
though this pattern was statistically significant only for likes
within 7-day windows. This partially aligns with Pennycook
and Rand’s research (Pennycook and Rand 2021) showing
emotionally charged or politically divisive content gener-
ates higher engagement. For RQS, the absence of consis-
tent, statistically significant engagement differences for in-
dividual KEEs suggests that engagement may be driven by
content-specific factors rather than temporal context alone.
A notable exception was the decreased likes preceding the

Democratic National Convention, contradicting the general
pattern of increased engagement before KEEs. This anomaly
may reflect platform algorithmic interventions, coordinated
reporting campaigns, or qualitative and content differences
in deepfakes published during this period.

Our findings suggest that harmful effects of deepfakes
during elections can be minimized through temporally-
targeted approaches, with heightened vigilance 3-7 days be-
fore KEEs rather than uniform distribution throughout the
election cycle. The anticipatory nature of deepfake produc-
tion indicates that proactive monitoring and rapid response
systems before KEEs may be more effective than post-hoc
fact-checking.

Limitations We acknowledge several limitations in our re-
search. First, despite our multi-source collection approach
(PDID, fact-checking organizations, and Google Alerts) and
manual screening process, platform or topic-specific biases
may remain, and the dataset may not capture all deepfakes
circulated during the 2024 U.S. Presidential Election. Deep-
fakes in closed networks, private messaging applications,
or those not flagged by fact-checkers likely remain undoc-
umented. Second, while we identify temporal correlations
between KEEs and deepfake activity, our methodology can-
not definitively establish causality. These correlations may
be interpreted through competing hypotheses—for exam-
ple, that deepfake spikes reflect increased public attention
around election-related events or are part of strategic com-
munication efforts by malign actors. In addition, alternative
mechanisms could also account for the observed outcomes,
such as algorithmic amplification by social media platforms,
content recommendation patterns, or coincidental spikes in
user engagement unrelated to KEEs. Third, while our anal-
ysis examines various temporal windows (1, 3, and 7 days),
these discrete intervals may not fully capture the dynamic
nature of online content dissemination. Certain deepfakes
might have delayed effects or longer engagement lifecycles
that extend beyond our analyzed windows.

Ethical Statement Throughout our research process, we
have adhered to stringent ethical standards. We have ensured
that no personally identifiable information was utilized for
non-public individuals, and all analyses were conducted on
aggregated data. Our research has been reviewed by an In-
stitutional Review Board (IRB)'? which determined that the
activity is not research involving human subjects. Addition-
ally, we have thoroughly considered the societal impacts of
our research. We acknowledge that documenting the rela-
tionship between key election events (KEEs) and deepfake
publication activity, as well as engagement patterns, may po-
tentially lead to misuse of our research and/or to maximize
the impact of synthetic media campaigns. To mitigate this
risk, we have deliberately presented our findings at a level
of granularity that provides useful insights without offering
a tactical playbook for attackers, and we restrict access to
our dataset through an ethical usage policy.

12For the sake of anonymity, we will provide information on the
University and the IRB Approval Number after the review process.



Conclusion & Future Work

This study presents the first statistical analysis of deepfake
activity in the 2024 U.S. presidential election, revealing pat-
terns in the timing, dissemination, and public engagement
with synthetic media during a high-stakes political process.
While the dataset provides unprecedented insights into the
evolving threat of Al-generated disinformation, it also high-
lights the need for platform policies and detection systems
that account for event-driven surges in synthetic media. This
study underscores the urgency of cross-sector collaboration
among researchers, platforms, and policymakers to preserve
electoral integrity in the age of generative Al

Future work should expand to global elections to exam-
ine how geopolitical, cultural, and regulatory differences in-
fluence the volume, timing, and impact of election-related
deepfakes.

Our research provides some simple guidelines for Regu-
latory Entities'? (REs) that seek to minimize harmful effects
of deepfakes during elections. First, dates of many Key Elec-
tion Events are known well in advance — in such cases, REs
should ramp up their deepfake detections processes (includ-
ing both automated and human moderators) around the KEE
dates. Second, we recommend that REs should always have
“surge teams” available on short notice when an unexpected
KEE occurs (such as the attempted assassination of Presi-
dent Trump). Such surge teams should instantly jump into
action when an unexpected KEE occurs and ensure that they
can heighten efforts to proactively detect deepfakes when
they are posted, rather than well after the fact.
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ods, acknowledging that deepfake counts and engage-
ment metrics may not follow normal distributions.
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Hochberg correction to control for multiple statistical
tests.
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sults? Yes. After describing each result, we provide a
comprehensive discussion in the Discussion section.
Did you discuss competing hypotheses or theories that
might challenge or complement your theoretical re-
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peting hypotheses that could challenge or complement
our interpretation of deepfake surges during KEEs—
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public attention to election-related events or result
from strategic communication by malign actors.
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nations that might account for the same outcomes ob-
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we consider alternative mechanisms such as algorith-
mic amplification, content recommendation dynamics,
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KEEs and deepfake activity.
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ases in data and events collection. With regard to data
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data from three different sources (see Deepfake Data
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tained from people whose data you’re using/curating?
Yes. In our study, we collected data involving well-
known public figures. The Institutional Review Board
(IRB) at the university where most of the authors are
affiliated reviewed our data collection procedures and
determined that the activity did not require signed con-
sent forms. We specify this in the Ethical Statement.

(e) Did you discuss whether the data you are using/cu-
rating contains personally identifiable information or
offensive content? Yes. Given its nature, deepfakes in
our dataset may contain offensive content targeting
public figures. To avoid helping the dissemination of
these deepfakes, we restrict access to our dataset only
to individuals from academic institutions who agree to
an ethical usage policy.

(f) If you are curating or releasing new datasets, did you
discuss how you intend to make your datasets FAIR
(see ?)? Yes. A summary of how we intend to make
our dataset FAIR is provided as follows:

* Findable (F). We have registered our dataset on Zen-
odo, a safe and trusted repository which assigns a
Digital Object Identifier (DOI) to each uploaded re-
source. Data is associated with rich metadata and
each dataset sample is properly identified. To min-
imize potential misuse of our work, we restrict the
access to individuals from academic institutions who
agree to an ethical usage policy.

e Accessible (A). Zenodo guarantees that data is per-
manently accessible and retrievable to all the emails
to which access has been granted.

e Interoperable (I). Data is shared with a CSV format.

* Re-usable (R). Data is released with a Creative Com-
mons Attribution-NonCommercial 4.0 (CC BY-NC
4.0) license, which allows others to use, share, and
adapt our data for non-commercial purposes only,
with attribution.

(g) If you are curating or releasing new datasets, did you
create a Datasheet for the Dataset (see Gebru et al.
(2021))? Yes. The datasheet is included in our Zotero
repository and has been attached as supplementary
material for review purposes.

6. Additionally, if you used crowdsourcing or conducted
research with human subjects, without compromising
anonymity...

(a) Did you include the full text of instructions given to
participants and screenshots? N.A.

(b) Did you describe any potential participant risks, with
mentions of Institutional Review Board (IRB) ap-
provals? We collected data involving well-known pub-
lic figures. The Institutional Review Board (IRB) at the
university where most of the authors are affiliated re-
viewed our data collection procedures and determined
that the activity did not require signed consent forms.
We specify this in the Ethical Statement.

(c) Did you include the estimated hourly wage paid to
participants and the total amount spent on participant
compensation? N.A.

(d) Did you discuss how data is stored, shared, and dei-
dentified? N.A.



USPED2024 Datasheet
Motivation

For what purpose was the dataset created? Was there a
specific task in mind? Was there a specific gap that needed to
be filled? Please provide a description. The 2024 U.S. Pres-
idential Election Deepfakes Dataset (USPED) was created to
address a research gap in the study of deepfakes in electoral
contexts. While previous studies have documented instances
of synthetic media in various elections worldwide, none of-
fered both a comprehensive, publicly available dataset and
rigorous quantitative analysis of deepfake dynamics. This
dataset was specifically designed to investigate the relation-
ship between Key Election Events (KEEs) and deepfake ac-
tivity through statistical analysis of publication patterns and
engagement metrics. By documenting 231 carefully curated
deepfakes (169 images, 38 videos, and 24 audios) from the
2024 U.S. Presidential Election cycle, this resource enables
researchers to empirically examine how synthetic media in-
teracts with significant political moments. The dataset will
be made available to academics who agree to an ethical us-
age policy, supporting future research on the potential im-
pact of deepfakes on democratic processes.

Who created the dataset (e.g., which team, research
group) and on behalf of which entity (e.g., company,
institution, organization)? For the sake of anonymity,
these details will be disclosed after the review process.

Who funded the creation of the dataset? If there is an
associated grant, please provide the name of the grantor
and the grant name and number. For the sake of anonymity,
these details will be disclosed after the review process.

Any other comments?  None.

Composition

What do the instances that comprise the dataset repre-
sent (e.g., documents, photos, people, countries)? Are
there multiple types of instances (e.g., movies, users, and
ratings; people and interactions be tween them; nodes and
edges)? Please provide a description. Each instance in the
dataset represents a specific deepfake media item that was
carefully curated and annotated with metadata such as the
source URL, publication date, subject name (political fig-
ure depicted), content category, language, engagement met-
rics (likes, comments, reposts/shares, saves, views), plat-
form source, and other relevant attributes. The deepfakes in
the dataset specifically depict or reference political figures
associated with the 2024 U.S. Presidential Election, includ-
ing candidates, elected officials, news anchors, and politi-
cally associated public figures. The dataset does not contain
the actual deepfake content.

How many instances are there in total (of each type, if
appropriate)?  The dataset contains 231 deepfakes in to-
tal: 169 images (visual deepfakes), 38 videos (visual deep-
fakes with motion) and 24 audios. Videos with audio and
visual components are counted independently as being both
a video and an audio sample.

Does the dataset contain all possible instances or is it
a sample (not necessarily random) of instances from a
larger set? If the dataset is a sample, then what is the
larger set? Is the sample representative of the larger set
(e.g., geographic coverage)? If so, please describe how this
representativeness was validated/verified. If it is not repre-
sentative of the larger set, please describe why not (e.g., to
cover a more diverse range of instances, because instances
were withheld or unavailable). The dataset is a sample, not
an exhaustive collection, of deepfakes related to the 2024
U.S. Presidential Election. The larger set would encom-
pass all deepfakes created and shared across all platforms
(public and private) in relation to the 2024 U.S. Presiden-
tial Election. While we employed a multi-faceted collection
strategy—drawing from the Political Deepfakes Incidents
Database (PDID), established fact-checking organizations
(AFP Fact Check, Al Incident Database, FactCheck.org,
OpenSecrets, PolitiFact, and Snopes), and Google Alerts—
this approach inherently captures only a subset of the to-
tal deepfakes circulated during this period. Deepfakes in
closed networks, private messaging applications, or those
not flagged by fact-checkers likely remain undocumented.
Additionally, the coverage focuses on the U.S. Presidential
Election context, which means that the dataset is not repre-
sentative of global deepfake activity. The temporal coverage
spans from May 1, 2024, to December 31, 2024, capturing
the pre-election campaign period through post-election dis-
course.

What data does each instance consist of? “Raw” data
(e.g., unprocessed text or images) or features? In either case,
please provide a description. Each instance in the dataset
consists extensive metadata features associated with deep-
fakes. Specifically, we recorded the following attributes:
Deepfake source, URL, Publish date, Source text/title, Sub-
ject name (the political figure depicted), Category, Lan-
guage, Media type (video, audio, or image), Online acces-
sibility status, Engagement metrics (i.e. Number of likes,
Shares/reposts, Comments, Saves, Views), Misinformation
warning flags (e.g., fact-check labels applied by platforms),
Original platform (e.g., Twitter, YouTube), Original collec-
tion source (PDID, fact-checkers, or Google Alerts), In-
ferred political affiliation of the subject (Democrat, Repub-
lican, or both).

Is there a label or target associated with each instance?
If so, please provide a description. No.

Is any information missing from individual instances?
If so, please provide a description, explaining why this
information is missing (e.g., because it was unavailable).
This does not include intentionally removed information, but
might include, e.g., redacted text. Yes. Information may be
missing in cases where attributes were unavailable or not ap-
plicable. For example, information about re-posts might be
missing when deepfakes have been published on social plat-
forms that do not provide the re-post functionality.

Are relationships between individual instances made ex-
plicit (e.g., users’ movie ratings, social network links)?



If so, please describe how these relationships are made ex-
plicit. None explicitly, though the data samples include the
URL to the posted deepfake, so some information (such as
threads, replies, or posts by the same author) could be ex-
tracted if needed.

Are there recommended data splits (e.g., training, de-
velopment/validation, testing)? If so, please provide a
description of these splits, explaining the rationale behind
them. Not applicable.

Are there any errors, sources of noise, or redundancies
in the dataset? If so, please provide a description. See
preprocessing below.

Is the dataset self-contained, or does it link to or oth-
erwise rely on external resources (e.g., websites, tweets,
other datasets)? If it links to or relies on external re-
sources, a) are there guarantees that they will exist, and re-
main constant, over time; b) are there official archival ver-
sions of the complete dataset (i.e., including the external
resources as they existed at the time the dataset was cre-
ated); c) are there any restrictions (e.g., licenses, fees) as-
sociated with any of the external resources that might ap-
ply to a dataset consumer? Please provide descriptions of
all external resources and any restrictions associated with
them, as well as links or other access points, as appro-
priate. The dataset is self-contained for its primary re-
search purpose—analyzing deepfake dissemination patterns
and engagement metrics around election events. The core
dataset includes all necessary metadata (e.g., timestamps,
media types, annotations, and statistical features) to support
reproducibility without dependency on external resources.
However, we note that supplemental links to original deep-
fake content (e.g., social media posts) are provided for re-
searchers interested in examining the media itself. These
links are secondary to the study’s focus and may become
unavailable over time due to platform removals.

Does the dataset contain data that might be considered
confidential (e.g., data that is protected by legal privilege
or by doctor patient confidentiality, data that includes
the content of individuals’ non-public communications)?
If so, please provide a description. No.

Does the dataset contain data that, if viewed directly,
might be offensive, insulting, threatening, or might oth-
erwise cause anxiety? If so, please describe why. The
dataset does not contain data that is directly offensive, in-
sulting, or threatening. However, it is important to note that
the dataset includes URLs linking to actual deepfake con-
tent involving public figures from the U.S. 2024 Presidential
Election cycles. While these links are provided for trans-
parency and research purposes, the deepfakes themselves
may be considered offensive or distressing, particularly by
supporters of the individuals depicted.

Does the dataset identify any subpopulations (e.g., by
age, gender)? If so, please describe how these subpopu-
lations are identified and provide a description of their re-
spective distributions within the dataset. No.

Is it possible to identify individuals (i.e., one or more nat-
ural persons), either directly or indirectly (i.e., in combi-
nation with other data) from the dataset? If so, please
describe how. Yes, the names of the public figures associ-
ated with each deepfake in our dataset can be identified.

Does the dataset contain data that might be considered
sensitive in any way (e.g., data that reveals race or eth-
nic origins, sexual orientations, religious beliefs, political
opinions or union memberships, or locations; financial
or health data; biometric or genetic data; forms of gov-
ernment identification, such as social security numbers;
criminal history)? If so, please provide a description.
No.

Any other comments?  No.

Collection Process

How was the data associated with each instance ac-
quired? Was the data directly observable (e.g., raw text,
movie ratings), reported by subjects (e.g., survey responses),
or indirectly inferred/derived from other data (e.g., part-of-
speech tags, model-based guesses for age or language)?
If the data was reported by subjects or indirectly in-

ferred/derived from other data, was the data validated/ver-

ified? If so, please describe how. The data for each deep-
fake instance was acquired through direct observation of
publicly available content from curated sources like the Po-
litical Deepfakes Incidents Database (PDID), fact-checking
organizations (e.g., PolitiFact, Snopes), and Google Alerts.
Two trained analysts manually verified each sample, exclud-
ing irrelevant or duplicate content, and recorded metadata
(e.g., URLs, engagement metrics, subject names) with di-
rect observation. Political affiliations were inferred, and mis-
information warnings were noted if flagged by platforms.
While engagement metrics were taken as reported, the ana-
lysts cross-verified attributes to ensure consistency.

What mechanisms or procedures were used to collect
the data (e.g., hardware apparatuses or sensors, manual
human curation, software programs, software APIs)?
How were these mechanisms or procedures validated? The
data was collected through manual human curation, includ-
ing trained analysts reviewing deepfakes from fact-checking
platforms (PolitiFact, Snopes), the Political Deepfakes Inci-
dents Database (PDID), and Google Alerts monitoring for
election-related synthetic media mentions. Validation oc-
curred through a dual-analyst verification system to ensure
labeling consistency, cross-referencing with accredited fact-
checking organizations to confirm authenticity, and ethical
screening to exclude unverifiable or private content.

If the dataset is a sample from a larger set, what was
the sampling strategy (e.g., deterministic, probabilistic
with specific sampling probabilities)?  The dataset rep-
resents a non-probabilistic, purposive sample drawn from a
larger universe of potential deepfake content, with collection
guided by temporal coverage (May—December 2024 to align
with the election cycle) and political relevance (only content
depicting U.S. presidential candidates, officials, or closely
associated figures).



Who was involved in the data collection process (e.g.,
students, crowdworkers, contractors) and how were they
compensated (e.g., how much were crowdworkers paid)?

Authors of the original paper which released this dataset
have been involved in the data collection process.

Over what timeframe was the data collected? Does this
timeframe match the creation timeframe of the data as-
sociated with the instances (e.g., recent crawl of old news
articles)? If not, please describe the timeframe in which
the data associated with the instances was created. Data
collection occurred from May 1st, 2024 to May 1st, 2025.
This timeframe overlaps with the creation timeframe of the
data.

Were any ethical review processes conducted (e.g., by an
institutional review board)? If so, please provide a de-
scription of these review processes, including the outcomes,
as well as a link or other access point to any supporting
documentation. Yes. Our data collection process has been
reviewed by an Institutional Review Board'*, which deter-
mined that the proposed activity was not research involving
human subjects.

Was any preprocessing/cleaning/labeling of the data
done (e.g., discretization or bucketing, tokenization,
part-of-speech tagging, SIFT feature extraction, removal
of instances, processing of missing values)? If so, please
provide a description. If not, you may skip the remaining
questions in this section. Yes, the dataset underwent system-
atic preprocessing and labeling to ensure consistency and
quality. The raw data was cleaned by removing duplicates
through manual verification by two analysts, who cross-
checked URLs, content hashes, and metadata. Each deep-
fake instance was labeled with standardized attributes (e.g.,
media type, subject name, political affiliation) based on ana-
lyst review and fact-checker annotations. Additionally, con-
tent filtering was applied to exclude cases unrelated to the
2024 U.S. Presidential Election cycle.

Was the “raw” data saved in addition to the prepro-
cessed/cleaned/labeled data (e.g., to support unantici-
pated future uses)? If so, please provide a link or other
access point to the “raw” data. No, the raw data was not
preserved separately to prevent potential misuse and dissem-
ination of unverified or unredacted content. To maintain eth-
ical standards and minimize risks of harmful repurposing,
only the curated, preprocessed dataset—with strict access
controls—is made available to qualified researchers under
an ethical use agreement.

Is the software that was used to preprocess/clean/label
the data available? If so, please provide a link or other
access point. Not applicable (manual human curation).

Any other comments?  None.
Uses

“For the sake of anonymity, we will provide information on the
University and the IRB Approval Number after the review process.

Has the dataset been used for any tasks already? If so,
please provide a description. Yes, the dataset has been used
exclusively for the analyses presented in its related study,
specifically to: (1) quantify temporal relationships between
deepfake dissemination and key election events, (2) measure
engagement patterns across social media platforms, and (3)
identify event-specific dynamics in synthetic media prolifer-
ation.

Is there a repository that links to any or all papers or
systems that use the dataset? [f so, please provide a link
or other access point. No.

What (other) tasks could the dataset be used for?
This dataset could enable: (1) detection model benchmark-
ing (testing Al classifiers on real-world election deepfakes),
(2) narrative analysis (studying manipulative themes tied to
specific candidates/events), (3) platform policy audits (eval-
uating how social media enforce synthetic media rules dur-
ing elections), and (4) longitudinal studies of deepfake evo-
lution across election cycles. However, access restrictions
will apply to prevent misuse—all proposed uses must align
with ethical guidelines and demonstrate non-harmful intent.
Researchers may apply for dataset access solely through
controlled academic channels.

Is there anything about the composition of the dataset
or the way it was collected and preprocessed/cleaned/la-
beled that might impact future uses? For example, is
there anything that a dataset consumer might need to know
to avoid uses that could result in unfair treatment of indi-
viduals or groups (e.g., stereotyping, quality of service is-
sues) or other risks or harms (e.g., legal risks, financial
harms)? If so, please provide a description. Is there any-
thing a dataset consumer could do to mitigate these risks or
harms? The dataset’s composition and collection methods
introduce some limitations for future use, including poten-
tial selection bias from prioritizing fact-checker-identified
and viral content (which may overrepresent deepfakes tar-
geting prominent candidates), possible distortion from plat-
form engagement metrics that reflect algorithmic amplifica-
tion rather than organic reach, and exclusion of unverified
fringe content that could reveal broader dissemination pat-
terns. To mitigate these issues, researchers using this dataset
should explicitly acknowledge these biases in any analyses,
supplement findings with platform transparency data when
available, avoid making definitive partisan attributions with-
out additional evidence, and adhere to strict ethical guide-
lines that will be enforced through controlled access proto-
cols requiring formal acknowledgment of these limitations
in all resulting publications.

Are there tasks for which the dataset should not be used?
If so, please provide a description. This dataset should not
be used for: (1) developing real-time deepfake generation
tools, (2) partisan attribution without independent verifica-
tion (due to potential selection biases), or (3) any application
that violates the ethical use policy (e.g., targeted harassment
of depicted individuals). The temporal and engagement pat-
terns are specific to the 2024 election context and should not
be extrapolated to other elections without robustness checks.



Dataset access will be denied for projects lacking safeguards
against these misuse scenarios.

Any other comments?  None.



