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Abstract

Coverage is a fundamental problem in robotics, where one or more robots
are required to visit every point in a target area at least once. All previous
work on the coverage problem focused on finding a coverage path that min-
imizes the coverage time. In this work we consider a new and more general
version of the problem: adversarial coverage. Here, the robot operates in
an hazardous environment that contains threats that might stop the robot.
The objective is to find a coverage path that both minimizes the coverage
time and maximizes the probability of completing the coverage. Adversarial
coverage has many real-world applications, from searching for melted fuel
rods in damaged nuclear power plants to demining and surveillance of enemy
forces in the battlefield.

In the first part of the work we formally define the adversarial coverage
problem, examine various variants of the problem, and suggest algorithms
for solving them. We initially handle the offline version of the problem, in
which a map of the threats is given to the robot in advance, thus the cover-
age path can be computed prior to the coverage. We suggest two heuristic
algorithms for computing the coverage path in polynomial time. We estab-
lish theoretical bounds on the performance of these algorithms, and compare
their effectiveness in various types of environments and settings. We also
show how the optimal coverage path can be found in small instances of the
problem by modeling it as a Markov Decision Process (MDP). Second, we
deal with the online version of the problem, in which the robot has no map
of the environment, and thus has to use real-time sensor measurements in
order to detect the threats. We describe an online sensor-based algorithm
for the coverage, that uses the safest possible coverage path, and analyze its
performance. Third, we show how using a multi-robot team for the coverage
can both increase the probability of completing the coverage and reduce the
total coverage time. We describe a multi-robot adversarial coverage algo-

i



Abstract

rithm, that divides the coverage task between the robots in the team in a
way that maximizes their survivability while optimizing the coverage time.
The proposed algorithms have been tested both in simulation and on real
robotic platforms.

In the second part of the work we examine the problem of adversarial
coverage from the perspective of the adversary. The adversary’s goal is to
protect its territory from being covered by a robot. Thus, it needs to place the
threats in the environment in a way that maximizes its probability of stop-
ping the robot. This problem, named the coverage defending problem, has its
own real-world applications, such as the strategic placement of surveillance
cameras in a building as to protect it from being explored by an adversarial
force. We describe different strategies for the adversary (the defender) for
choosing the locations of the threats, depending upon its knowledge of the
robot’s coverage strategy. We show that in some cases the optimal strategy
for the adversary can be computed in polynomial time (e.g., when the adver-
sary has full-knowledge of the robot’s coverage strategy), and for other cases
we suggest heuristics that can significantly outperform the random baseline
strategy.

In the last part of the work we describe a new general method for solving
MDPs based on real-time dynamic programming, that provides a significant
improvement over state-of-the-art methods. We show how this method can
be used to find near-optimal solutions to the adversarial coverage problem, as
well as solve other benchmark problems from the MDP literature, empirically
yielding up to a six-fold reduction in the amount of time required to achieve
policy performance comparable to existing methods.
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Chapter 1

Introduction

Coverage path planning is one of the fundamental problems in robotics (e.g.,
[1, 9, 26, 37, 40, 82]). The goal of coverage path planning is to find a sequence
of world locations which allows the robot(s) to visit every part of the target
area while optimizing some criteria, usually minimizing travel cost while
avoiding obstacles. This problem has many real-world applications, such
as automatic floor cleaning [31, 93], coating in supermarkets [35] and train
stations [98], painting [11], grass-mowing [10], harvesting [73], field demining
[1, 69], and surveillance by unmanned aerial vehicles (UAVs) [43, 96]. Some
of these tasks are possible only by non-human devices, such as automated
mine-sweeping which reduces human losses.

Previous studies of the coverage problem have focused mainly on achiev-
ing a covering path with minimal coverage time under various conditions and
assumptions. All these studies dealt with non-adversarial settings, where
nothing in the environment is hindering the robot’s task. However, often
robots and autonomous agents need to perform coverage missions in haz-
ardous situations, such as operations in nuclear power plants, planetary ex-
ploration, demining, and surveillance of enemy forces in the battlefield.

Hence, our work addresses the problem of adversarial coverage, the task
of visiting every point in a given terrain without being stopped or damaged
by an adversary. Each point in the area that is not occupied by an obstacle
is associated with a probability of the robot being stopped at that point.
The objective of the robot is to cover the entire target area (including the
threat points) as quickly as possible while maximizing its own safety. This
is a proper generalization of non-adversarial coverage, which is the same as
adversarial coverage in environments with no adversarial presence, or when

1



1. Introduction

the objective takes into account only the coverage time and ignores the risk
factor.

The adversarial coverage problem has an intrinsic complexity that is not
present in the general coverage problem, since it presents a delicate tradeoff
between minimizing the accumulated risk and minimizing the total coverage
time. Trying to minimize the risk involved in the coverage path means taking
some redundant steps, which in turn can make the coverage path longer, and
thus increase the risk involved, as well as increase the coverage time.

In addition, there are two possible objectives for the covering robot with
respect to its survivability: (1) to maximize the probability of completing
the coverage task without being stopped, and (2) to maximize the coverage
percentage of the target area before the robot is stopped. These two objec-
tives imply two different approaches to the adversarial coverage problem and
require different methods to tackle them. We formally define these objective
functions, and use both of them to evaluate the methods we suggest across
our work.

In the first part of the work we examine various variants of the adversar-
ial coverage problem. First, we handle the offline version of this problem,
in which the map of threats is given to the robot in advance, therefore its
coverage path can be determined prior to the execution of the coverage algo-
rithm. We show that finding the optimal coverage path, given the required
levels of survivability and coverage time, is an NP-Hard problem. Thus, we
propose two heuristic algorithms for solving the problem in polynomial time:
(1) Spanning-Tree Adversarial Coverage (STAC), which is based on decom-
position of the target area into connected areas, sorted by their risk level,
and then uses a Spanning-Tree based coverage algorithm to cover each one of
these areas separately, and (2) Greedy Adversarial Coverage (GAC), which
generates a coverage path that in each step leads the robot from its current
location to the nearest safest location which has not been yet covered. We an-
alyze these algorithms theoretically and provide optimality bounds on their
generated solutions. We also provide empirical evaluation of the algorithms
both in simulations and on real robotic platforms.

In order to find out how far are the solutions of the heuristic algorithms
from the optimal one, we also model the problem as a Markov Decision
Process (MDP) [80], and use classical Value Iteration techniques to find the
optimal solutions to the problem in small-sized environments.

Second, we handle the online version of the problem, in which the robot
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has no map or a-priori information about the environment, and thus has
to use real-time sensor measurements in order to detect the threats. We
describe an online sensor-based algorithm for covering a target area, using
the safest possible coverage path. Our approach is based on the detection of
frontiers, regions on the border between covered space and unexplored space.
By moving to new frontiers, the robot can extend its map into new territory
until the entire environment has been explored. We describe a method for
choosing the next frontier to navigate to, that takes into account the risk of
moving to that frontier, its distance from the robot’s current location and
the safety of the region that can be reached from that frontier. We show that
increasing the range of the robot’s sensor leads to a better expected coverage
of the environment.

Third, we handle multi-robot adversarial coverage. Using multiple robots
for the coverage decreases the time needed to complete the coverage due to
workload division, and also improves robustness, as failure of some members
of the robotic team can be compensated by others. We describe an efficient
distributed algorithm for the coverage, that tries to maximize the survivabil-
ity of the team while optimizing the coverage time. The algorithm is based
on decomposition of the target area into connected areas sorted by their risk
level, and then splitting the work of covering these areas between the robots
in the team. In cases where more than one robot is assigned to the same
area (e.g., when the number of robots is greater than than the number of
areas), we utilize graph partitioning techniques to split this area between the
assigned robots.

In the second part of the work we examine the problem of adversarial
coverage from the perspective of the adversary. In the eyes of the adversary,
the threats can be treated as guards that protect its territory from being
explored by an unwanted intruder. Thus, we define the coverage defending
problem, the task of finding the best locations for placing a group of guards
in a given area as to maximize the probability of capturing a robot trying to
cover that area. This problem has its own real-world applications, such as
the strategic placement of surveillance cameras in a building as to protect it
from being explored by an unfriendly force, and deployment of anti-drones
weapons to protect a territory from being surveyed by hostile UAVs.

We inspect the impact of the defender’s knowledge of the robot’s cov-
erage strategy on its choice for the guards’ locations, and provide solutions
for defenders having no knowledge, partial knowledge and full knowledge of
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the robot’s coverage strategy. We show that for a full-knowledge defender
there is a simple algorithm that provides the optimal strategy for placing the
guards, whereas finding an optimal strategy for a zero-knowledge defender
is NP-Hard. Nevertheless, we propose an algorithm for a zero-knowledge
defender that outperforms the baseline random strategy, and can provide
the optimal solution in certain types of environments. We also discuss some
cases in which the defender has partial knowledge of the robot’s coverage
path, e.g., when it knows where the path begins.

Finally, in the last part of the work we introduce a new general method
for solving MDPs named Frontier-Based RTDP (FB-RTDP). This method
is based on RTDP (Real-Time Dynamic Programming) [14], which is a well-
known heuristic search algorithm for solving MDPs. Our method speeds up
the convergence of RTDP in problems with loops, while retaining its focus
and good anytime behavior. The idea behind the algorithm is to first identify
the frontier states, i.e., states that separate the covered regions in the search
space from those uncovered, and then in each step of the search instead of
moving from the current state to one of its successors, follow a path with
minimum expected cost from the current state to one of the frontiers. This
policy ensures that the search does not get trapped in loops while moving
towards a goal state. We demonstrate the effectiveness of FB-RTDP on the
racetrack benchmark problem known from the MDP literature, and in solv-
ing the robotic adversarial coverage problem. We show that FB-RTDP leads
to a significant improvement over state-of-the-art RTDP methods, empiri-
cally yielding a six-fold reduction in the amount of time required to achieve
comparable policy performance. It also enables to solve stochastic short-
est planning problems in domains, such as the robotic adversarial coverage,
where other methods fail to converge.

1.1 Motivating Application

While there are many potential applications for the adversarial coverage
problem, in this section we focus on a specific real-world domain which at-
tracted a lot of attention from the robotics community in recent years.

The Fukushima nuclear disaster was an energy accident at the Fukushima
Nuclear Power Plant near Tokyo, Japan, initiated primarily by the tsunami
following the earthquake on 11 March 2011. The radiation at the Fukushima
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Figure 1.1: The Little Sunfish robot for underwater investigation at the
Fukushima’s damaged reactor moves in the water at a Toshiba Corp test
facility near Tokyo. Image: AP News. [99]

plant is still so powerful today that it has proven impossible to get into
the reactors to find and remove the extremely dangerous melted fuel rods. A
wide variety of specially designed robots have been employed for this mission,
but most of them promptly became non-functional due to the intensity of
the radioactivity or other types of failures [16]. For example, the robot
sent by TEPCO (Tokyo Electric Power Company) in 2015 to explore one of
the damaged reactors, got stuck after covering three-quarters of its originally
planned route, due to a fallen object which prevented it from going through a
narrow passage [2]. Efforts to clean up the power plant continue even today.
Recently, a robot swimming in the depths of one of Fukushima’s nuclear
reactors may have spotted lumps of molten nuclear fuel inside (Figure 1.1).

Following the Fukushima disaster, DARPA (US Defense Advanced Re-
search Projects Agency) has initiated the DARPA Robotics Challenge (DRC):
a series of competitions to accelerate the development of humanoid robots
that could perform human tasks in disaster sites, such as walking over rubble,
climbing ladders, negotiating obstacles and even using tools to make repairs
(like releasing the valves at reactor 1) [44].

The problem of surveying a dangerous area such as the Fukushima’s dam-
aged nuclear plant in order to search for objects of interest can be treated as
an adversarial coverage problem. First, the site operator defines the goal for
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the covering robot by setting the desired tradeoff between the coverage time
and the level of acceptable risk. The time factor is crucial for the safety of the
robot in this specific domain, since being exposed to high levels of tempera-
ture or radiation for a long time could damage the robot and prevent if from
fulfilling its task. Then, the goal is fed into the adversarial coverage planning
algorithm, which computes the desirable coverage path for the robot. Lastly,
the coverage path generated by the algorithm is either deployed on the robot
for autonomous exploration, or used by the site operator to manually drive
the robot using teleoperation.

1.2 Thesis Overview

This dissertation comprises 11 chapters, organized into three main parts (see
Figure 1.2). This chapter constitutes the introduction to the thesis. Chapter
2 presents background and related work. Chapter 3 formally defines the ad-
versarial coverage problem and discusses its complexity. Chapter 4 discusses
the offline version of the problem and presents two heuristic algorithms for
solving it. Chapter 5 describes how to model the problem as a Markov De-
cision Process and presents an algorithm for finding the optimal solution to
the problem on small instances. Chapter 6 deals with the online version of
the problem. Chapter 7 shows how a multi-robot team can be utilized to
achieve more robust and effective solutions to the problem. Chapter 8 de-
scribes a model for an adversary trying to defend its territory from being
covered by a robot, and analyzes the influence of the adversarial knowledge
on the strategy for placing the threats. Chapter 9 describes a new method
for solving MDP problems, and proves its effectiveness in solving the adver-
sarial coverage problem and other benchmark problems from the literature.
Chapter 10 presents the results of executing the algorithms we developed on
simulated and real robotic platforms. Chapter 11 concludes with a summary
and overview of future work.

1.3 Publications

Results that appear in this dissertation have been published in the following
journals, referred conferences, books and workshops:

1. Roi Yehoshua and Noa Agmon. Capturing an area-covering robot.
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Chapter 1: Introduction

Chapter 2: Related Work

Part 1: Adversarial Coverage Problem

Chapter 3: Adversarial Coverage Problem Formulation

Chapter 4: Offline Adversarial Coverage

Chapter 5: MDP Modeling

Chapter 6: Online Adversarial Coverage

Chapter 7: Multi-Robot Adversarial Coverage

Part 2: Coverage Defending Problem

Chapter 8: Adversarial Modeling

Part 3: FB-RTDP

Chapter 9: Frontier-Based Real-Time Dynamic Programming

Chapter 10: Experiments on Robotic Platforms

Chapter 11: Summary and Future Work

Figure 1.2: Thesis structure.

7



1.3. Publications

Autonomous Agents and Multi-Agent Systems, 2018. [106]

2. Roi Yehoshua and Noa Agmon. Multi-robot adversarial coverage. In
Proceedings of the European Conference on Artificial Intelligence (ECAI-
16), 2016. [104]

3. Roi Yehoshua and Noa Agmon. Robotic adversarial coverage: from
theory to practice. In IJCAI Workshop on Autonomous Mobile Service
Robots, 2016. [105]

4. Roi Yehoshua, Noa Agmon, and Gal A. Kaminka. Robotic adversarial
coverage of known environments. International Journal of Robotics
Research, 2016. [112]

5. Roi Yehoshua and Noa Agmon. Online robotic adversarial coverage. In
Proceedings of the IEEE/RSJ International Conference on Intelligent
Robots and Systems (IROS-15), 2015. [103]

6. Roi Yehoshua, Noa Agmon, and Gal A. Kaminka. Frontier-based
RTDP: a new approach to solving the robotic adversarial coverage
problem. In Proceedings of the International Joint Conference on Au-
tonomous Agents and Multi-Agent Systems (AAMAS-15), 2015. [111]

7. Roi Yehoshua and Noa Agmon. Adversarial modeling in the robotic
coverage problem. In Proceedings of the International Joint Conference
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on Intelligent Robots and Systems (IROS-14), 2014. [109]
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Chapter 2

Related Work

2.1 Robotic Coverage Problem

The problem of single and multi-robot coverage has been extensively dis-
cussed in the literature and many approaches to coverage path planning have
been developed. The coverage problem is analogous to the traveling salesman
problem (TSP), which is NP-complete even on simple graphs, such as grid
graphs [76]. However, it is possible to find solutions to the coverage problem
that are close to optimal in polynomial or even linear time through heuristics
and abstractions (e.g., [10, 39, 45, 96]).

Galceran and Carreras [40] provide an exhaustive survey of coverage path
planning (CPP) methods, which are classified according to various criteria.
First, most coverage algorithms decompose the target space in subregions
(called cells) to achieve coverage; thus, coverage algorithms can be classified
according to the type of decomposition used. The classification first proposed
by Choset [26] distinguishes between approximate cellular decomposition,
where the free space is approximately covered by a grid of equally-shaped
cells, and exact decomposition, where the free space is decomposed to a set
of regions, whose union fills the entire area exactly. Independently, coverage
algorithms can be classified as either offline or online. Offline algorithms rely
only on stationary information, and the map of the environment is assumed
to be known in advance. Conversely, online algorithms do not assume full
prior knowledge of the environment to be covered and utilize real-time sensor
measurements to sweep the target space. Following their terminology, in our
work we handle both offline and online coverage, and we use approximate
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cell decomposition of the area.

Grid-based coverage methods, such as the ones we utilize in our work, use
a representation of the environment decomposed into a collection of uniform
grid cells (e.g., [39, 64]). Grid-based representations are the most widely
used for coverage algorithms. This has two main reasons. First, it is easy to
create a grid map, as it can be represented as an array where each element
contains occupancy information associated with a cell (typically a binary
value stating whether an obstacle is present in the grid cell or not). Second,
grids can be easily transformed into graphs, thus making it possible to apply
various algorithms and analytical tools from graph theory to the coverage
problem. On the other hand, grid representations only approximate the
shape of the target area and its obstacles, thus most grid-based methods are
“resolution-complete”, i.e., their completeness depends on the resolution of
the grid map. Also, they require accurate localization to maintain the map’s
coherency [24].

Gabriely and Rimon [37] introduced a grid-based coverage method using
spanning trees. The Spanning Tree Coverage (STC) algorithm provides an
optimal coverage path, i.e., a path that visits each cell exactly once, on a
uniform grid-based terrain. The algorithm subdivides the area into disjoint
cells and then follows a spanning tree of the graph induced by the cells, while
covering every point precisely once. A drawback of the algorithm is that it
treats cells which are partially occupied by obstacles as completely blocked.
In a follow up paper [39], the authors have refined this algorithm to the
Spiral Spanning Tree Coverage (Spiral-STC), which partially removes this
limitation and provides close-to-optimal coverage paths in a uniform grid-
based terrain. This algorithm also works in the online case, in which the
robot does not have a map of the environment prior to the coverage. One of
our approaches for adversarial coverage, namely Spanning-Tree Adversarial
Coverage (STAC), is based on (Spiral-STC).

Elmaliach et al. [34] extended STC such that a non-uniform cost is at-
tached to a movement between two adjacent cells in the grid, and provided
an algorithm that finds the cyclic path covering the terrain with minimum
total cost. In our work, in addition to a cost attached to each movement
in the grid, there is a probability of success associated with each transition
between two adjacent cells in the grid.

Zelinsky et al. [114] presented the wavefront algorithm, which is another
grid-based coverage method. The method requires a start cell and a goal
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cell. A distance transform that propagates a wave front from goal to start
is used to assign a specific number to each grid element. Once the distance
transform is calculated, a coverage path can be found by starting on the start
cell and selecting the neighboring cell with the highest label that is unvis-
ited. The algorithm is simple and easy to implement. However, it does not
provide any guarantees on the coverage time. It also requires a definition of a
goal cell, which is not needed by the previously mentioned coverage methods.

Coverage methods which are based on exact cellular decomposition break
the free space (i.e., the space free of obstacles) down into simple, non-
overlapping regions. These regions (or cells) are easy to cover and can be
swept by the robot using simple zigzag, ”mowing the lawn” motions. An
adjacency graph can be used to represent the cellular decomposition, where
a node represents a region and an edge represents an adjacency relationship
between two regions. This graph is then used to compute an exhaustive
walk that visits each cell exactly once. Note that the exhaustive walk ob-
tained is a sequence of nodes, and not an actual coverage path. Therefore,
an explicit path for covering each cell must be derived. Two popular exact
cellular approaches found in the literature are the trapezoidal decomposition
[28, 72], in which each cell is a trapezoid, and the Boustrophedon decom-
position [25, 27, 96], which is similar to the trapezoidal decomposition but
considers only vertices where a vertical segment can be extended both above
and below the vertex, thus effectively reducing the number of cells in the
decomposition. These two methods can handle only planar and polygonal
spaces.

Other approaches to coverage include landmark-based topological cover-
age [95], neural network-based coverage [101] and graph-based coverage [97].

2.1.1 Online coverage

Spiral-STC [38] is an online coverage algorithm of grid environments by a mo-
bile robot which is worst-case optimal: it generates a coverage path whose
length is at most 2lopt, where lopt is the length of the optimal offline covering
path. Shivashankar et al. [88] introduced a generalization of the wavefront
algorithm to unknown environments. They describe four strategies for gen-
erating cost-effective coverage plans in real time for unknown environments.
Their best strategy returned plans with less than 6% redundant coverage in
real environments. Acar and Choset [1] gave a method to detect the criti-
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cal points of a Morse-based boustrophedon decomposition online using range
sensor information. Wong et al. [95] presented an online topological coverage
algorithm for mobile robots based on the detection of natural landmarks.

A related problem to online coverage is the problem of exploration (e.g.,
[8, 53, 100]). In the exploration problem an autonomous robot has to com-
pletely scan an unknown environment with its sensors. In contrast to explo-
ration, area coverage requires physical sweep of a tool (or the robot itself)
over every point of a given work-area, and not only its scanning by the
robot’s sensors. The most common approach to exploration is based on fron-
tiers (e.g., [53, 100]), which are segments that separate known (explored)
regions from unknown regions. The frontier-based approach incrementally
constructs a global occupancy map of the environment. The map is analyzed
to locate the frontiers between the free and unknown space, and exploration
proceeds in the direction of the closest frontier. Our approach for online ad-
versarial coverage is also based on the concept of frontiers, but as segments
that separate covered regions (i.e., regions that have been physically visited
by the robot) from uncovered regions.

2.1.2 Multi-robot coverage

Many approaches for multi-robot coverage can be found in the literature.
Most approaches extend single-robot ideas to multiple robots by using a
strategy to divide the workload. Hazon and Kaminka [48] generalized the
STC method to multi-robot teams in the family of Multi Robot Spanning
Tree Coverage (MSTC) algorithms. Their solution, along with decreasing
the total coverage time, achieved robustness in the sense that as long as one
robot works properly, the coverage of the terrain is guaranteed. They have
also shown that in multi robot teams redundancy might be necessary for
more efficiency. We also accept redundant coverage, but for safety. Zheng et
al. [115] extended MSTC to terrains with non-uniform costs. They have also
provided an upper bound on the performance of a multi-robot coverage algo-
rithm on known terrain, guaranteeing a performance of at most eight times
the optimal cost. Agmon et al. [4] proposed a spanning tree construction
algorithm, which can be used as a base for MSTC.

Rekleitis et al. [82] presented a collection of algorithms for the coverage
planning problem using a team of mobile robots on an unknown environment,
based on an exact cellular decomposition. To achieve coverage in line-of-
sight-only communications, the robots take two roles: some members, called
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explorers, cover the boundaries of the current target cell, while the other
members, called coverers, perform simple back-and-forth motions to cover
the remainder of the cell. For task/cell allocation among the robots, a greedy
auction mechanism is used.

Other approaches to multi-robot coverage found in the literature include
methods inspired by biological behaviors found in nature. For example, Luo
and Yang [63] presented a biologically inspired neural network approach for
coverage tasks to multi-robot scenarios where the robots see each other as
moving obstacles. Others suggested coverage methods inspired by ant be-
havior, using evaporating traces to achieve an emergent coverage behavior
(e.g., [94]).

Another considerable body of research has addressed multi-robot coverage
path planning for fleets of aerial robots, taking into account the particulars
of this domain (e.g., [6, 66]).

2.2 Adversarial Robotics

Research in adversarial robotics focuses on the considerations and challenges
that arise when canonical robotic problems, such as patrolling, coverage and
formation, are handled in the presence of opponents that intend to harm
the robots involved (see [3] for a recent survey). Most previous works that
addressed the presence or involvement of adversaries in robotic problems
assumed a non-strategic adversary, thus did not explicitly model the adver-
sarial knowledge or behavior. Examples for such works include covert path
planning [7], in which robots must navigate through the environment while
minimizing detection by opponents, and the problem of navigation in areas
containing possible static threats (e.g., [21, 61, 113]).

Modeling an adversary is robotics problems is particularly challenging,
since standard tools from game theory cannot be easily applied, due to the dy-
namic and continuous nature of robotic behavior and environments, as well as
the uncertainty of robot and adversary perceptions and actions. Thus, most
previous work has focused on the development of tailor-made approaches to
account for adversarial presence in robotic environments [5, 54, 87, 89, 91].

In the patrol problem [78], a team of robots is required to visit a target
area repeatedly in order to monitor changes in state. The patrol problem
resembles the coverage problem in the sense that both require the robot
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or group of robots to visit all points in the given terrain. However, while
coverage seeks to minimize the number of visits to each point (ideally, visiting
it only once), patrolling often seeks to maximize it (while still visiting all
points). In the absence of adversary, the goal of the robots in the patrol
problem is to optimize a particular frequency criterion, such as maximization
of the minimal frequency of visits to a point in the environment (e.g., [34]).
When an adversary is present, the aim of the robots patrolling the same
area is to maximize the detection of that adversary. Since the adversary can
watch the robots and adapt to their actions, the robots must adapt a random
behavior that takes the adversarial behavior into account. For example, when
the adversary has full knowledge of the patrolling strategy, its best strategy
is to penetrate at the patrol’s weakest spot. In this case, the robots’ strategy
should maximize the minimal probability of penetration detection. Agmon
et al. [5] have shown that such a strategy can be found in polynomial time
in linear environments, i.e., along an open fence or a closed perimeter.

Shapira and Agmon [87] have introduced the problem of multi-robot for-
mations in adversarial environments (adversarial formation, in short). In this
problem a team of robots travels in a connected formation through an ad-
versarial environment that includes threats that may harm the robots. The
goal of the robots is therefore to optimize the survivability of the team, i.e.,
their chances of reaching their destination safely, while remaining connected
in the formation. It is thus necessary to determine both the path that the
robots should travel and the shape that they must maintain to achieve their
goals. The authors have shown that the problem can be solved optimally
and efficiently in obstacle-free environments with time-invariant threats, and
without concealment (i.e., when a robot cannot conceal its teammates from
the threat). In multi-robot adversarial coverage, our goal is also to optimize
the survivability of the robotic team; however, we allow the robots to move
independently from each other in order to achieve faster coverage time.

The problem of adversarial path planning was recently introduced by Kei-
dar and Agmon [54]. In this problem a robot should navigate to a destination
point (safehouse) while avoiding being captured by a mobile adversary. The
problem is modeled as a simultaneous game, where each player does not have
full information of the opponent (its location and/or strategy). The authors
used a graph representation of the environment, and showed how to evaluate
the safety of traveling from every node in the graph to every other node,
based on the possible game configurations. Using this evaluation, the robot
can choose its path in a random way that maximizes its expected probability
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of safe arrival. We also use graph representation of the environment and
evaluate the safety of reaching every node in the graph, but we also take into
account the time needed to reach every node. In addition, in our case there
are no specific target nodes that the robot has to reach (it has to visit every
node in the graph).

2.3 Computational Problems in the Security

Domain

The problem of defending a given area from being covered by an adversar-
ial force is related to several other computational problems in the security
domain.

The art gallery problem is a well-studied visibility problem in compu-
tational geometry. In this problem the minimum number of guards, who
together can observe the whole gallery, needs to be determined [36]. This
problem is known to be NP-Hard [60]. Conversely, in the coverage defend-
ing problem, the number of guards is fixed, and the union of their sensing
ranges does not necessarily cover the entire area. In addition, each guard has
some probability 0 < p ≤ 1 of capturing the intruder, while in the art gallery
problem it is assumed that each guard has a probability one of detecting an
intruder within its sensing range.

Pursuit-evasion (or “cops and robbers”) is a family of problems in which
one or more pursuers try to capture one or more evaders who, in turn, try to
avoid capture [20, 30]. Typically, the objective in this problem is to decide
how many pursuers are needed, and how they should move on a given graph,
in order to capture all the evaders with either a minimum sum of their travel
distances or minimum task-completion time. Conversely, in the coverage
defending problem, the evader (the covering robot) needs to visit all vertices
in the graph, while the pursuers (the guards) are not moving.

Stackelberg security games model the strategic interaction between a de-
fender and an attacker [57, 92]. The defender (i.e., the security forces) acts
first by committing to a patrolling or inspection strategy, and the attacker
chooses where to attack after surveying and learning the defender’s strategy.
Stackelberg games have been widely used to study security problems ranging
from patrolling [42] and missile defense systems [23] to computer network
security [65]. For example, Pita et al. [77] showed how to randomize check-
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points on the roadways entering an airport and canine patrol routes within
the airport terminal to combat various potential adversaries, using Bayesian
Stackelberg games. The ARMOR system they developed has been success-
fully deployed at the Los Angeles International Airport (LAX) since August
2007.

In Stackelberg game an action, or pure strategy, for the defender repre-
sents deploying a set of resources on patrols or checkpoints. The pure strategy
for an attacker represents an attack at a target. The strategy for the attacker
is a mixed strategy, a probability distribution over the pure strategies of the
defender. Additionally, with each target are also associated a set of payoff
values that define the utilities for both the defender and the attacker in case
of a successful or a failed attack. In the coverage defending problem, there
are also strategic locations that need to be protected by the defender, but
the attacker (the covering robot) needs to cover the entire target area, rather
than choose a specific target to attack.

A recent problem addressing patrolling security game where a defender
is supported by a spatially uncertain alarm system was presented in [15]. In
their work, a single defender that moves simultaneously with the attacker
uses the detection signals from the alarm system to make a decision on its
next move. Conversely, in our case, the stationary defenders (guards) are
used for both detecting and capturing the attacker.

Other optimization problems related to adversarial coverage include the
Canadian Traveler Problem (CTP) [70], in which the objective is to find the
expected shortest path between two nodes in a partially-observable graph,
where some edges may be non-traversable. In contrast, in our case the graph
is fully-observable and the agent must visit every node in the graph (some of
them may stop the robot).

2.4 Markov Decision Processes

Markov decision processes (MDPs) provide a convenient framework for mod-
eling fully-observable stochastic planning problems. In an MDP, the agent
computes a policy—a mapping from states to actions—in order to maximize
its expected reward. Many problems of practical importance have been for-
mulated as Markov decision processes, and extensive treatment of the theory
and application of this framework can be found in the literature, e.g., [18, 80].
MDPs have been extensively to solve problems in robotics, from training a
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robot to play soccer [83], to learning the parameters of a flight controller
[12] and path planning problems ([13], [55]). However, to the best of our
knowledge, this is the first work in which MDPs are being used to solve a
problem in the robotic coverage field.

Perhaps the simplest algorithm for solving MDPs is Value Iteration (VI),
which computes an optimal policy on the full state space. However, in many
real-world problems, such as the adversarial coverage problem, only a small
fraction of the state space is relevant to the problem of reaching a goal state
from a fixed start state. Thus, VI tends to take too long to run in these.

There are various heuristic algorithms for solving MDPs, that given a
start state, can find an optimal solution without evaluating the entire state
space. These include offline and realtime (online) methods. Offline methods
specify, prior to the execution, the best action to execute for all possible
situations. For example, LAO* [46] is an offline search method that repre-
sents the MDP as an AND/OR graph and uses forward search from the start
state to identify the best partial solution graph. On the other hand, realtime
methods (e.g., [14], [90]) allow search to be interleaved with execution. They
often use a depth-first tree-based search up to some horizon.

LAO* and Improved LAO* [46] are policy iteration approaches to solving
MDPs while limiting themselves to relevant states for the current greedy pol-
icy. They represent the MDP as an AND/OR graph and use forward search
from the start state to identify the best partial solution graph. A state selec-
tion heuristic is used to choose which nonterminal tip state of the best partial
solution graph to expand next. Whereas LAO* is able to find solutions with
loops (in contrast to AO*), here we handle problems with loops.

Real-Time Dynamic Programming (RTDP) [14] solves an MDP by or-
ganizing computation as a sequence of trials. Each RTDP trial begins at
the initial state of the MDP and explores forward, choosing actions greedily
and choosing outcomes stochastically according to their probability. A trial
ends when the goal state is reached, or after a specified number of steps.
The evaluation function is only updated for states that are reached from the
start state when actions are selected greedily based on the current evaluation
function. Thus, RTDP may ignore large regions of the state space.

RTDP has several benefits: (1) It is focused, namely, it does not have to
evaluate the entire state space in order to deliver an optimal policy, and (2)
it has a good anytime behavior; i.e., it produces good policies fast and these
policies improve smoothly with time. RTDP has inspired the development
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2.4. Markov Decision Processes

of several extensions and variants over the years, such as Labeled RTDP
[19], Bounded RTDP [67], and VPI-RTDP [86]. Many of these algorithms
use heuristics (lower bounds on the optimal value function) and/or sampled
greedy trajectory to focus computation. Variants of RTDP have been shown
to outperform offline heuristic search methods for solving MDPs on several
benchmark problems [19].

However, as we show in our work, RTDP and its variants suffer from slow
convergence in problems with loops, i.e., problems in which the agent can
return to previously visited states. In these problems, RTDP tends to waste
considerable amount of time during each trial on repeatedly visiting states
contained within the loops. This leads us to the development of a novel
algorithm called FB-RTDP (Frontier-Based RTDP), that directs exploration
towards unvisited regions of the search space. The algorithm is based on
the concept of frontier states, i.e., states that lie on the boundary between
visited and unvisited states in the search space. In each step of the search,
FB-RTDP finds a path with minimum expected cost from the current state
to a new frontier state, while updating the values of the states encountered
along the path. The use of frontiers speeds up the convergence of RTDP
dramatically, while retaining its focus and good anytime behavior.
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Chapter 3

Adversarial Coverage Problem
Formulation

In this chapter we formally define the adversarial coverage problem, and
present the model of the environment and the robot. We also suggest two
optimization criteria for the coverage and demonstrate them using a simple
toy example. We then present three basic questions concerning the adversar-
ial coverage problem, and prove that finding an answer to each one of them
is NP-hard.

3.1 Problem Definition

The adversarial coverage problem can be defined as follows. We are given
a map of a target area T , which contains obstacles and also threats, which
may stop the robot. We decompose T into a regular square grid with n
robot-sized cells. Let us denote this grid by G. G contains two types of cells:
free cells and cells that are occupied by obstacles. Some of the free cells
contain threats. In contrast to obstacles which the robot cannot go through,
threat locations are places that the robot must visit, but might be stopped at.
Each free cell i is associated with a threat probability pi, which measures the
likelihood that a threat in that cell will stop the robot. We define safe cells
as cells where the threat probability is pi = 0, while dangerous cells are those
where pi > 0. The robot can move continuously, in the four basic directions
(North, South, East, West), and can locate itself within the work-area to
within a specific cell.

20



3.1. Problem Definition

Figure 3.1: An example map of the world. Darker shades represent more
dangerous areas.

Figure 3.1 shows an example world map of size 20 × 20. Obstacles are
represented by black cells, safe cells are colored white, and dangerous cells
are represented by 5 different shades of the same color (appearing as magenta
in the online version of the thesis and gray in its printed version). Darker
color shades represent higher values of pi (more dangerous areas).

The survivability of the robot can be measured in two different ways,
which imply two different objective functions:

1. The total accumulated risk along the coverage path (i.e. maximize the
probability of covering all the cells).

2. The coverage percentage of the target area before the robot is first
stopped (i.e. maximize the expected number of covered cells).

Let us now formally define these objective functions. First, we denote
the coverage path followed by the robot by A = (a1, a2, ..., am). Note that
m ≥ n, i.e., the number of cells in the coverage path might be greater than
the number of cells in the target area, since the robot is allowed to repeat its
steps. We define the event SA as the event that the robot is not stopped when
it follows the path A. The probability that the robot is able to complete this
path is:
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3.1. Problem Definition

P (SA) =
∏

i∈(a1,...,am)

(1− pi) (3.1)

Thus, the first objective is to find a coverage path A that maximizes the
probability P (SA). Note that, in this objective, the order of visits of the cells
is not important, as long as the number of visits of threat points along the
coverage path is minimized (ideally, visiting each threat point only once).

For the second objective, we denote the sequence of newly discovered cells
along the coverage path A by (b1, ..., bn). Note that bi 6= bj for each i 6= j,
and the number of cells in this sequence is exactly the number of cells in the
grid (n). For each cell in the sequence bi, we will denote the sub-path in A
that leads from the origin cell a1 to it by gi. Let the number of the new cells
discovered by the robot until it is stopped be CA. Then, under the threat
probability function p, the expected number of new cells that the robot visits
until it is stopped can be expressed as:

E(CA) =
∑

i∈(b1,...,bn)

∏
j∈gi

(1− pj) (3.2)

i.e., E(CA) is the sum of the probabilities to reach all the newly discovered
cells along the coverage path.

Thus, the second objective is to find a coverage path A that maximizes
the expected coverage E(CA). Note that in this objective, the visit order
of the cells is crucial, since the robot is trying to cover as much as possible
before getting hit by a threat (ideally, covering all the safe cells before visiting
a single threat point).

To illustrate these definitions, let us consider the following simple grid,
which is composed of 4 cells: a11, a12, a21 and a22, with the probabilities for
danger pij specified in each cell.

0 0.1
0.2 0.5

Assume that the initial location of the robot is in cell a11 (top left corner).
Since there are no obstacles in this grid, there are coverage paths that visit
each cell exactly once. These paths have both minimum length and maximum
probability of completing. In our example there are two such coverage paths:
A1 = (a11, a12, a22, a21) and A2 = (a11, a21, a22, a12). Their probability of
completing is the same and equals

22



3.1. Problem Definition

P (SA1) = P (SA2) = 1 · 0.9 · 0.8 · 0.5 = 0.36

However, these paths don’t have the maximum possible expected cover-
age. The expected number of covered cells in A1 is:

E(CA1) = 1 + 1 · 0.9 + 1 · 0.9 · 0.5 + 1 · 0.9 · 0.5 · 0.8
= 1 + 0.9 + 0.45 + 0.36 = 2.71

A similar computation shows that the expected number of covered cells
in A2 is: E(CA1) = 2.56.

However, the path with maximum expected coverage is:
A3 = (a11, a12, a11, a21, a22). To compute its expected coverage, we first note
that the sequence of new cells discovered along this path is (a11, a12, a21, a22).
Thus, the expected coverage of A3 is:

E(CA3) = 1 + 1 · 0.9 + 1 · 0.9 · 1 · 0.8 + 1 · 0.9 · 1 · 0.8 · 0.5
= 1 + 0.9 + 0.72 + 0.36 = 2.98

Therefore, by making one additional step, the robot is able to raise its
expected number of covered cells from 2.71 to 2.98.

In the following sections, we will use the notation S(A) to denote the sur-
vivability of the robot following coverage path A. S(A) may refer to either
P (SA) or E(CA), depending on the context.

The robot’s task is to plan a path through T such that every accessible
free cell in T (including the dangerous cells) is visited by the robot at least
once. In particular, given T , three questions may be asked:

1. What is the minimum coverage time for T , and at what survivability?

2. What is the maximum survivability for T , and at what coverage time?

3. Given required levels of survivability and coverage time, what is the
optimal coverage path?

To help us answer these questions, we will define the following weighted
cost function, which takes both survivability and coverage time factors into
consideration. For a given coverage path A, define

f(A) = −α · S(A) + β · |A| (3.3)
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3.2. Problem Complexity

where α, β ≥ 0 are given upfront, according to the required balance be-
tween the risk and the time factors. |A| is the number of the steps the robot
needs to take in order to complete the coverage path. 1 Thus, the prob-
lem is to find a coverage path A that minimizes the cost function f(A), i.e.,
f(A) ≤ f(B) for all possible coverage paths B.

When α = 0, objective (3.3) translates to finding a minimum time cover-
age path, regardless of the risk involved. Achieving this objective will provide
an answer to our first question, which is equivalent to finding a solution to
the general coverage problem. This means that the coverage problem be-
comes a special case of the adversarial coverage problem. When β = 0, the
objective translates to finding a coverage path with a minimal risk, without
limiting the path length. Achieving this objective will provide an answer to
our second question. Lastly, setting fixed levels for α and β will provide an
answer to our third question. In the last case, the ratio α/β will determine
how strongly the objective prefers safer coverage paths over shorter ones.

3.2 Problem Complexity

We now discuss the complexity of the three problems of adversarial coverage.
We analyze the complexity of each of the three problems separately.

The first problem, finding a minimum time coverage path (α = 0) is
equivalent to the problem of finding Hamiltonian walks in graphs. A Hamil-
tonian walk of a graph G is a shortest closed walk that passes through every
vertex of G at least once. The problem of finding a Hamiltonian walk of a
given graph is known to be NP-Hard [71].

We now prove that the second problem, finding a coverage path with
minimum risk (β = 0), is also NP-hard. To prove that finding the safest
coverage path is hard, we need to refer to the two different methods for
measuring the survivability of the robot (Equations (8.1) and (3.2)). We
prove this separately for each measure.

Definition 1. The Safest Coverage with Minimal Risk Problem (SCMRP):
Given a grid representation of a world that contains obstacles and threat
points, find a coverage path of the grid with minimum total accumulated risk.

1For now, we assume that the travel time between cells is uniform along the grid,
thus coverage time is measured directly by the number of steps. This assumption will be
revisited in Chapter 10.
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Figure 3.2: An example of a general grid graph.

Theorem 1. The SCMRP problem is NP-Hard.

Proof. To prove the NP-hardness of the problem, we will use a reduction
from the Hamiltonian path problem on grid graphs. A grid graph is a fi-
nite node-induced subgraph of the infinite two-dimensional integer grid (see
Figure 3.2 for an example of a general grid graph). The Hamiltonian path
problem on grid graphs, i.e., the construction of a path that visits every node
of the grid graph precisely once, has been proven to be NP-complete in [51].

Given an instance of the Hamiltonian path problem on a grid graph G,
we construct an instance of the safest coverage problem on a target area T as
follows. For each node in G we create a cell with a threat point of probability
p in T . All the other cells in T will contain obstacles. This construction can
be done in polynomial time. Clearly, there exists a Hamiltonian path in G, if
and only if the safest coverage path (with the minimum accumulated risk) in
T visits each threat point exactly once. Therefore, we can find if there exists
a Hamiltonian path in a given grid graph G, by constructing T , finding the
safest coverage path in T and then checking if it covers each threat point
exactly once. Thus, SCMRP is NP-hard.

Definition 2. The Safest Path with Maximum Expected Coverage Problem
(SPMECP): Given a grid representation of a world that contains obstacles
and threat points, find a coverage path that maximizes the expected coverage
of the grid.
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Theorem 2. The SPMECP problem is NP-Hard.

Proof. The same construction from the previous proof can be used to prove
the NP-Hardness of the SPMECP problem, since the target area T that was
constructed there contained only threat points with uniform probabilities and
obstacles (no free cells). Thus, a coverage path of T with maximum expected
coverage percentage is also a coverage path with minimum accumulated risk
and vice versa.

We now prove that the third problem, finding a coverage path that meets
required levels of survivability and coverage time, is NP-Complete.

Definition 3. The General Adversarial Coverage Problem (GACP): Given a
grid representation of a world that contains obstacles and threat points, does
there exist a coverage path whose length is ≤ L and its expected number of
covered cells is ≥ α?

Theorem 3. The GACP problem is NP-Complete.

Proof. Clearly, GACP is in NP , since one can easily guess the coverage
path of the robot and then verify its length and probability of survival in
polynomial time. To prove its NP-hardness, we use a reduction from the
Partition problem [41], in which we are given a set N of items with positive
integer weights ai, and ask ”Does there exist a subset S ⊂ N such that∑

i∈S ai = 1
2

∑n
i=1 ai?”. For the proof we use a scaled version of Partition,

in which each ai is less than 1 (and thus is not an integer).
Given an instance of the Partition problem, we construct an instance of the

adversarial coverage problem as follows. We build a ”corridor” consisting of
n vertically adjacent large cells, numbered from 1 (top) to n (bottom). Each
large cell consists of 4 adjacent small cells. We also create a gap consisting of
one small cell between two consecutive large cells, so they will not overlap.
The probability of danger is 0 for all the cells, except for the cell in the lower
right corner of each large cell, which contains a threat with probability ai
(the value of the ith item in the Partition problem).

The following figure shows a description of the grid with the probabilities
for danger specified in each cell. The dark colored cells represent obstacles.
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0 0
0 a1
0
0 0
0 a2
0
... ...
0 0
0 an

Now, let us define the weights of the edges between adjacent cells in the
grid, which represent the lengths of the paths that connect these cells. First,
we denote the small cells in each large cell by:

c11 c12
c21 c22

Next, we define the weights of the edges between the small cells as:
w11,12 = w21,22 = ai

2
and w11,21 = w12,22 = 1. We also define the weight

of the edges connecting two consecutive large cells as 1.
This completes the construction, which can be done in polynomial time.

Note that the optimal coverage path of the given grid must traverse each
one of the large cells sequentially, otherwise the robot would have to repeat
its steps in order to visit skipped cells. We now compute the length and the
expected coverage of the shortest possible path and the safest possible path
(with the maximum expected coverage) in each large cell.

The shortest coverage path of a large cell is A = (c11, c12, c22, c21). The
length of this path is:

L(A) = 2 · ai
2

+ 1 = ai + 1 (3.4)

The expected number of covered cells in A is:

E(CA) = 1 + 1 + (1− ai) + (1− ai) = 4− 2ai (3.5)

On the other hand, there are two possible safest coverage paths (with
maximum expected coverage): B1 = (c11, c12, c11, c21, c22, c21) and
B2 = (c11, c21, c11, c12, c22, c21). For both paths, the sequence of unexplored

27



3.2. Problem Complexity

cells discovered along this path is (c11, c12, c21, c22), thus the expected number
of covered cells is:

E(CB) = 1 + 1 + 1 + (1− ai) = 4− ai (3.6)

However, path B1 is shorter than B2, since

L(B1) = 4 · ai
2

+ 1 = 2ai + 1

and
L(B2) = 2 · ai

2
+ 3 = ai + 3 (ai < 1)

Thus, the optimal coverage path should prefer path B1 over B2 in covering
cell i. Thus, from now on, we will refer to path B1 as the safest path.

Hence, the safest path is longer than the shortest path by precisely ai (the
value of the ith item in the Partition problem), and its expected coverage
is higher than the expected coverage of the shortest path also by ai.

Now, we prove that there exists a coverage path of the grid of length at
most 3

2

∑n
i=1 ai+3n−2 and expected coverage of at least −3

2

∑n
i=1 ai+5n−1,

if and only if the given numbers ai can be partitioned evenly into two sets.
(⇒) Suppose the numbers ai can be partitioned evenly into two sets: S1

and S2. Thus, the sum of the numbers in S1 and S2 is 1
2

∑n
i=1 ai. Now we

build the following coverage path P . For each ai, if ai ∈ S1, then P uses the
shortest path in order to cover the ith large cell, and if ai ∈ S2, then P uses
the safest path in order to cover this cell. Hence, the length of P is:

L =
1

2

n∑
i=1

(ai + 1) +
1

2

n∑
i=1

(2ai + 1) + 2(n− 1) =
3

2

n∑
i=1

ai + 3n− 2 (3.7)

and its expected coverage is:

E =
1

2

n∑
i=1

(4− ai) +
1

2

n∑
i=1

(4− 2ai) + (n− 1) = −3

2

n∑
i=1

ai + 5n− 1 (3.8)

(⇐) Suppose there exists a coverage path P with length L ≤ 3
2

∑n
i=1 ai +

3n− 2 and expected coverage E ≥ −3
2

∑n
i=1 ai + 5n− 1. We will show that

in such case, the numbers ai can be partitioned evenly into two sets: S1 and
S2.
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Without loss of generality, we can assume that P is an optimal coverage
path, i.e., there is no other coverage path P ′ with both length L′ < L and
expected coverage E ′ < E. If P were not optimal, then we could have chosen
a coverage path P ′, which satisfies the same constraints as P and is optimal.

We first show that for each large cell i, P must either choose the shortest
path or the safest path in order to cover it. Let us denote the shortest path
by A and the safest path by B. Before reaching the dangerous cell c22, P
must either visit two safe cells (c11, c12 or c11, c21) or all the three safe cells
(c11, c12, and c21). We now discuss these two cases.

Case 1. P visits two safe cells before reaching c22. In this case, E(P ) ≤
E(A), i.e., its expected coverage is at most the same as the shortest path,
since the shortest path also visits two safe cells before reaching c22 and then
it visits the last safe cell c21. Since the shortest path visits each small cell
only once, we must also have L(P ) ≥ L(A). However, P is optimal, so it
must satisfy L(P ) = L(A) (since E(P ) ≤ E(A)); hence, P = A (there is only
one coverage path that visits each cell only once).

Case 2. P visits three safe cells before reaching c22. In this case, E(P ) ≤
E(B), i.e., its expected coverage is at most the same as the safest path, since
the safest path also visits three safe cells before reaching c22. In order to
visit three safe cells before reaching c22, P must visit cells c11 and c21 at least
twice. Thus, it either must traverse the edges (c11, c12) and (c21, c22) twice,
or traverse the edge (c11, c21) twice. The path length between c11 and c21 is
1, which is more than twice as long as the length of the edges (c11, c12) and
(c21, c22), which is ai

2
. Since P is optimal, it should prefer to traverse the

edges (c11, c12) and (c21, c22) twice. In addition to traversing these edges, it
must also traverse at least one edge of length 1 (c12, c22) or (c11, c21)). Thus,
its total length is at least L(P ) ≥ 2ai + 1 = L(B). From the optimality of
P , we must have L(P ) = L(B) and E(P ) = E(B). Thus, P = B (there is
no other coverage path with the same length and expected coverage as B).

Therefore, P must either choose the shortest path or the safest path to
cover each large cell i. We will now define the sets S1 and S2. For each large
cell i, if P chooses the shortest path in order to cover it, we will assign a1 to
S1, otherwise we will assign it to S2.

We will now show that
∑

i∈S1
ai =

∑
j∈S2

aj = 1
2

∑n
i=1 ai. First, we

denote: k =
∑

i∈S1
ai and s =

∑n
i=1 ai. Thus,

∑
i∈S2

ai = s− k. We need to
prove that k = s

2
. Assume by contradiction that k 6= s

2
. Thus, there are two

possible cases:
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Case 1. k < s
2
. In this case, the length of P is:∑

i∈S1

(ai+1)+
∑
j∈S2

(2aj+1)+2(n−1) =
∑
i∈S1

ai+
∑
i∈S1

1+2
∑
j∈S2

aj+
∑
j∈S2

1+2n−2 =

= k + 2(s− k) +
n∑
i=1

1 + 2n− 2 = 2s− k + 3n− 2 >
3s

2
+ 3n− 2 ≥ L

(3.9)

which leads to a contradiction.
Case 2. k > s

2
. In this case, the expected number of covered cells in P

is:∑
i∈S1

(4−2ai)+
∑
j∈S2

(4−aj)+(n−1) = −2
∑
i∈S1

ai+
∑
i∈S1

4−
∑
j∈S2

aj+
∑
j∈S2

4+n−1 =

= −2k − (s− k) +
n∑
i=1

4 + n− 1 = −s− k + 5n− 1 < −3s

2
+ 5n− 1 ≤ E

(3.10)

which also leads to a contradiction.
Therefore, we must have that k = s

2
, i.e.,

∑
i∈S1

ai =
∑

j∈S2
aj = 1

2

∑n
i=1 ai,

and thus the numbers ai can be evenly partitioned into two sets.
Thus, the GACP solution solves Partition. Therefore, GACP is NP-

complete.
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Chapter 4

Offline Adversarial Coverage

In this chapter we discuss the offline version of the problem, in which the
map of threats is given to the robot in advance, thus its coverage path can
be determined prior to its movement. Given the proven hardness of the
adversarial coverage problem, it is natural to look for approximate solution
algorithms. Therefore, we propose two algorithms for solving the offline ad-
versarial coverage problem heuristically in polynomial time. The Spanning
Tree Adversarial Coverage (STAC) algorithm splits the target area into con-
nected areas of safe and dangerous cells, and then covers the areas by their
level of danger from the safest ones to the most dangerous ones. The Greedy
Adversarial Coverage (GAC) algorithm follows a greedy approach, which
leads the robot from its current location to the nearest safest location which
has not been yet covered. We establish theoretical bounds on the total risk
involved in the coverage paths generated by these algorithms and on their
lengths. We also show empirically, in simulations, that while STAC tends to
achieve higher expected coverage, GAC produces coverage paths with lower
accumulated risk.

4.1 Spanning Tree Adversarial Coverage

The Spanning Tree Adversarial Coverage algorithm (STAC, shown in Algo-
rithm 1) uses a layered-based approach. It first covers all the safe cells, using
a minimum-risk path to move between disconnected cells (if there are any).
Then it covers the dangerous areas from the least dangerous ones to the most
dangerous ones, using a minimum-risk path to move between disconnected
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4.1. Spanning Tree Adversarial Coverage

cells. This way the algorithm tries to cover as many safe cells as possible be-
fore attempting to cover any dangerous cell, and thus maximize the coverage
percentage before the robot is first hit by a threat.

STAC begins by creating the graph H = (V,E) induced from the grid
cells (line 2). In this graph, each free cell in G is represented by a vertex in V
and vertices that represent adjacent cells in the grid are connected by an edge
in E. STAC runs Depth-First-Search (DFS) on this graph in order to find all
the cells that are reachable from the starting cell s (line 3). Next, it groups
the reachable cells into l + 1 (0 ≤ l < n) distinct threat levels according to
their associated threat probabilities, starting from level 0, which contains all
the safe cells, and ending with level l, which contains the most dangerous
cells (line 4).

The loop in lines 5–14 iterates over all the threat levels from 0 to l. For
each threat level, it creates a coverage path that connects all the cells that
belong to that level (lines 6–7). This is performed by invoking the function
CreateSafeCoveragePath (CSCP for short). To combine all the coverage paths
for the different threat levels into a complete coverage path, for each two
consecutive threat levels i and i + 1, the algorithm finds the safest route
between the last visited cell in level i and the first visited cell in level i+ 1.
This is performed by running Dijkstra’s shortest paths algorithm [33] on the
graph H (lines 11–12), using the following edge weights:

wij =


pj
pmin

if cell j contains a threat

1

n
otherwise

(4.1)

This weight function ensures that wij ≥ 1 for edges that target a danger-
ous cell, while wij = 1/n (where n is the grid size) for edges that target a
safe cell. This way, the cost of visiting one dangerous cell is greater than the
cost of visiting all the safe cells in the grid. Thus, only when there are two
equally safe paths connecting two nodes, we will prefer the shorter one.

The final coverage path P returned by STAC consists of the coverage
paths for all the threat levels and the route that connects them.

Before describing the function CreateSafeCoveragePath in detail, let us
introduce the following definitions:

Definition 4. A connected area is a connected subset of cells in the grid
that belong to the same threat level.
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Algorithm 1 SpanningTreeAdversarialCoverage (STAC)(G, s)

Input: a grid G and a starting cell s
Output: a coverage path P that covers all reachable cells in G from s

1: P ← ∅
2: Build the graph H induced from the cells in G
3: R← all cells in G reachable from s
4: Group the cells in R into l + 1 threat levels, T0, ..., Tl
5: for every threat level i, 0 ≤ i ≤ l do
6: Di ← {c|c ∈ Ti ∧ c 6∈ P}
7: PDi

← CreateSafeCoveragePath(G, H, Di)
8: if i > 0 then
9: fi ← last cell in PDi−1

10: si ← first cell in PDi

11: Run Dijkstra on H from fi
12: Let πi be the safest route from fi to si found by Dijkstra
13: Add πi to P

14: Add PDi
to P

15: return P

Definition 5. A safe area is a connected area composed of only safe cells.

Definition 6. A dangerous area is a connected area composed of only
dangerous cells.

Figure 4.1 illustrates these definitions by showing a grid containing two
safe areas and five dangerous areas that belong to two different threat lev-
els. The two low-threat-level areas are outlined by yellow lines and the three
high-threat-level areas are outlined by blue lines.

Function CreateSafeCoveragePath finds the safest coverage path that con-
nects all the cells that belong to a specific threat level. CSCP is composed
of five main stages.

First, CSCP finds all the connected areas of cells that belong to the given
threat level (lines 2 and 3). It finds the connected areas by first building the
graph GC induced from its input group of cells C (line 2). This graph is built
the same way as the induced graph H in STAC, but using only the cells in C
as vertices instead of the entire grid’s cells. Then it runs Depth-First-Search
on this graph (line 3).

33



4.1. Spanning Tree Adversarial Coverage

Figure 4.1: An example of a grid containing two safe areas and five dangerous
areas that belong to two different threat levels. The low-threat-level areas
are outlined by yellow lines and the high-threat-level areas are outlined by
blue lines.

In the second stage, CSCP finds a coverage path for each connected area
by running the Spiral Spanning Tree Coverage (Spiral-STC) algorithm [39]
(lines 5–9). In this algorithm, a single robot is assumed to be equipped with
a square-shaped tool of size D: Any point within the tool’s area is taken
to be visited. The robot moves by sliding the tool over the area in any
of the four basic directions (North, South, East, West). The work area is
approximately divided into a grid with cells of size D. The grid is then made
coarse, such that each new cell is of size 2D×2D. Cells which are completely
occupied by obstacles are discarded. The center-points of all the remaining
cells are connected to those of their neighbors in the four basic directions, to
form a graph. A spanning tree is then induced from the graph. The robot
follows the edges of this spanning tree, while covering each 2D-cell internally.
Spiral-STC generates spiral-like covering patterns (see Figure 4.2).

The main result is that Spiral-STC covers any planar grid in O(n) time
using a path whose length is at most (n + m)D, where n is the number of
D-size cells and m ≤ n is the number of boundary cells, defined next. In
practice, m� n, thus Spiral-STC generates close-to-optimal coverage paths
[39].
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Figure 4.2: An example of a spanning tree coverage. Black colored cells
are occupied by obstacles. The spanning tree, denoted by a thick blue line,
connects all the free coarse grid cells. The coverage path is the dotted line
following along the spanning tree.
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Definition 7. Boundary cells are cells that share either a point or a seg-
ment with a cell containing an obstacle.

We have introduced a few changes to the original Spiral-STC algorithm.
Specifically, the original algorithm always returns to the original cell from
which it started the coverage. In our case, there is no need to do that. As
soon as all the cells in a given connected area are covered, the robot can
immediately proceed to the next area. In addition, Spiral-STC assumes that
the given grid contains an even number of rows and columns, and thus it can
be decomposed into 2D-size cells. We have handled coverage of areas with
an odd number of rows and/or columns, by adding one dummy row and/or
column of obstacles to the original area, before running Spiral-STC.

In the third stage, CSCP finds the safest route between each pair of
connected areas (lines 10–13). For this purpose, it runs Dijkstra’s shortest
paths algorithm [33] on the induced graph H, using the same edge weights
as in Equation (7.3).

In the fourth stage, CSCP finds a safest route that connects all the
connected areas (lines 14–16). For that purpose, it first builds the graph
GA = (VA, EA). In this graph, each area in A is represented by a vertex in
VA, and the safest connecting path between two areas in A is represented by
an edge in EA, whose weight is equal to the total weight of the connecting
path. Then it runs an approximation algorithm for solving TSP (the Trav-
eling Salesman Problem) on this graph, in order to find the safest possible
route that visits each connected area exactly once. Since the cost function
here satisfies the triangle inequality, we can use an approximate algorithm
for TSP that returns a tour whose cost is not more than 1.5 the cost of an
optimal tour (Christofides algorithm [29]).

Finally, CSCP combines the coverage paths for each connected area and
the route that connects them to create the final coverage path P (lines 17–
20).

4.1.1 Theoretical analysis of STAC

We first prove that STAC is complete, i.e., that it generates a path that covers
every reachable free cell in the grid. This means that a robot following this
path is guaranteed to cover the entire grid with some non-zero probability.
We start with the following lemma, which proves the completeness of CSCP.
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Function CreateSafeCoveragePath (CSCP)(G,H,C)

Input: a grid G, its induced graph H and a group of reachable cells C
Output: a path P that covers all the cells in C

1: P ← ∅
2: Build the graph GC induced from the grid cells C
3: Find the connected components (areas) of GC using DFS
4: Let A1, ..., Ak be the connected areas of GC

5: for every area Ai, 1 ≤ i ≤ k do
6: Run Spiral-STC on Ai
7: Let πi be the coverage path generated by Spiral-STC
8: si ← first node in πi
9: fi ← last node in πi

10: for every node fi, 1 ≤ i ≤ k do
11: Run Dijkstra on the graph H starting from fi
12: for every node sj, j 6= i do
13: Find the safest path fi  sj by traversing the shortest paths tree

14: Build the graph GA of the connected areas
15: Run Christofides on GA

16: Let A′1, ..., A
′
k be the order of the areas along the route found by

Christofides
17: for every area A′i, 1 ≤ i ≤ k do
18: Add the coverage path π′i of A′i to P
19: if i < k then
20: Add the connecting path f ′i  s′i+1 to P

21: return P
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Lemma 1. (completeness) Function CSCP creates a path that covers all the
cells in its input C.

Proof. In line 3 of the function, CSCP splits the cells in C into k connected
areas A1, ..., Ak. Each of these areas is covered by Spiral-STC (line 6 in
CSCP), which is known to be complete [39]. Since all cells in C are reachable
from the starting cell (this is a precondition on the input), there must be a
connecting route between all the areas Ai, which is found in line 14 of the
function. Thus, CSCP creates a path that covers all the cells in its input
C.

Theorem 4. (completeness) STAC creates a path that covers every free cell
accessible from the starting cell s.

Proof. STAC invokes CSCP l + 1 times (line 7), with group Di each time,
which contains all the reachable cells from s that belong to threat level i
(0 ≤ i ≤ l), except for cells that are already part of the path P generated
by the algorithm. By Lemma 1, CSCP is complete, thus all cells in Di are
covered, and they are added to P in line 14 of the algorithm. Since every
free cell reachable from s belongs to one of the threat levels 0 ≤ i ≤ l, this
guarantees that all free reachable cells are added to P . In addition, line 13
of the algorithm makes sure that P is a legal path, by finding a connecting
route between the last visited cell in Di−1 and the first visited cell in Di and
adding it to P (such a route must exist since all the cells in Di−1 and Di

are reachable from s). Hence, by the end of the algorithm, P is a path that
covers all the free cells accessible from s.

We now discuss the run time complexity of STAC. We start with the
following lemma, that gives the run time guarantees of CSCP.

Lemma 2. Let m be the number of cells in the group C given as input to
CSCP, and the number of connected areas defined by these cells as a. Then
CSCP finds a coverage path of C in O(a2mlogm+ a3) time.

Proof. First, CSCP runs DFS on the graph induced from the cells in C. The
run time of DFS is linear in the number of nodes in the graph, since the
graph is sparse (each node is connected to at most 4 neighbors); thus, its
run time is O(m). Second, it runs Spiral-STC on each connected area, which
by Lemma 4.1 in [39], covers a region of t cells in O(t) time. Thus, the
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time to cover all the connected areas is O(m). Third, CSCP runs Dijkstra’s
algorithm for each pair of connected areas, which takes O(mlogm) (since it
searches for the shortest path in the entire graph), for a total of O(a2mlogm).
Finally, it runs the Christofides algorithm on the graph induced from the
connected areas, with run time O(a3). Hence, the entire complexity of CSCP
is O(a2mlogm+ a3).

We now use Lemma 2 to analyze the run-time complexity of STAC.

Theorem 5. Let n be the total number of free cells accessible from the start-
ing cell s, a the number of connected areas in the given grid G, and l the
number of dangerous threat levels. Then STAC covers the given grid in
O((a2 + l)nlogn+ a3) time.

Proof. STAC calls CSCP for each threat level separately. Let us denote
the number of cells that belong to threat level i (0 ≤ i ≤ l) by ni and
the number of connected areas that belong to that level by ai. By Lemma
2, the running time of calling CSCP with the cells that belong to threat
level i is O(a2inilogni + a3i ). Thus, the total running time of these calls is:
O(
∑l

i=0 a
2
inilogni + a3i ). The sets of connected areas in the different threat

levels are mutually exclusive and their union is the set of connected areas in
the entire grid; thus,

∑l
i=0 ai = a. Therefore,

∑l
i=0 a

2
i ≤ (

∑l
i=0 ai)

2 = a2 and

similarly
∑l

i=0 a
3
i ≤ (

∑l
i=0 ai)

3 = a3. We also know that for every 0 ≤ i ≤ l,
ni ≤ n. Therefore, the total running time of the calls to CSCP is bounded
by O(a2nlogn+a3). In addition, STAC executes Dijkstra’s algorithm l times
on the entire graph, in order to find the safest route between consecutive
threat levels. The running time of this step is O(lnlogn). Hence, the entire
complexity of STAC is O((a2 + l)nlogn+ a3).

The following corollary provides more specific bounds on STAC’s run time
for specific types of environments.

Corollary 1. In environments with randomly scattered threats the run-time
complexity of STAC is O(n3logn), which is the run time in the worst case.
Conversely, in environments with a small number of contiguous dangerous
areas, STAC’s run-time complexity is O(lnlogn).

Proof. When the threats are randomly scattered across the environment,
each dangerous area contains a small number of threats (typically only one
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threat). Thus, the number of dangerous areas has the same order of mag-
nitude as the number of threats, which is a fraction of the number of cells
in the grid. Hence, a = Θ(n). We also know that the number of threat
levels is smaller than the number of cells in the grid, i.e., l < n. Thus, by
Theorem 5, the run-time complexity of STAC is O(n3logn). Clearly, this is
the worst-case runtime, since a, l ≤ n. On the other hand, when the threats
are concentrated in a small number of contiguous areas, a = O(1), and in
such environments, the run-time complexity of STAC is O(lnlogn).

We now establish bounds on the minimum probability of completion and
the length of the coverage path generated by STAC. We start with the fol-
lowing definition.

Definition 8. Connecting cells are cells that reside on a connecting path
between two different connected areas.

The following lemma establishes a bound on the number of times STAC
visits a connecting cell.

Lemma 3. Let l be the number of dangerous threat levels. Then a cell c is
visited by STAC at most 2(l + 1) times along a connecting path between two
different areas.

Proof. During the coverage of a given threat level i, Function CSCP computes
the connecting route between the areas that belong to this level by running
the Christofides approximation algorithm to TSP (line 14). This algorithm is
based on creating an MST (Minimum Spanning Tree) of the graph and then
adding some edges to the graph in order to create an Euler circuit. Just by
traversing the MST twice, the tour will be within a factor of 2 of the optimal
TSP solution. Christofides has a 1.5 approximation factor, since the Euler
circuit helps it visit some of the tree edges less than twice. In any case, the
route produced by the Christofides algorithm cannot traverse the cells on the
connecting path more than twice.

In the worst case scenario, all the cells that belong to threat level i lie on
a connecting path between two areas. Such a scenario is illustrated in Figure
4.3. In this map there are two threat levels, one containing safe cells and the
second containing dangerous cells. The separating area between the upper
and lower safe areas has an S-shape form, composed of alternating rows of
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Figure 4.3: An example for an environment where all the dangerous cells lie
on a connecting path between two safe areas.

dangerous cells and obstacles. In this case the robot must traverse all the
dangerous cells in order to move between the safe areas.

In the worst case, c lies on the connecting route of every threat level, in
which it can be visited at most twice. Since there are l+ 1 threat levels, c is
visited by STAC at most 2(l + 1) times along a connecting path.

Using Lemma 3, we can now prove the following theorem.

Theorem 6. Let l be the number of dangerous threat levels. Denote the
number of cells that belong to threat level i by ni (0 ≤ i ≤ l), and assume
that out of them there are bi boundary cells and ci connecting cells. Let the
threat probabilities of these levels be p0, ..., pl (p0 = 0). Then the coverage
path generated by STAC covers the given grid using a path whose length
is at most

∑l
i=0(ni + bi + 2lci) and its probability of completing is at least∏l

i=1(1− pi)ni+bi+2lci.

Proof. Consider the group of cells that belong to threat level i, 0 ≤ i ≤ l.
Let us denote this group by Gi. The cells in Gi can be visited by STAC
during the coverage of the connected areas that belong to threat level i (line
6 in CSCP) or along the connecting path between different areas (line 18 in
CSCP or line 7 in STAC).

First, we count the number of visits to cells in Gi during the coverage of
threat level i. Let us denote the connected areas that belong to this level by
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A1, ..., Ak, and the number of boundary cells in area Aj by bAj
(1 ≤ j ≤ k).

By Theorem 1 in [39], the total number of cells revisits in Spiral-STC is
bounded by the number of boundary cells in the work-area grid. Since STAC
runs Spiral-STC on each connected area separately, the total number of visits
to cells during the coverage of threat level i is:

k∑
j=1

(|Aj|+ bAj
) ≤ ni + bi (4.2)

The inequality is due to the fact that some of the cells may already have
been visited along the connecting path of areas that belong to a lower threat
level (line 18 in CSCP), and thus are not covered again here.

Next, we count the number of visits to cells in Gi along the connecting
paths between different areas. By Lemma 3, the algorithm has to traverse
each connecting cell ci at most 2(l + 1) times. However, if a connecting cell
ci has been already visited along a path that connects areas that belong to
a threat level < i, then it will not be covered during the coverage of threat
level i. Thus, the total number of visits to cells in Gi along connecting paths
between areas is bounded by 2lci.

Therefore, the total number of visits to cells in Gi is bounded by ni+ bi+
2lci. Hence, the length of the coverage path generated by STAC is at most∑l

i=0(ni + bi + 2lci).
The probability that the robot will not be stopped in a cell that belongs

to threat level i is 1 − pi. Hence, the probability the robot will be able to
complete its coverage is at least

∏l
i=1(1− pi)ni+bi+2lci .

Notice that the ideal coverage path length and survivability probability
are achieved when the robot visits every cell exactly once. Thus, the ideal
coverage path length is n, where n is the number of free accessible cells in
the grid, and the ideal completion probability is

∏n
i=1(1 − pi)

ni . In most
environments this ideal probability cannot be attained, since the robot has
to repeat its steps in order to complete the coverage.

However, when the threats are concentrated in contiguous areas, STAC
typically generates a coverage path whose survivability probability is very
close to the ideal value. This is because in each connected area, the num-
ber of boundary cells is typically much smaller than the total number of
cells in that area [39]. Thus, for each threat level i, bi � ni. In addition,
when the threats are concentrated in contiguous areas, typically there is a
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connecting path between the different areas which is entirely safe (i.e., con-
sists of only safe cells). Thus, the number of dangerous connecting cells that
belong to threat level i is much smaller than the number of cells that be-
long to this level, i.e., ci � ni. In addition, the number of threat levels is
small in relation to the number of cells that belong to level i, i.e. l � ni.
Thus, for each threat level i, ni + bi + 2lci ≈ ni. Now, by Theorem 6,
STAC generates a coverage path whose probability of completing is at least∏l

i=1(1− pi)ni+bi+2lci ≈
∏l

i=1(1− pi)ni , which is the ideal completion proba-
bility.

In addition to finding the safest coverage path, STAC can also be used to
find the shortest coverage path, by ignoring the threats in the environment
(i.e., treating all the dangerous cells as safe cells). In this case, STAC behaves
exactly like Spiral-STC, and the length of its coverage path is bounded by
n + b, as shown by the next corollary. In most typical environments b � n,
and in such environments STAC generates paths whose length is close to the
ideal value n.

Corollary 2. Let n be the total number of free cells accessible from the
starting cell s and b the number of boundary cells. If the given environment
contains no threats or threats are ignored, then STAC generates a coverage
path whose length is bounded by n+ b.

Proof. In environments with no threats, there is only one threat level (level
0), and all the free cells that are reachable from the starting cell belong to one
connected safe area. Thus, there are no connecting cells between different
areas (ci = 0). By Theorem 6, in this case STAC generates a coverage path
whose length is at most n+ b.

One of the main benefits of the layered approach utilized by STAC is that
it can guarantee a minimum expected coverage until the robot is first hit by
a threat. The next theorem establishes a minimum bound on the expected
coverage obtained by the STAC algorithm. This bound is dependent upon
the order in which the different threat-level regions are visited by STAC. Nev-
ertheless, a comparison between this bound and the ideal expected coverage
is provided after the theorem.

Theorem 7. Let l be the number of dangerous threat levels. Let the threat
probabilities of these levels be p0, ..., pl (p0 = 0). Let Ai,1, ..., Ai,ki be the
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connected areas of threat level i, arranged in the order of their visit by STAC.
Let |Ai,j| be the size of area Ai,j and mi,j the number of cell visits needed to
cover this area (mi,j ≥ |Ai,j|). Let Ci,j be the set of cells on the connecting
path between two consecutive areas Ai,j and Ai,j+1 (1 ≤ j ≤ ki−1), and Ci,ki
be the set of cells on the connecting path between the last area of threat level
i and the first area of threat level i + 1. Denote by P (Ci,j) the probability
to traverse the cells in Ci,j without being hit by a threat. Then the expected
number of visited cells before the robot is neutralized is at least:

|A0,0|+
l∑

i=0

ki∑
j=1

[ i−1∏
x=0

[
(1−px)

∑kx
y=1mx,y

kx∏
y=1

P (Cx,y)
]
·(1−pi)

∑j
z=1mi,z

j−1∏
z=1

P (Ci,z)

]
|Ai,j|

(4.3)

Proof. According to Equation (3.2), the expected coverage is the sum of the
probabilities to reach all the new cells along the coverage path:

E(CA) =
∑

i∈(b1,...,bn)

∏
j∈gi

(1− pj) (4.4)

Consider a newly discovered cell c that belongs to a connected area Ai,j
in threat level i, 0 ≤ i ≤ l. This cell could be first discovered when STAC
covers the areas of threat level i, or when it is used as a connecting cell to
move between areas of a lower threat level. Let us assume that this cell is
discovered when STAC covers the areas of threat level i. In this case, the
probability that the robot is able to reach cell c before being hit by a threat
equals to the probability that it will be able to cover all threat levels < i and
all the areas of threat level i preceding the area that c belongs to.

The probability that STAC will be able to cover a given threat level x
equals the probability that it will be able to cover all its connected areas
and the connecting paths between these areas. The probability to cover a
connected area Ax,y that belongs to threat level x is (1− px)mx,y , where mx,y

is the number of cell visits needed to cover Ax,y (mx,y ≤ |Ax,y| + bx,y, where
bx,y is the number of boundary cells in Ax,y). There are kx connected areas
that belong to threat level x; thus, the probability of covering all the areas

that belong to this threat level is: (1 − px)
∑kx

y=1mx,y . Now, the probability
of covering all the connecting paths between the areas that belong to threat
level x, including the connecting path between threat levels x and x + 1, is
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∏kx
y=1 P (Cx,y). Thus, the probability of covering threat level x including its

areas and all the connecting paths is:

(1− px)
∑kx

y=1mx,y

kx∏
y=1

P (Cx,y) (4.5)

Therefore, the probability that the robot will be able to cover all threat
levels preceding level i is:

i−1∏
x=0

[
(1− px)

∑kx
y=1mx,y

kx∏
y=1

P (Cx,y)
]

(4.6)

In addition, to reach cell c the algorithm has to cover all the areas of threat
level i preceding the area that c belongs to and their connecting paths. In the
worst case, c is the last cell visited in its area, and in this case the algorithm
also has to cover the area that c belongs to before reaching c. Thus, the
probability that the robot will be able to cover all areas in threat level i
before reaching c is at least:

(1− pi)
∑j

y=1mi,y

j−1∏
y=1

P (Ci,y) (4.7)

By multiplying Equations (4.6) and (4.7) we get the total probability to
reach cell c:

i−1∏
x=0

[
(1− px)

∑kx
y=1mx,y

kx∏
y=1

P (Cx,y)
]
· (1− pi)

∑j
y=1mi,y

j−1∏
y=1

P (Ci,y) (4.8)

Note that this is a lower bound on the probability of reaching cell c, since
c could also be discovered in an earlier stage, on a connecting path between
areas of a lower threat level.

Since the probability in Equation (4.8) is the same for all cells in area
Ai,j, the expected number of cells that will be covered in this area is at least:[ i−1∏

x=0

[
(1− px)

∑kx
y=1mx,y

kx∏
y=1

P (Cx,y)
]
· (1− pi)

∑j
y=1mi,y

j−1∏
y=1

P (Ci,y)

]
|Ai,j| (4.9)
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Finally, the expected coverage is the sum of the expected number of
visited cells in all areas Ai,j:

l∑
i=0

ki∑
j=1

[ i−1∏
x=0

[
(1−px)

∑kx
y=1mx,y

kx∏
y=1

P (Cx,y)
]
· (1−pi)

∑j
y=1mi,y

j−1∏
y=1

P (Ci,y)

]
|Ai,j|

(4.10)
To this sum, we add the number of cells in A0,0, which is the first safe

area and thus is guaranteed to be covered with probability 1.

Notice that the ideal expected coverage is attained when the robot visits
the cells precisely in increasing order of their threat probabilities, i.e., when
it first visits all the safe cells, then all the cells with threat probability p1,
etc. Thus, if we denote the cells that belong to threat level i by ci,1, ..., ci,ni

,
then the ideal expected coverage is:

l∑
i=0

ni∑
j=1

[ i−1∏
x=0

(1− px)nx

]
· (1− pi)j−1 (4.11)

In most environments the ideal expected coverage cannot be attained,
since typically some of the cells that belong to a given threat level are dis-
connected, and the robot has to visit cells that belong to a higher threat
level or revisit threat points that have already been covered in order to move
between the disconnected cells. In these cases, the cell visits cannot precisely
follow the order of the threat levels.

By comparing Equations (4.3) and (7.6), we can see that the gap between
the ideal expected coverage and the expected coverage achieved by STAC
depends on the quality of the coverage algorithm of each connected area
(which determines the gap between nx and

∑kx
y=1mx,y) and the quality of

the connecting paths between the areas (which determines the values of the
expressions

∏kx
y=1 P (Cx,y)). Finding an optimal solution to each of these

problems is NP-Hard, since the first one requires finding a coverage path
with minimum length of each area (shown to be NP-Hard in Section 3.1),
and the second one requires a solution to a TSP problem. However, STAC
uses good approximations for both problems. For the coverage of each area
it uses Spiral-STC, which creates a close-to-optimal coverage path, and for
the connecting paths it uses the Christofides algorithm which provides a 1.5
approximation solution to the underlying TSP problem.
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Question Complexity or bounds Theorem No.
Run-time complexity O((a2 + l)nlogn+ a3) Theorem 5

O(n3logn) Corollary 1

Safest path length ≤
∑l

i=0(ni + bi + 2lci) Theorem 6
Shortest path length ≤ n+ b Corollary 2

Survivability probability ≥
∏l

i=1(1− pi)ni+bi+2lci Theorem 6

Expected coverage ≥ |A0,0|+
∑l

i=0

∑ki
j=1

[∏i−1
x=0 Theorem 7[

(1− px)
∑kx

y=1mx,y
∏kx

y=1 P (Cx,y)
]

·(1− pi)
∑j

y=1mi,y
∏j−1

y=1 P (Ci,y)

]
|Ai,j|

Table 4.1: Summary of results in Section 4.1.

To conclude, in this section we have shown that STAC is complete, an-
alyzed its run-time complexity, and proven optimality bounds on the path
length, survivability probability and expected coverage of its generated cover-
age paths. We have also shown that its expected coverage is close to optimal,
and in some types of environments, its coverage path length and survivabil-
ity probability are also near-optimal. Table 4.1 summarizes the theoretical
results proved in this section.

4.2 Greedy Adversarial Coverage

The Greedy Adversarial Coverage algorithm (GAC for short) follows a greedy
approach, where in each step it leads the robot to the safest nearest cell to its
current location which has not been covered yet (see Algorithm 2 below). The
algorithm first builds the graph H, which is induced from the grid cells (line
2). This is the same graph that was built in STAC. Then in each iteration
of its main loop (lines 5–10), it runs Dijkstra’s shortest path algorithm [33]
on H, in order to find a minimum weighted path between the robot’s current
location and all the other cells in the grid (line 6) 1. From Dijkstra’s shortest

1Since the induced graph is sparse, running Dijkstra n times here is more efficient
than running Floyd-Warshall algorithm to compute the shortest paths between all pairs
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paths tree, it finds an unvisited cell, which has a minimum weighted route
from the current location of the robot (line 7). Then it extends the coverage
path to that cell (line 8), marks this cell as visited (line 9) and continues
with that cell (line 10). This loop continues until all the grid cells have been
covered.

The weight function used for the graph’s edges determines which type of
coverage path GAC will search for. Let us denote by wij the weight of the
edge between the nodes representing cells i and j in the grid’s graph. Then
the weight function is defined as

wij =

{
−D · log(1− pj) + 1 if cell j contains a threat

1 otherwise
(4.12)

Here we can see that edges that target safe cells have a uniform fixed
weight, which represents the cost for making one step in the grid. Conversely,
the weight of edges that target dangerous cells include, in addition, a penalty
term −D · log(1 − pj) for making a risky step. This term uses the function
f(x) = −log(1− x), which is positive and monotonically increasing over the
interval 0 < x < 1. Since 0 < pj < 1, this means that transitions to cells
with higher threat probabilities have higher costs than transitions to cells
with lower threat probabilities. The reason for choosing f specifically as the
weight function will become clearer when we prove the correctness of the
algorithm (Theorem 10).

D ≥ 0 is a fixed penalty assigned to making a risky move in the grid. Its
value should be set according to the desired balance between the risk and
the coverage time, as defined by the relation α/β in the objective function
(Equation (3.3)). The higher this penalty is, the more willing the robot
would be to make redundant steps in order to reduce the risk involved, at
the expense of increasing the coverage time. For instance, setting D = 0 will
make the algorithm find the shortest coverage path, while setting D = ∞
will make it find the safest coverage path. To help us calibrate the value of D
according to the objective function, we will define that when α = β, i.e., when
the risk and the coverage time factors have equal importance, the penalty
on making a move to a dangerous cell (with a minimum threat probability)
will be equal to making one step in the grid. In particular, if pmin is the
minimum threat probability, then D is

of nodes.
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D = −α
β
· 1

log(1− pmin)
(4.13)

Using this value of D will make the weight of an edge that targets a cell
with minimum threat probability be equal to wij = 2 when α = β, i.e., the
penalty for making a risky step will be 1, the same cost for making one step
in the grid.

Algorithm 2 GreedyAdversarialCoverage (GAC)(G, s)

Input: a grid G and a starting cell s
Output: a coverage path P that covers all reachable cells in G from s

1: P ← ∅
2: Build the graph H induced from the grid G with the weight function w
3: Add the starting cell s to P
4: Mark s as visited
5: while not all reachable cells in G have been visited do
6: Run Dijkstra’s shortest paths algorithm from s
7: v ← the node in H with the minimum weighted distance from s that

has not been visited yet
8: Add the path s v to P
9: Mark v as visited

10: s← v
11: return P

4.2.1 Theoretical analysis of GAC

We start by proving that GAC is complete.

Theorem 8. (completeness) GAC creates a path that covers every free cell
accessible from the starting cell s.

Proof. All reachable cells from the starting cell s have a path that connects
them. Thus, all of them will eventually become the node v in line 7 of the
algorithm, which is added to the coverage path returned by the algorithm.

We now consider the run-time complexity of GAC.
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Theorem 9. Let n be the total number of free cells accessible from the start-
ing cell S. Then GAC covers the given area in O(n2logn) time.

Proof. Since the graph is sparse (|E| = O(|V |)), running Dijkstra’s algorithm
on the entire graph takes O(nlogn) time, and the GAC algorithm runs it n
times.

We now prove the correctness of the greedy step, i.e., that by using the
weight function defined in Equation (4.12), the algorithm finds the optimal
path to the next unvisited cell.

Theorem 10. (correctness) In each cycle, GAC finds the optimal path from
the current location of the robot to an unvisited cell in the grid.

Proof. Let us denote the path chosen by GAC in a given cycle by P =
(u1, ..., uk), where u1 is the robot’s current location and uk is an unvisited
cell in the grid. Assume that out of the k cells visited by P , there were d
visits to dangerous cells and k − d visits to safe cells. Let us denote the
threat probabilities of the dangerous cells that were visited along the path
by (p1, ..., pd). Thus, according to Equation (4.12), the total weight of path
P is:

∑
i∈(u1,...,uk−1)

wi,i+1 = (k−d)+
d∑
i=1

[
−D · log(1−pi)+1

]
= k−D

d∑
i=1

log(1−pi)

(4.14)
The result is a sum of two expressions—the first is determined by the

coverage path length (k) and the second is determined by the accumulated
risk taken by the robot along the path.

From the correctness of Dijkstra’s shortest paths algorithm, we know that
the path P has a minimum weight in relation to all the other possible paths,
i.e., every other path P ′ = (v1, ..., vm) from the robot’s current location
v1 = u1 to an unvisited cell in the grid vm satisfies:∑

i∈(u1,...,uk−1)

wi,i+1 ≤
∑

j∈(v1,...,vm−1)

wj,j+1 (4.15)

Assume that out of the m cells visited by P ′, there were e visits to dan-
gerous cells, and the threat probabilities in these cells were (p′1, ..., p

′
e). Thus,

from Equations (4.14) and (4.15) we get:
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k −D
d∑
i=1

log(1− pi) ≤ m−D
e∑
j=1

log(1− p′j) (4.16)

First, we will show that if P and P ′ have the same length, then P is safer
than or equally safe to P ′. If P and P ′ have the same length, then k = m,
and thus from Equation (4.16) we have:

d∑
i=1

log(1− pi) ≥
e∑
j=1

log(1− p′j) (4.17)

Since the natural exponential is monotonically increasing function of its
argument, the above expression is equivalent to:

d∏
i=1

(1− pi) ≥
e∏
j=1

(1− p′j) (4.18)

Hence, the probability of completing path P is greater or equal to the
probability of completing path P ′.

Second, we will show that if P and P ′ have the same accumulated risk,
then P must be shorter than or have the same length as P ′. If P and P ′

have the same accumulated risk, then:

d∏
i=1

(1− pi) =
e∏
j=1

(1− p′j) (4.19)

Taking log of both sides of the equation:

d∑
i=1

log(1− pi) =
e∑
j=1

log(1− p′j) (4.20)

Thus, from Equation (4.16) we can conclude that k ≤ m, i.e., P must be
shorter than or have the same length as P ′.

Lastly, when P and P ′ have both different lengths and different risks,
then GAC will choose the path that minimizes the weighted sum of the
length and the accumulated risk according to Equation (4.14). The penalty
term D, which is dependent upon the relation between the desired risk and
path length (Equation (4.13)), will determine whether a safer path will be
favored over a shorter one or vice versa.
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We now establish bounds on the minimum completion probability and
the length of the safest coverage path generated by GAC. We start with the
following lemma, which establishes a bound on the number of visits in each
cell.

Lemma 4. Let l be the number of dangerous threat levels. Consider a cell c
that belongs to threat level i, 0 ≤ i ≤ l. Then c is visited at most 4(l− i+ 1)
times along the safest coverage path generated by GAC.

Proof. Consider an outgoing edge e from cell c. Let us denote the group of
cells which are accessible from e by A. The first time the algorithm traverses
e, it is guaranteed that it will cover all the cells in A that belong to a threat
level ≤ i, and can be reached from e without going through a cell that belongs
to a threat level higher than i, before it returns to c. This is because any
path from a cell in A to a cell not in A will have to go back through c, and
thus will have a higher risk than any path to a cell in A that belongs to a
threat level < i, and will be longer than any path to a cell in A that belongs
to threat level i (by the definition of the weight function (4.12), if two paths
are equally safe, GAC will prefer the shorter one).

The next time the algorithm traverses e, it will visit a cell c′ in A that
belongs to a threat level k > i. This time it is guaranteed that the algorithm
will cover all the cells in A that belong to a threat level ≤ k, and can be
reached from e without going through a cell that belongs to a threat level
higher than k, before it returns back to c. This is because cells that belong
to a threat level ≤ k which are not in A should have already been visited
before the algorithm returned to A (since they had safer path than the path
to cell c′).

The next time the algorithm traverses e, it will cover all cells that belong
to a higher threat level m > k and so on and so forth until the algorithm
covers the cells in the highest threat level that are reachable from e. In the
worst case, A contains cells that belong to all threat levels i, i + 1, ..., l. In
this case, the algorithm will have to traverse edge e l − i+ 1 times.

We know that cell c is connected to at most 4 edges in the grid graph.
Therefore, c is visited at most 4(l − i + 1) times along the safest coverage
path generated by GAC.

Using Lemma 4, we can now prove the following theorem.

Theorem 11. Let l be the number of dangerous threat levels. Denote the
number of cells that belong to each threat level by n0, ..., nl and the threat
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probabilities of these levels by p0, ..., pl (p0 = 0). Then the safest coverage
path generated by GAC covers the given grid using a path whose length is
at most

∑l
i=0

[
4ni(l − i + 1)

]
and its probability of completing is at least∏l

i=1(1− pi)4ni(l−i+1).

Proof. Consider a cell c that belongs to threat level i. By Lemma 4, c is
visited by GAC at most 4(l − i+ 1) times. Since there are ni such cells, the
number of visits to cells that belong to threat level i is at most 4ni(l− i+ 1).
Hence, the length of the safest coverage path generated by GAC is at most∑l

i=0

[
4ni(l − i+ 1)

]
.

The probability that the robot will not be stopped in a cell that belongs
to threat level i is 1 − pi. Hence, the probability the robot will be able to
complete its coverage is at least

∏l
i=1(1− pi)4ni(l−i+1).

The next theorem establishes an upper bound on the length of the shortest
coverage path generated by the GAC algorithm. The shortest coverage path
is obtained when GAC is executed on an environment that contains no threats
or when the risk penalty is set at D = 0.

Theorem 12. Let n be the total number of cells in the accessible grid. Then
the shortest coverage path generated by GAC covers the given grid using a
path that contains at most 4n cells.

Proof. The outline of the proof is similar to the proof of Lemma 4. Consider
an outgoing edge e from a given cell c. Let us denote the group of cells which
are accessible from e by A. The first time the algorithm traverses e, it is
guaranteed that it will cover all the cells in A before it returns back to c,
since any path from a cell in A to a cell not in A will have to go back through
c, and thus will be longer than any path to a cell in A. Cell c is connected to
at most 4 edges in the grid graph, thus c is visited by GAC at most 4 times.
Hence, the coverage path generated by GAC contains at most 4n cells.

To conclude, in this section we have shown that GAC is complete, an-
alyzed its run-time complexity, and proven optimality bounds on the path
length and survivability probability of its generated coverage paths. Al-
though GAC’s theoretical bounds are not as tight as STAC’s, in the next
section we will see that, in practice, GAC often outperforms STAC. Table
4.2 summarizes the theoretical results proved in this section.
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Question Complexity or bounds Theorem No.
Run-time complexity O(n2logn) Theorem 9

Safest path length ≤
∑l

i=0

[
4ni(l − i+ 1)

]
Theorem 11

Shortest path length ≤ 4n Theorem 12

Survivability probability ≥
∏l

i=1(1− pi)4ni(l−i+1) Theorem 11
Expected coverage Open question

Table 4.2: Summary of results in Section 4.2.

4.3 Empirical Evaluation

In previous sections we have theoretically analyzed the two proposed algo-
rithms, STAC and GAC, and provided various optimality bounds on their
solutions. As we have shown, some of these bounds are not tight, and others
are tight only in certain types of environments. Therefore, in this section we
evaluate the performance of these algorithms in various types of simulated
environments and compare their behavior in practice to their theoretical
bounds. We use specific maps to illustrate the operation of the algorithms
and we also report on the statistical analysis of their behavior based on mul-
tiple randomly generated maps with varying parameters, such as number of
obstacles, number of threat levels, distribution of the threats, etc. Further-
more, we compare between different types of coverage paths generated by
the algorithms. In particular, we examine the shortest path, the safest path
and paths that target specific risk and time levels.

4.3.1 The shortest coverage path

To find the shortest coverage path we set α = 0 in the objective function.
For GAC, this means that the risk penalty D would be set at 0; thus, all
the threats in the map would be ignored. To use STAC to find the shortest
coverage path, we can just treat all the cells in the grid other than obstacles
as if they were safe cells. In such case, STAC behaves the same as Spiral-STC
[37].

To illustrate the operations of the algorithms, Figure 4.4 shows the short-
est coverage paths found by STAC (in the left figure) and GAC (in the right
figure) on a sample map.
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Figure 4.4: Shortest coverage paths on a sample map with randomly scattered
threats. The left figure shows STAC’s coverage path while the right figure
shows GAC’s coverage path on the same map. The robot starts the coverage
in cell (1,1). The number in each cell indicates the number of visits in that
cell.

This map consists of 10 × 10 square cells, out of which 30% contains
threat points, 20% contain obstacles and the other 50% cells are free and
safe. The threat points are divided into 5 different threat levels with the
following threat probabilities: 0.6%, 1.2%, 1.8%, 2.4%, and 3%. Changing
the absolute values of these probabilities does not affect the coverage paths
generated by the algorithms; it just affects the scaling of the results. Both
the threat points and the obstacles are randomly scattered across the map.
The starting position of the robot is cell (1,1). The number of times the
robot has visited each cell along the coverage path is indicated within that
cell, and the coverage path is denoted by a solid line.

In this map, the length of the coverage path generated by STAC (upper
figure) was 117, while the length of the coverage path generated by GAC
(bottom figure) was 105. Since both algorithms in this case ignore the risks on
the map, the coverage path length determines the probability of completing
the coverage. In this case STAC’s coverage completion probability was 46%,
while GAC’s coverage completion probability was 51.31%. The expected
coverage percentage can change arbitrarily between different maps, since the
order of the threats visits is not determined.
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The reason for the longer coverage path of STAC is that its coverage
path circumscribes a spanning tree, and when one of the tree edges leads
to a dead-end, the robot has to repeat its steps in order to get out of the
dead-end. For example, the cells (3,3) and (3,4) are visited by STAC 3 and 2
times respectively, whereas they are visited by GAC only 2 times and once,
respectively. This is due to the fact that these cells belong to the 2× 2 cell
(let us denote it by x) that contains inner cells (3,3), (3,4), (4,3) and (4,4).
There is a tree edge that connects this cell to the 2 × 2 cell y that contains
inner cells (3,5), (3,6), (4,5) and (4,6). The algorithm first visits large cell
y, and then it enters cell x via its inner cell (3,4). Then cell (3,3) is visited
twice on the path to cells (2,3) and (4,3), and once again when the algorithm
returns from cell x back to cell y via the same tree edge.

After analyzing the shortest coverage paths generated by the algorithms
on a specific map, we now describe the results of running the algorithms on
500 randomly-generated maps with obstacle ratios between 0% and 35%, in
steps of 1% (in higher ratios of obstacles, most of the generated maps are
disconnected). The threat ratio was set at 30%. However, this ratio was
irrelevant, since in order to find the shortest coverage path, both algorithms
ignore the threats. In all experiments, we used map sizes of 20× 20 and the
locations of the obstacles were randomly chosen.

Figure 4.5 shows the results. In addition to the coverage path length, we
also compare the number of redundant steps the robot has made along the
coverage path, i.e., the number of cells revisits. This measure reflects more
accurately the impact of the obstacles ratio on the algorithms’ performance,
since as this ratio increases, there are less free cells in the map that need
to be covered, but the robot has to make more redundant steps in order to
complete the coverage. We do not report on the expected coverage percentage
here, since both algorithms ignore the risks in this case; thus, the expected
coverage depends entirely on the environment.

As shown in the graph, in both algorithms, as the obstacles ratio increases
the coverage path gets longer until some ratio (19% for STAC and 32% for
GAC) and then it decreases, since the environment contains less free cells
to cover. However, the number of repetitive steps keeps increasing. In both
measures, GAC outperforms STAC (the results are statistically significant;
one-tailed t-test p = 1.998 × 10−16). Conversely, the run time of STAC
was an order of magnitude faster than GAC’s. Its average run time was
0.0006 seconds, while GAC’s average run time was 0.189 seconds. Therefore,
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Figure 4.5: Total path length and number of redundant steps for different
obstacle ratios.
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in environments with no threats or when threats are ignored, GAC attains
shorter coverage paths at the expense of increased computation time.

An interesting observation to be made from Figure 4.5 is that the graph of
GAC’s redundant steps is almost linear, i.e., the number of redundant steps
added to GAC’s coverage path is approximately the same as the number of
obstacles added to the environment.

We can also observe that the experimental results match the theoretical
bounds. The path length generated by STAC is less than n+ b < 2n (Corol-
lary 2), and the path length generated by GAC is less than 4n (Theorem 12).
In fact, GAC’s shortest path length was significantly lower than its theoreti-
cal bound: its maximum value was 1.64n (this value was obtained when the
obstacles ratio was 35%, the number of free cells was n = 260 and GAC’s
path length was L = 427 = 260 · 1.64).

4.3.2 The safest coverage path

To find the safest coverage path we set β = 0 in the objective function.
For GAC, this means that the risk penalty value should be set at D = ∞
(Equation (4.13)). However, when D =∞, the weights of all the edges that
connect to dangerous cells are equal; thus, the algorithm cannot distinguish
between threat points with different threat probabilities. Instead, we will set
D such that the cost of moving into a cell with a minimum threat probability
will be equal to the cost of covering the entire grid; thus, in each greedy step,
GAC will always favor the longest possible safe path over a path with only
one risky step. Specifically, if n denotes the number of accessible cells in the
grid and pmin is the minimum threat probability, then D is set at

D = − n

log(1− pmin)
(4.21)

We have examined the safest coverage paths created by the algorithms in
various types of environments and settings. In particular, we have observed
noticeable difference in the behavior of the algorithms on maps with ran-
domly scattered threat points vs. maps with contiguous dangerous areas.
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Figure 4.6: Safest coverage paths on a sample map with randomly scattered
threats. The left figure shows STAC’s coverage path, while the right figure
shows GAC’s coverage path on the same map. The robot starts the coverage
in cell (1,1). The number in each cell indicates the number of visits in that
cell.

4.3.2.1 Randomly scattered threat points

We first examine the safest coverage paths generated by the algorithms on
the same sample map from the previous section. Figure 4.6 shows the safest
coverage paths found by STAC (in the left figure) and GAC (in the right
figure) on this map.

The expected coverage for STAC and GAC was 85.01% and 79.91%, re-
spectively, while the probabilities of completing the coverage were 43.84%
and 53.23%, respectively. Thus, STAC achieves better expected coverage,
but its coverage is less likely to complete. The coverage path length was 248
for STAC and 184 for GAC.

Comparing the shortest and the safest coverage paths reveals that STAC
was able to raise the expected coverage by 12.69 percentage points from the
shortest to the safest path. This raise was at the expense of increasing the
path length by 131 steps, which also caused the probability of completing the
coverage to decrease by 2.16 percentage points. Conversely, GAC was able
to raise the expected coverage by 6.47 percentage points from the shortest
to the safest path, while also increasing the probability of completing the
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coverage by 1.92. GAC’s path length increased by 79 steps. Hence, STAC’s
increase in the expected coverage was better; however its completion proba-
bility decreased and there was a higher increase in its path length.

Analyzing the coverage paths created by the algorithms reveals the dif-
ference in their behavior. In Figure 4.6, both algorithms start with covering
the upper-left safe area that contains the cells (1,1), (1,2), (2,2), (2,3), (3,2),
(4,1), (4,2) and (4,3). When STAC finishes covering this area, it moves to
the next closest safe area that contains the single cell (6,1) via the dangerous
cells (5,2) and (6,2). Conversely, when GAC finishes covering this area, it
visits cell (5,2) but then it goes back to visit dangeours cells (3,3) and (2,1),
since they belong to a lower threat level than cells (6,2) and (3,4) that sepa-
rate the first safe area from the next safe areas in the map. This causes the
greedy algorithm to visit two more dangerous cells before moving to the next
safe area, which explains its lower expected coverage.

After analyzing the safest coverage paths generated by the algorithms on
a specific map, we now describe the results of running the algorithms on 500
random maps. We compare the expected coverage percentage, the probability
of completing and the path length of these coverage paths for threat ratios
in the range between 0.0 and 0.5, in steps of 0.01. In all experiments, we
used a map size of 20 × 20 and the ratio of obstacles was 20%. As in the
previous section, there were five threat levels and the threat probabilities
were uniformly dispersed between 0.6% and 3%. The locations of the threat
points and the obstacles were randomly chosen.

Figure 4.7 shows the results. As the figure indicates, in both algorithms
the expected coverage percentage and the probability of completing the cov-
erage decrease as we add more threats to the map. The coverage path length
increases until the threat ratio reaches the level of around 25% and then it
starts decreasing. The reason for this is that beyond this level, adding more
dangerous cells to the grid leads to a decrease in the number of connected
dangerous areas, since more dangerous cells become connected to each other.
As a result, the connecting path between dangerous areas becomes shorter
and there is less repetitive coverage in the transition between different areas.

Figure 4.7 also shows that in environments with randomly scattered
threats both algorithms have similar expected coverage and completion prob-
ability. However, STAC consistently produces coverage paths with better
expected coverage (up to 3 percentage points), while GAC produces shorter
coverage paths with higher probability of completion (up to 5 percentage
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Figure 4.7: Expected coverage percentage, probability of completing the cov-
erage, and total path length for different threat ratios in environments with
randomly scattered threat points.
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points). The reason for the similar results in this case is that when the
threats are randomly scattered across the map, splitting the map into con-
nected areas of the same threat level (typically each one containing only one
cell) does not affect the visit order of the dangerous cells, i.e., both algorithms
visit the threat points in the order of their threat probability.

We can see that the gap between STAC’s and GAC’s expected coverage
widens as we add more threats to the map. When we add more threats to the
map, more dangerous cells become connected and thus the dangerous areas
become larger. Thus, STAC gains higher expected coverage, since it does
not get stuck in a higher risk dangerous area before moving to a lower-risk
area.

Conversely, GAC creates shorter coverage paths than STAC; since it is
not forced to visit the cells by the order of their threat levels, it experiences
fewer revisits of cells on the transitions between the different dangerous areas,
which may contain dangerous cells from lower threat levels. Moreover, as we
saw in the previous section, GAC’s internal coverage of each connected area
is more efficient than STAC’s (at the expense of computation time). The gap
between GAC’s and STAC’s completion probability widens as we add more
threats to the map, until the threat reaches the level of around 25%, where
the path lengths are maximal, and then it starts narrowing again. This is
because, beyond this threat ratio, there are less dangerous areas, thus STAC
suffers less from threats revisits on the connecting paths between the areas.

We now examine the effect of changing the number of threat levels on
the performance of the algorithms. We compare the performance of both
algorithms for a varying number of threat levels in the range between 1 and
20. The threat ratio was set at a fixed level of 30%. The other map settings
remained as in the previous experiment. The results are shown in Figure 4.8.

We can see that as the number of threat levels increases, the expected
coverage percentage gets higher for both algorithms. This is because as we
add more threat levels, there are more cells with lower risk levels; thus, both
algorithms are able to cover more cells before visiting the cells with higher
risk levels. STAC obtains statistically significant higher coverage percentage
than GAC (average one-tailed t-test p = 0.0021). However, the difference
between the two algorithms gets narrower as the number of levels increases.
This is because when there are more cells that belong to lower threat levels,
GAC can find its way out of a dangerous area more easily via cells with lower
risk levels.
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Figure 4.8: Expected coverage percentage, probability of completing the cov-
erage, and total path length for different numbers of threat levels.

63



4.3. Empirical Evaluation

We can also see that as we add more threat levels, the coverage path
length of both algorithms increase. STAC’s path length is more affected
than GAC’s path length by the additional number of threat levels. This is
due to the fact that when the number of threat levels increase, STAC has
to perform more iterations of coverage. In each iteration it needs to cover
all the dangerous areas that belong to a certain threat level, while revisiting
cells that belong to lower threat levels on the connecting paths between these
areas. Thus, adding more threat levels incur more cells revisits, which also
affects the expected coverage and the completion probability.

As we add more threat levels, GAC’s completion probability keeps in-
creasing. This is because the threat ratio and the maximum threat probabil-
ity remain the same throughout the experiments; thus, as we add more threat
levels the total risk of all the threat points in the map decrease. Conversely,
STAC’s probability of completing the coverage almost does not change when
there are more than 4 threat levels, since the decrease in the total risk is bal-
anced with the increase in the path length (which in turn adds more threats
revisits).

4.3.2.2 Contiguous areas of threats

Up until now, we have considered environments that contain randomly scat-
tered threats. However, in real-world environments, the threats may be con-
centrated in specific areas of the environment, e.g., in damaged parts of a
nuclear plant that needs to be surveyed by the robot, or in areas of the bat-
tlefield with concentrated enemy forces. Therefore, we now examine environ-
ments where the threats are confined to contiguous areas and not scattered
across the map. All the cells inside a given dangerous area belong to the
same threat level, which is randomly chosen. Figure 4.9 shows an example
for a map of such an environment. This map contains six dangerous areas
having five different threat levels. The ratio of obstacles was 20% and their
locations were randomly chosen. The ratio of dangerous cells was 30%.

The expected coverages obtained by STAC and GAC were 71.68% and
60.51%, respectively. The probability of completing the coverage for STAC
was 3.44% and for GAC it was 8.9%. Thus, STAC achieves better expected
coverage, but its coverage is more unlikely to complete. STAC’s coverage
path length was 768, and GAC’s coverage path length was 538.

We can learn from this map why STAC typically achieves better expected

64



4.3. Empirical Evaluation

Figure 4.9: An example map with contiguous dangerous areas. The upper
figure shows STAC’s coverage path while the bottom figure shows GAC’s
coverage path on the same map. The robot starts the coverage in cell (1,1).
The number in each cell indicates the number of visits in that cell.
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coverage than GAC at the expense of lower completion probability. GAC
does not take into account the order of the threat levels when covering the
connected areas. After finishing to cover the safe cells in the upper region
of the map (from the first row to row no. 7), it covers the two dangerous
areas in the upper region, before moving to visit other safe areas. On the
other hand, STAC, after finishing to cover the safe areas in the upper region,
it moves to the lower region of the map before covering any dangerous area,
using the cells (9,12) and (10,12) as a connecting path between the regions.
Dangerous cells that reside on a connecting path between different areas un-
dergo repeated visits by STAC (for example, cells (2, 12), (3, 12), (4, 12),
(9, 12) and (10, 12)), which causes STAC’s coverage path to have higher
accumulated risk. In addition, we can see that STAC’s internal coverage of
each dangerous area is less efficient than GAC’s (from the same reason that
explained the difference between their shortest coverage path’s lengths).

After analyzing the safest coverage paths generated by the algorithms on
a specific map, we now describe the results of running the algorithms on 500
random maps with contiguous dangerous areas. Figure 4.10 compares the
algorithms’ performance for a varying number of dangerous areas between
2 and 40. We used the same map settings as in the maps with randomly
scattered threats. The ratio of dangerous cells was set at 30%.

Figure 4.10 shows that, in both algorithms, as we add more dangerous
areas the expected coverage and the probability of completing the coverage
decrease, while the coverage path length increases. The reason for the de-
crease in the expected coverage is that when there are more dangerous areas,
there is a greater partition of the safe cells into separate safe areas. Thus,
the robot is able to cover less safe cells before hitting the first dangerous cell.

The reason for the increase in the coverage path length is that when there
are more dangerous areas, the connecting path between dangerous areas that
belong to the same level is longer; thus, the algorithms need to revisit more
lower-risk cells when moving between the higher-risk cells. This, in turn,
causes the probability of completing the coverage to decrease. It has a more
significant impact on STAC’s coverage path than on GAC’s, since STAC
needs to cover all the areas that belong to a given threat level before moving
to the next level.

The probability of completing the coverage also decreases as the dan-
gerous cells are split into more areas. However, when the number of areas
reaches 10, adding more areas does not lead to any additional effect on cover-
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Figure 4.10: Expected coverage percentage, probability of completing the
coverage and total path length for different numbers of dangerous areas in
environments with contiguous areas of threats.
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age completion probability (it stays around 4% for STAC and 8% for GAC).
In environments with contiguous areas, the gap between STAC and GAC’s

performance becomes more conspicuous. STAC consistently generates cov-
erage paths that have better expected coverage than GAC (between 4 and
6 percentage points difference, which is statistically significant; one-tailed t-
test p = 2.669×10−29), while GAC consistently achieves a higher probability
of completing the coverage (between 4 and 5 percentage points difference,
which is statistically significant; one-tailed t-test p = 2.696 × 10−54). As
we add more dangerous areas, the gap between STAC’s and GAC’s expected
coverage narrows; when there are more dangerous areas, each dangerous area
contains a smaller number of cells, thus there is less chance that GAC will get
stuck in a dangerous area before finishing to cover all the safe cells. We can
also notice that as the number of dangerous areas grows, the results become
close to those of the randomly scattered threats case.

We now examine the effect of changing the number of threat levels in
maps with contiguous dangerous areas. We compare the performance of
both algorithms for a varying number of threat levels in the range between 1
and 20, and eight dangerous areas. All the other map settings remained the
same as in the previous experiments.

Figure 4.11 shows the results. When there are more threat levels, the
expected coverage and the probability of completing the coverage increase,
at the expense of extending the coverage path length. In comparison with
the randomly scattered threats case, STAC has a more clear advantage here
in the expected coverage, while the difference in the completion probability
is approximately the same. For example, in the uniform threats case (when
there is only one threat level) STAC achieves a significantly higher expected
coverage than GAC (10 percentage points higher). In environments with
contiguous dangerous areas, there is an advantage to a global planning of
the coverage, that arranges the areas by the order of their threat levels.
Since GAC plans only one move in the grid at a time, it has a chance of
getting stuck in a higher-level dangerous area before moving to a lower-level
one (such as in scenario described in the sample map before). Thus, it suffers
from a lower expected coverage.

When the number of threat levels is higher than eight, the graphs reach a
plateau, since the map contains only eight dangerous areas and in each area
all the cells belong to the same threat level; thus, only eight different threat
levels can exist in the map.
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Figure 4.11: Expected coverage percentage, probability of completing the
coverage, and total path length for different numbers of threat levels in en-
vironments with contiguous areas of threats.
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4.3.2.3 Comparing the experimental results to the theoretical bounds

Now, we would like to compare the experimental results to the predicted
theoretical bounds as computed in sections 4.1 and 4.2. Figure 4.12 shows
the comparison for a varying number of threat levels (averaged on 500 maps).
We used the same map settings as in the previous experiments, except that
the maximum threat probability was reduced from 3% to 1% (otherwise some
of the bounds were too low to be seen on the graph). Note that the bounds
for GAC’s expected coverage are not shown, as these are not known for the
time being. Also, the bounds for the expected coverage and the completion
probability are lower bounds, while the bounds for the coverage path length
are upper bounds.

As expected, STAC’s theoretical bounds are more tight than those of
GAC. Specifically, STAC’s actual expected coverage is close to its lower
bound. Since this bound was proven to be close to the optimal expected
coverage (see Section 4.1), this means that the expected coverage percent-
age attained by STAC in practice is close to its optimal value. We can also
observe that as the number of threat levels increases, the gaps between the
probability of completing the coverage and the path length and their respec-
tive bounds widen, as these bounds have a strong dependency on the number
of threat levels.

4.3.3 Coverage paths that trade risk and time

We now consider the case of finding coverage paths that meet desired levels
of risk and coverage time (number of steps). In GAC, these coverage paths
can be found by adjusting the risk penalty D to the proportion α/β between
the desired risk and time levels (Equation (4.13)). In other words, they
trade risk and time.

However, STAC cannot be used to find coverage paths for specific risk
and time levels, since it always covers the cells in the order of their threat
probability. The only way to modify the behavior of STAC is to regroup the
grid cells into smaller number of threat levels than their original number of
threat levels. For example, if the given map contains ten threat levels, then
we can reorganize the cells into five threat levels (cells that belong to threat
levels 1 and 2 will be regrouped into the first threat level, cells that belong
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Figure 4.12: Expected coverage percentage, probability of completing the
coverage, and total path length, and their respective theoretical bounds for
different numbers of threat levels.
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Figure 4.13: GAC’s coverage path for a ratio of 0.2 between the risk and
the time levels on a sample map with randomly scattered threats. The robot
starts the coverage in cell (1,1). The number in each cell indicates the number
of visits in that cell.

to threat levels 3 and 4 will be regrouped into the second threat level, and so
on). This will shorten the coverage path generated by STAC at the expense
of a lower expected coverage. However, this technique cannot be used to
precisely target the desired risk and time levels. Therefore, in this section
we use only GAC for finding coverage paths that meet the specified risk and
time levels.

Figure 4.13 shows the coverage path generated by GAC for the sample
map with randomly scattered threats from the previous sections. The ratio
between the risk and the time levels was set at α/β = 0.2, which means that
visiting a cell with a minimum threat probability incurs an additional 20%
penalty to the cost for making one step in the grid.

In this case, the expected coverage was 78.88%, the probability of com-
pleting the coverage was 51.95% and the coverage’s path length was 127.
Compared with the shortest coverage path, the expected coverage raised by
6.44 percentage points and the probability of completing the coverage raised
by 0.64 percentage points, at the expense of increasing the path length by
22 steps. Compared with the safest coverage path, the expected coverage
of this path is lower by only 1.03 percentage points and the probability of
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completing is lower by 1.28 points, but the path length is significantly lower
(about 70% shorter).

Examining the coverage path in this case shows that the algorithm prefers
to move from a given cell to its dangerous neighbor (a move that costs 1.2)
over going back to its previous location and visiting another safe cell (a move
that costs 2). For example, when the algorithm reaches cell (2,3) it prefers to
move to its dangerous neighbor (3,3), then to go back to its already visited
neighbor (2,2), and from there to the unvisited safe cell (3,2). This strategy
enables the algorithm to make the coverage path much shorter, without sig-
nificantly affecting the total accumulated risk (the dangerous cell (3,3) would
have to be visited anyway at some point).

We now analyze GAC’s performance for different ratios between the risk
and time levels (α/β) in the range between 0.001 and 100 000, with steps
that double (i.e., 0.001, 0.002, 0.004, etc.). In all experiments, we used map
sizes of 20× 20, the ratio of obstacles was 20%, ratio of threats was 30% and
the number of threat levels was 5. The locations of the threat points and the
obstacles were randomly chosen.

Figure 4.14 shows the results averaged on 500 randomly-generated maps.
Note that the x-axis is plotted on a logarithmic scale.

As can be seen, raising the ratio α/β, i.e., making the risk factor more
dominant, leads to higher expected coverage and completion probability at
the expense of increased coverage time. The majority of the changes in the
observed measures occur when this ratio is in the range between 0.1 and 10.
We can also notice that when this ratio reaches a certain level (when α/β is
about 5), there is a decrease in the completion probability while the expected
coverage keeps increasing. This is because when the ratio α/β is high, the
algorithm tends to move back and forth between different dangerous areas in
order to find the next safest cell from the robot’s current position. This can
lead to many redundant steps on the connecting paths between the dangerous
cells, which in turn can cause the probability of completing the coverage to
decrease.

4.4 Summary

In this chapter we have described two polynomial-time heuristic algorithms
for finding a coverage path that meets the optimization criteria: STAC, which
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Figure 4.14: GAC’s expected coverage percentage, probability of completing
the coverage, and total path length for different ratios between the risk and
time levels. Ratio α/β is plotted on a logarithmic scale.
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uses a layer-based approach, and GAC, which follows a greedy approach. We
have provided optimality bounds on the total risk involved in the coverage
paths generated by these algorithms and on their coverage time. Comparing
the two heuristic algorithms have shown that, in general, STAC creates cov-
erage paths with higher expected coverage percentages, while the coverage
paths generated by GAC are shorter and have lower accumulated risk. STAC
has a clear advantage when handling maps with contiguous areas of threats,
since it performs a global planning of the coverage according to the map’s
structure before the coverage begins, whereas GAC plans only one move of
the robot at a time. Moreover, the theoretical bounds on the accumulated
risk and the total path length of STAC’s coverage paths are more tight than
those of GAC’s, and it runs faster than GAC. On the other hand, STAC
is limited to finding only the safest and the shortest coverage paths, while
GAC can be used to find coverage paths that meet any desired risk and time
tradeoffs.
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Chapter 5

MDP Modeling

Chapter 4 presented two heuristic algorithms for solving the adversarial cov-
erage problem and provided some theoretical guarantees on their perfor-
mances. In this chapter we would like to evaluate how far are the solutions
provided by these algorithms from the optimal solution, even if for small
instances of the problem.

A brute force method that computes the optimal path by enumerating
all the possible coverage paths is not feasible even for small instances of the
problem, since the branch factor of the search graph is 4, thus there are at
least 4n possible coverage paths in a grid size of n cells. Moreover, a coverage
path may visit every cell in the grid more than once, which makes the search
even more difficult.

Therefore, in this chapter we model the adversarial coverage problem as
a Markov Decision Process (MDP). The advantage of using MDPs, besides
their many theoretical results, is that they can be used to model uncertainties
in the robot’s actions and sensory information in addition to the costs and
uncertainties originating from the threats existing in the environment.

We show that, given an appropriate definition of the MDP, finding an
optimal policy for the underlying MDP problem also provides an optimal
solution to the adversarial coverage problem. Then, using Value Iteration
(VI) we are able to find optimal solutions to the problem on map sizes of up
to 7× 7. In Chapter 9 we describe a new general method for solving MDPs,
which can be used to find near-optimal solutions to the adversarial coverage
problem on larger maps in a reasonable amount of time.
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5.1 Markov Decision Processes

A Markov Decision Process (MDP) is a tuple < S,A, T,R, γ > [80], where

• S is a set of fully observable states.

• A is a set of actions.

• T : S × A× S → [0, 1] is a stationary, Markovian transition function.

• R : S×A×S → R is a reward function associated with every transition.
Sometimes a cost function C is used instead of R.

• γ is a discount factor 0 ≤ γ ≤ 1, where rewards t time steps in the
future are discounted by γt.

We denote by P (s′|s, a) the probability of the transition from state s to
state s′ when action a is taken.

Stochastic Shortest Path (SSP) problems [18] are a subclass of MDPs
with the following properties:

• The set of states S and the set of actions A are finite.

• All transitions have strictly positive costs C(s, a, s′) > 0.

• There is a set of initial states I ⊆ S.

• There is a set of absorbing goal states G ⊆ S, where all actions lead to
a zero-cost self-transition with probability 1.

• There is no discounting, i.e., γ = 1. Since we have zero-cost absorbing
states and all other state transitions have positive costs, there is no
danger of infinite cyclic returns.

A policy π : S → A specifies the action a = π(s) to be taken in state s.
The value function of a policy π, V π, represents the expected cost incurred
from following policy π from any given state s in S, i.e.:

V π(s) = E

[ ∞∑
t=0

ct

∣∣∣s0 = s

]
(5.1)
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where ct is the cost at time step t.
Our goal is to find a policy that minimizes the value function for all states.

Such a policy is called an optimal policy and denoted by π∗. One of the most
important results in the theory of MDPs states that there always exists an
optimal deterministic policy π∗, which minimizes V π(s) for all states s.

An optimal value function, denoted by V ∗(s), assigns to each state its
value according to an optimal policy π∗, and satisfies the following fixed
point equation, also known as Bellman’s optimality equation [17]:

V ∗(s) = min
a∈A

∑
s′∈S

P (s′|s, a)
[
C(s, a, s′) + V ∗(s′)

]
(5.2)

We also define the state-action value function Q for a given policy π as
follows:

Qπ(s, a) =
∑
s′∈S

P (s′|s, a)[C(s, a, s′) + V (s)] (5.3)

If one knows the optimal Q∗ values, one also knows the optimal value
function and the optimal policy:

V ∗(s) = min
a∈A

Q∗(s, a) (5.4)

π∗(s) = argmin
a∈A

Q∗(s, a) (5.5)

5.2 MDP Formulation of Adversarial Cover-

age

We now formulate the adversarial coverage problem as stochastic shortest-
path problem.

States: The set of states in our model contains all possible configurations
of the environment’s coverage status and the robot’s location. A coverage
status of the environment is represented by a boolean matrix that indicates
for each cell in the grid if it has already been visited by the robot or not.
The state captures all relevant information from the history of the robot’s
movements, thus it satisfies the Markovian property.

The initial state s0 is the state in which the robot is located at the starting
cell of the coverage path, and this is the only cell marked as visited. The goal
states G are the states in which all the grid cells are covered. In addition, one
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of the states in S is defined as a dead state, denoted by sd, which represents
the situation where the robot was stopped by a threat. This dead-end state
requires special attention, as discussed in section 5.3.1. The goal states, as
well as sd, are termination states, i.e., taking any action in them causes a
self-transition with probability 1.

Actions: There are only four possible actions the robot can perform: go
North, South, East or West. There could be fewer than four actions appli-
cable in a given state, depending on the number of obstacles that surround
the cell in which the robot currently resides.

Transition Function: The transition function describes the probability
that the robot will be able to move from its current location to the next
location on its coverage path. More specifically, if the current state is s, in
which the robot is located in cell ci, and the robot executes an action a that
leads it to cell cj, then we distinguish between two possible cases:

Case 1. cj is a safe cell, i.e., pj = 0. In this case there is only one possible
outcome for (s, a). The outcome is a new state s′, in which cj is added to
the environment’s coverage status and the robot’s location is changed to cell
cj. The transition probability in this case is P (s′|s, a) = 1.

Case 2. cj is a dangerous cell. In this case there are two possible successor
states to (s, a). The first one, s′, represents the possibility that the robot
will be able to enter the new cell cj. In s′, cj is added to the environment’s
coverage status and the robot’s location is changed to cell cj. The transition
probability to s′ is P (s′|s, a) = 1− pj, where pj denotes the probability that
the threat in cell cj will stop the robot. The second successor state is sd,
which represents the possibility that the robot will be stopped by a threat in
the cell cj. The transition probability to this state is P (sd|s, a) = pj.

Note that the probabilities on all the outgoing transitions of each state/action
pair sum to 1.

Cost Function: We define a uniform fixed cost C(s, a, s′) = 1 for actions
that lead the robot to a safe cell, based on the assumption that all steps, in
any location, have uniform cost.

For actions that lead the robot to a cell cj with threat probability pj, we
define different costs for the two possible outcomes of this action. If the robot
was not hit by the threat, the cost of the transition to the next state s′ is
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defined as C(s, a, s′) = 1
1−pj . Otherwise, the transition cost to the dead-end

state sd is defined as C(s, a, sd) = −D · log(1−pj)
pj

, where D ≥ 0 is a fixed

penalty assigned to reaching the dead state.
The value of the penalty D should be set according to the desired balance

between the risk and the coverage time (α/β). For example, setting D = 0
should make the model find the shortest coverage path, while setting D =∞
should make it find the safest coverage path. For the in-between cases, to
help us calibrate the value of D, we will define that when α = β, i.e., when
the risk and the coverage time factors have equal importance, the penalty
on making a move to a dangerous cell (with a minimum threat probability)
will be equal to making one step in the grid. In particular, if pmin is the
minimum threat probability, then D is set to:

D = −α
β
· 1

log(1− pmin)
(5.6)

Using this value ofD will make the expected cost of moving to a dangerous
cell be equal to 2 when α = β, i.e., the additional cost for making a risky
step will be 1. We further assume that actions in goal states have no costs
and produce no changes (i.e., Ca(s, s) = 0 and P (s|s, a) = 1 if s ∈ G).

The discount used in this problem is γ = 1, which makes it a Stochastic
Shortest Path MDP. This concludes the definition of the model representing
the adversarial coverage problem. Let us denote it by M.

To demonstrate the model, let us consider the following simple grid (cells
are numbered 1 to 2 from top to bottom and left to right, the numbers in
the cells indicate the threat probabilities pi):

0 0
0.4 0.2

Assume that the robot starts the coverage at cell (1, 1) and then moves
right to cell (1, 2). Let us denote the current state of the environment and
the robot by s1. Figure 5.1 shows the graph describing the possible tran-
sitions from s1. Circular nodes of the graph represent states of the MDP
and the rectangular nodes represent actions. Inside each state node there
is a description of the coverage status of the environment and the robot’s
position (marked by ’R’). Edges from actions to states are annotated with
transition probabilities and costs.
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1 1 R
0 0

s1

Go west
a1

Go south
a2

1 R 1
0 0

s2

1 1
0 1 R

s3

Dead

sd

P = 1, C = 1

P = 0.8, C = 1.25

P = 0.2, C = 1.116D

Figure 5.1: An example for a state in the MDP and its outgoing transitions.
Edges from actions to states are annotated with transition probabilities and
costs.
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As can be seen in the graph, there are two possible actions in state s1:
going left (a1) and going down (a2). Moving left to the safe cell (1, 1) (i.e.,
choosing action a1) has only one possible outcome with probability 1. In the
resultant state s2, the coverage status of the environment does not change,
only the robot’s location. On the other hand, going down to the danger-
ous cell (2, 2) (i.e., choosing action a2) leads to two possible outcomes. If
the move succeeds, i.e., the robot is not stopped by the threat, then the
state changes to s3, in which the robot is located at cell (2, 2) and this cell
is added to the coverage status of the environment. The cost of this tran-
sition is: 1

1−0.2 = 1.25. However, if the move fails, then the robot moves
to the dead-end state sd. The probability of the transition to sd is 0.2,
which is the threat probability in cell (2, 2). The cost of this transition is:

−D · log(1−0.2)
0.2

= 1.116D.

We now prove the correctness of the model M, i.e., that finding an op-
timal policy for M also provides an optimal solution for the adversarial
coverage problem.

Theorem 13. (correctness) The optimal policy of the MDP M represents
an optimal solution to the adversarial coverage problem.

Proof. By definition, the optimal policy π∗ of MDP M minimizes the ex-
pected cost:

E

[ ∞∑
t=0

C(st, at, st+1)

]
(5.7)

where s0 is the initial state, and at = π∗(st) is the action taken at time step
t according to the policy π∗.

The sequence of actions taken by the optimal policy until reaching a goal
state (a0, a1, a2, ...) must be finite, since the goal is reachable from every state
with non-zero probability, and all actions (except those taken in goal states)
have positive costs. Let us denote the number of these actions by n. Thus,
we can write the expected cost of the optimal policy as:

E

[ n−1∑
t=0

C(st, at, st+1)

]
(5.8)

where sn is a goal state.
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From the linearity of expectation, we get:

E

[ n−1∑
t=0

C(st, at, st+1)

]
=

n−1∑
t=0

E
[
C(st, at, st+1)

]
(5.9)

Now let us denote by (c1, ..., cn) the sequence of cells that were visited by
the robot following the actions in (a0, ..., an−1), and their threat probabilities
by (p1, ..., pn). According to the cost function C(s, a, s′) in the MDP model,
the expected cost of moving to cell cj is:

E[C(cj)] = (1− pj) ·
1

1− pj
+ pj ·

[
−D · log(1− pj)

pj

]
= 1−D log(1− pj)

(5.10)

The resultant expression is also true for the expected cost of moving to a
safe cell cj, since in that case pj = 0, thus E[C(cj)] becomes equal to 1.

Thus, the sum in Equation (5.9) becomes:

n−1∑
t=0

E
[
C(st, at, st+1)

]
= n−D

n∑
j=1

log(1− pj) (5.11)

The result is a sum of two expressions - the first is determined by the
coverage path length (n) and the second is determined by the accumulated
risk that was taken by the robot along the path. It is trivial to verify that
if there are two coverage paths with the same accumulated risk but with
different lengths, then the optimal policy will prefer the shorter one. We
now prove that if there are two coverage paths with the same length but
with different accumulated risks, then the optimal policy will prefer the safer
path. Let us denote the sequence of cells visited along the first coverage
path by (u1, ..., ul) and the sequence of cells visited along the second path by
(v1, ..., vm). Let us assume that the first path is safer than the second, i.e.,
it has a greater probability to complete. Thus, we can write:∏

i∈(u1,...,ul)

(1− pi) ≥
∏

j∈(v1,...,vm)

(1− pj) (5.12)

Since the logarithm is a monotonically increasing function of its argument,
the above expression is equivalent to:
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∑
i∈(u1,...,ul)

log(1− pi) ≥
∑

j∈(v1,...,vm)

log(1− pj) (5.13)

If we multiply both sides by −D and add n (the path length), we get:

n−D
∑

i∈(u1,...,ul)

log(1− pi) ≤ n−D
∑

j∈(v1,...,vm)

log(1− pj) (5.14)

Note that the expressions on both sides of Equation (5.14) are similar
to the expression on the right-hand side of Equation (5.11). Thus, we can
conclude that the expected cost of a policy that generates the first coverage
path is lower than the expected cost of a policy that generates the second
one. Therefore, the optimal policy of MDPM is guaranteed to produce the
safer coverage path.

In the in-between cases, where we want to find an optimal coverage path
that takes into account both the coverage time and the accumulated risk,
we can adjust the penalty D according to the desired levels of risk and the
time. The optimal policy will then produce a coverage path that minimizes
the expected cost defined in Equation (5.11), which is dependent on D. The
higher the penalty D is set, the more safer coverage paths will be favored
over shorter ones.

We now discuss the run-time complexity of solving the adversarial cover-
age problem using the MDP model M.

Theorem 14. In a grid containing n free accessible cells the adversarial
coverage problem can be optimally solved in time in O(n2n).

Proof. Every state s ∈ S in the MDP M, that represents the adversarial
coverage problem, consists of the coverage status of the environment and the
robot’s location. In the matrix describing the coverage status of the environ-
ment, each free cell of the grid can be in a visited or unvisited state. Thus,
the number of different matrices describing the coverage status is bounded
by 2n. In addition, the robot can be located at each of the visited cells, thus
there are at most n possible locations for the robot. Hence, the total number
of states in the MDP’s search graph is bounded by n2n. In addition, there
are at most 4 possible actions in each state. Therefore, the total size of the
MDP (the number of states and actions) is bounded by 4n · 2n. Finally, It is

84



5.3. Finding the Optimal Policy

known that the optimal policy of an MDP can be found in polynomial time
in the size of the MDP, for example via linear programming [79]. Thus, the
adversarial coverage problem can be optimally solved in time O(n2n).

The fact that finding an optimal solution to the problem requires expo-
nential time is not surprising, as we have already shown in Section 3.2 that
the adversarial coverage problem is NP-hard.

5.3 Finding the Optimal Policy

Value iteration (VI) is a standard dynamic programming method for solving
MDPs. VI algorithms start with an arbitrary V0, and repeatedly performs
updates for all states according to the following equations:

V k+1(s)← min
a∈A

∑
s′∈S

P (s′|s, a)
[
C(s, a, s′) + V k(s′)

]
(5.15)

This update is known as Bellman update. Note that Equation (5.2) is
the fixed point equation of (5.15), hence it can be proven that these iterative
updates of V eventually yield the optimal value function.

For practical reasons, value iteration is stopped when the Bellman error
or residual defined as:

R(s) =

∣∣∣∣V (s)−min
a∈A

∑
s′∈S

P (s′|s, a)
[
C(s, a, s′) + V (s′)

]∣∣∣∣ (5.16)

over all states s is less than a predefined ε > 0.
After a policy that solves the MDP is found, we reconstruct the robot’s

coverage path by following the policy from the initial state to a goal state.
In order to guarantee that the coverage path is complete, i.e., that it visits
every cell in the target area, we never enter a dead-end state: the next state
is chosen deterministically, assuming that the robot is always able to per-
form the chosen actions. Function BuildCoveragePath describes how robot’s
coverage path is built given its initial location and the chosen policy.

5.3.1 MDPs with dead ends

Researchers have realized that allowing dead ends in goal-oriented MDPs
could break the existing methods for solving them (e.g., [62]). In MDPs with
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Function BuildCoveragePath(G, c0, π)

Input: a grid G, the robot’s starting cell c0, and a policy π
Output: a path P that covers all cells in G reachable from c0

1: P ← ∅
2: Add c0 to P
3: s← the initial state, where no cell is marked as visited and the robot is

located at c0
4: while not all reachable cells from c0 have been visited do
5: a← π(s)
6: s← the state reached after successfully moving to the target cell of a
7: c← the cell in which the robot is located in state s
8: Add c to P
9: Mark c as visited

10: return P

dead ends the objective of finding a policy that minimizes the expected cost
of reaching the goal becomes ill-defined, since it implicitly assumes that for
at least one policy the cost incurred by all of the policy’s trajectories is finite.

This problem can be resolved by assigning a finite positive penalty D
for visiting a dead end, and augmenting the action set A of the MDP with
a special action a′ that causes a transition from the dead end to the goal
with probability 1. This MDP now satisfies assumption S8, since reaching
the goal with certainty is possible from every state. However, this solution
comes with a caveat—it may cause non-dead-end states that lie on potential
paths to a dead end to have higher costs than the dead ends themselves. As
a consequence, the optimal policy may prefer getting into a dead end rather
than reaching the goal. Kolobov et al. [56] suggest resolving this issue by
capping the cost of each state by D. They use the following modified Bellman
equation:

V π(s) = min
{
D, min

a∈A(s)

∑
s′∈S

P (s′|s, a)
[
C(s, a, s′) + V π(s′)

]}
(5.17)

They show that MDPs with dead ends can be solved with VI that uses
Equation (5.17) for updates. Moreover, all heuristic search algorithms for
solving SSPs (such as RTDP) and their guarantees apply to this type of
MDPs if they use Equation (5.17) in lieu of Bellman’s update.
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5.4 Empirical Evaluation

Now we compare the optimal policy found by VI to the solutions provided
by the heuristic algorithms GAC and STAC from Chapter 4. Since the state
space of the MDP is exponential in the size of the target area’s map, we
can use VI to find the optimal policy only for small-sized maps. We first
use a specific map to compare the operations of the algorithms, and then we
report on the statistical analysis of their behavior based on multiple randomly
generated maps with varying parameters.

Figure 5.2 shows an example for the optimal safest coverage path found
by VI on a map of size 7× 7 vs. the safest coverage paths as found by GAC
and STAC on the same map. The map contains 25% threat points with 5
different threat probabilities between 0.02 and 0.1, and 30% obstacles. The
number in each cell indicates the number of visits to that cell along the
coverage path. The termination criterion was set to ε = 0.1.

As can be seen, the VI’s coverage path revisits only a single threat point,
which has the lowest threat probability. The other five revisits are to safe
cells. This coverage path is optimal, since any coverage path of this map must
revisit at least one threat point (there is a threat point located next to the
two lower corners and the robot must get in and out of at least one of these
corners in order to complete the coverage). The probability of completing
the coverage path generated by VI was 49.5%, and its total length was 40.

Running GAC on the same map generated a coverage path with 38.65%
probability of completion (containing 4 revisits to threat points) and total
length of 56, while running STAC on this map generated a coverage path
with 35.65% probability of completion (with 9 revisits to threat points) and
total length of 77. However, the computation time of VI was 40.86 hours,
while the computation time of STAC was 0.038 seconds, and the computation
time of GAC was only 0.01 seconds. In addition, VI needed 2.4GB of RAM
to store all the states in memory.

We have also compared the three algorithms on 50 randomized maps of
size 5 × 5. Figure 5.3 shows the results. As indicated in the figure, the
coverage paths generated by VI have the highest probability of completion
and the lowest coverage path length. However, the expected coverage of these
paths are the lowest, since it was not defined as one of the objectives for the
optimal policy.

Surprisingly, the simple greedy algorithm generates paths whose proba-
bility of completion is very close to the optimum.
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VI

STAC GAC

Figure 5.2: An optimal coverage path generated from Value Iteration on a
sample map (top) vs. the coverage paths produced from STAC (bottom left)
and GAC (bottom right) on the same map. The number in each cell indicates
the number of visits in that cell.
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Figure 5.3: Comparing the expected coverage percentage, probability of com-
pletion and coverage path length between the optimal solution as found by
VI and the solutions found by the two offline algorithms STAC and GAC.
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5.5 Summary

We have described how to model the robotic adversarial coverage problem as
an MDP, and shown how the model can be used to find an optimal solution
to the problem on small-sized maps. To the best of our knowledge, this is
the first time that MDPs have been used to solve problems in the robotic
coverage field. An open research question is how to modify the definition of
the MDP model in order to find the optimal coverage path with respect to
the expected coverage percentage instead of the probability of completion.
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Chapter 6

Online Adversarial Coverage

In this chapter we deal with the online version of adversarial coverage, in
which the covering robot has no a-priori knowledge of the environment, and
thus has to use real-time sensor measurements in order to detect the threats.
We describe an online sensor based algorithm for covering a target area, using
the safest possible coverage path. Our approach is based on the detection
of frontiers, regions on the border between covered space and unexplored
space. By moving to new frontiers, a mobile robot can extend its map into
new territory until the entire environment has been explored. We describe a
strategy that determines the best frontier to be visited by taking into account
both the cost of moving to each frontier and the safety of the region that is
reachable from it. We provide both theoretical and empirical evaluation of
the algorithm. We also compare the performance of the online algorithm to
its offline counterpart, and examine the effect of the robot’s sensing radius
on its ability to complete the coverage.

6.1 Robot Model

We define an observation function O(c) that returns the set of cells that can
be observed by the robot from its current cell c. Even though our approach
can be applied to any observation function, for simplicity we assume the
robot is equipped with an omnidirectional sensor with limited range r (e.g.,
a panoramic camera). If the robot’s sensors provide less than a 360◦ field of
view, we assume that after arriving at a new location, the robot turns around
in order to take a 360◦ view of its surroundings.
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Figure 6.1: The set of cells that can be detected by the robot’s sensor from
cell (5, 5) within the range r = 3. Obstacles are represented by black cells,
and visible cells are colored blue.

Thus, when the environment is represented as a regular grid of equal
square cells, the observation function is defined as follows: the robot in a cell
c observes a cell c′ if the line segment connecting the centers of c and c′ is in
the circle of radius r, centered in c, and does not cross any occupied cell. We
require that at least half of the cell c′ is observable by the robot’s sensor to
be included in O(c). Figure 6.1 shows an example for O(c), when the robot
is located at cell c = (5, 5) and has a sensor with radius r = 3. A similar
model has been used in other works in the literature (e.g., [84]).

Since in the online case the robot cannot plan its entire coverage path in
advance, it makes more sense for it to try to maximize the expected coverage
before it is stopped than to maximize the overall probability of completing
the coverage. Thus, in the online case we focus on the objective of maximizing
the expected coverage percentage (Equation (3.2)).

6.2 Online Adversarial Coverage Algorithm

The Online Adversarial Coverage algorithm (OAC for short) is shown in
Algorithm 3. Before describing the algorithm in detail, we introduce the
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following definitions:

Definition 9. The Von Neumann neighborhood of a cell c, denoted by
V(c), is the set of the four cells orthogonally surrounding c, i.e., the four cells
with Manhattan distance 1 from c.

If the robot is located at cell c, then it can move to any free cell that
belongs to the Von Neumann neighborhood of c.

Definition 10. A frontier cell is an unvisited cell in the grid that has at
least one visited neighbor in its Von Neumann neighborhood.

OAC maintains a list of frontier cells, denoted by F . The list is initialized
with the free cells in the Von Neumann’s neighborhood of the robot’s start-
ing cell (lines 3–4). The main loop in OAC continues until the frontier list
is empty. In each iteration of the loop (lines 7–13), first the cost (risk and
distance) of moving to each frontier and the number of safe cells that can be
reached from each frontier are computed (by calling ComputeCostToFrontiers
and ComputeReachableSafeCells, respectively). Next, one of the frontiers in
the list is selected as the next destination for the robot to visit (by call-
ing ChooseNextFrontier). The robot moves to the selected frontier using the
safest possible path from its current location (line 10). Lastly, that frontier
is removed from F , and all the unvisited free cells in its Von Neumann neigh-
borhood are added to F (in the function UpdateFrontier). Eventually, every
free cell accessible from the robot’s starting cell will be added to the frontier
list and thus visited by the robot (as will be shown in Lemma 5).

We now describe the operation of each of the helper functions and pro-
cedures. Procedure ComputeCostToFrontiers finds the safest paths from the
robot’s current location to each of the frontiers in F . It begins by creating
the graph G = (V,E) induced from the visited and the frontier cells (line 2).
In this graph, each visited or frontier cell is represented by a vertex in V and
vertices that represent adjacent cells in the grid are connected by an edge in
E. The idea is that the path to any given frontier must go through cells that
have already been visited or other frontiers (since the frontiers lie on the
boundary between the visited and unvisited regions). Then the algorithm
runs Dijkstra’s shortest paths algorithm on the graph G (line 3), using the
following edge weights:

wij =

{ − log(1− pj) if cell j contains a threat
− log(1− pmin)

n
otherwise

(6.1)
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Algorithm 3 OnlineAdversarialCoverage(s,O)

Input: the starting cell of the robot s, and the observation function O
1: Mark s as visited
2: F ← {s} . the set of frontier cells
3: UpdateFrontier(F, s)
4: c← s . c is the robot’s current cell
5: while F 6= ∅ do
6: ComputeCostToFrontiers(c)
7: ComputeReachableSafeCells(F, c,O)
8: f ← ChooseNextFrontier()
9: Move to f using f.path

10: Mark f as visited
11: UpdateFrontier(f)
12: c← f

This weight function is the same as the weight function used in GAC
(Equation (4.12)), when applied to the case in which we are interested in
finding the safest coverage path. Since in practice we cannot set the penalty
factor D to ∞, we instead define a small constant cost to edges that target
safe cells. This cost is equal to 1/n of the weight of an edge that targets the
least dangerous cell on the map (n is the grid size). Thus, the cost of visiting
any dangerous cell is greater than the cost of visiting all the safe cells in the
grid.

After running Dijkstra’s shortest path algorithm on the graph, the safest
path to each frontier is found by traversing the shortest paths tree from the
robot’s current cell. The path, its probability to complete and its length are
stored as fields in the frontier’s data structure.

Procedure ComputeReachableSafeCells computes the number of safe cells
that can be reached from each frontier, without going through any threat
point. For each frontier, it first builds a graph G that contains the frontier
and all the free safe cells in its Moore’s neighborhood (this neighborhood
is visible to the robot’s sensor when the robot is located at that frontier).
Then, it runs BFS on G in order to find all the cells in the neighborhood
that are accessible from that frontier (i.e., there is a path from the frontier
to them that does not go through any obstacle or a threat point), and stores
their count in the frontier’s data structure.
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Procedure ComputeCostToFrontiers(F, c)

Input: a set of frontier cells F , and the cell c the robot is located at
1: Build a graph G that consists of the visited cells and the frontiers, and

its edge weights are defined by Equation (6.1)
2: Run Dijkstra on G starting from c
3: for each frontier f ∈ F do
4: f.path← the safest path from c to f
5: f.P ← the probability of reaching f
6: f.L← |f.path|

Procedure ComputeReachableSafeCells(F, c,O)

Input: a set of frontier cells F , the cell c the robot is located at, and the
observation function O

1: for each frontier f ∈ F do
2: Build a graph G that consists of all the free and safe cells in O(f)

and f itself
3: Run BFS on G from f
4: f.N ← the number of unvisited vertices in G that are reachable from
f

Function ChooseNextFrontier is responsible for choosing the next frontier
to be visited by the robot. It evaluates each candidate frontier f , according
to the following components:

1. f.P – the probability of reaching f .

2. f.L – the length of the path leading to f .

3. f.N – the number of unvisited safe cells that can be reached from f ,
without going through any threat point.

First, the algorithm prefers the frontier with the safest paths from the
robot’s current location. If there are two frontiers with equally safe paths
from the robot’s current location, then we distinguish between two cases:

Case 1. The paths to both frontiers are completely safe (i.e., their prob-
ability to complete is 1). In this case, the algorithm chooses the frontier with
the minimum path length. In this case we do not care about the safety of the
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regions that can be reached from the frontiers, because the robot can move
between the frontiers safely.

Case 2. The paths to both frontiers are not completely safe. In this
case, the algorithm prefers the frontier that enables the robot to reach a
safer region. If the regions reachable from these frontiers are equally safe,
then the algorithm again prefers the frontier with the minimum path length.

The emergent behavior of the robot following this algorithm is that it
will first visit all the safe cells that can be reached from its current location.
After visiting all the reachable safe cells, all the frontiers become dangerous
(i.e., contain threat points). The robot then will move to the safest frontier,
i.e., the frontier with minimum threat probability. If there is more than one
such frontier, the robot will move to the frontier that enables it to reach the
safest region, i.e., a region with the highest number of unvisited safe cells.

Function ChooseNextFrontier(F )

Input: a set of frontier cells F
Output: the next frontier to visit

1: Pmax ← 0
2: for each frontier f ∈ F do
3: if f.P > Pmax then
4: Pmax ← f.P
5: f ∗ ← f
6: else if f.P = Pmax then
7: if Pmax = 1 then
8: if f.L < f ∗.L then
9: f ∗ ← f

10: else if f.N > f ∗.N then
11: f ∗ ← f
12: else if f.N = f ∗.N and f.L < f ∗.L then
13: f ∗ ← f

14: return f ∗

6.3 Theoretical Analysis of OAC

In this section we consider several properties of the OAC algorithm. We first
prove that the algorithm creates a complete coverage path, i.e., a path that
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Procedure UpdateFrontier(F, f)

Input: a set of frontier cells F , and the last visited frontier f
1: Remove f from F
2: for each cell c ∈ V(f) do
3: if c is an unvisited free cell and c /∈ F then
4: Add c to F

visits every free cell of the environment that is reachable from the robot’s
starting location.

Lemma 5. Every free cell accessible from the starting cell s becomes a fron-
tier exactly once during the OAC algorithm.

Proof. We first prove that every free cell accessible from s becomes a frontier
at least once. We prove this by induction on the Manhattan distance d of the
cells from s. As the base case, consider d = 0. The only cell with d = 0 is s
itself, and it is added to the frontier set F in line 3 of OAC. We now assume
correctness for d = k and prove for d = k+ 1. Consider a cell c with distance
d = k + 1 from s. This cell belongs to the Von Neumann neighborhood of
some cell c′ with distance k from s. By the induction hypothesis, c′ becomes
a frontier at some point of the algorithm. Thus, at some point c′ is selected
by ChooseNextFrontier and then the function UpdateFrontier is called with
it (in line 12 of OAC). UpdateFrontier iterates over all the neighbors of c′,
including c, which can be in one of the following states:

• c has already been visited, thus it must have already been a frontier,
since only frontier cells are marked as visited (line 10 in OAC).

• c ∈ F , thus it is already a frontier

• c has not been visited yet, nor it belongs to F . In this case, c is added
to F , and thus becomes a frontier.

In any case, c must become a frontier at some point of the algorithm,
which concludes the induction proof.

We now show that a cell cannot become a frontier more than once during
the algorithm. Once a cell c is added to the frontier list F (line 5 in Up-
dateFrontier), it remains in that list until it is selected by ChooseNextFrontier
and subsequently visited by the robot and marked as visited (lines 10-11 in

97



6.3. Theoretical Analysis of OAC

UpdateFrontier). Thus, after becoming a frontier, c must either belong to F
or be marked as visited. The only place in the algorithm where a cell can
become a frontier is in line 5 of UpdateFrontier, in which the cell defined as
a frontier must be an unvisited cell that does not belong to F . Thus, once a
cell becomes a frontier, it cannot be defined as a frontier again. Hence, every
free cell accessible from the starting cell s becomes a frontier exactly once
during the OAC algorithm.

We can now use Lemma 5 to prove Theorem 15.

Theorem 15 (completeness). The OAC algorithm covers every free cell ac-
cessible from the starting cell s.

Proof. By Lemma 5, every free cell accessible from the starting cell s becomes
a frontier at some point in the algorithm. Since all the cells in the frontier list
are eventually visited by the robot (line 9 in OAC), every free cell accessible
from s is covered by the algorithm.

We now analyze the run-time and memory requirement of the OAC algo-
rithm.

Theorem 16. Let n be the total number of free cells accessible from the
starting cell s. Then OAC covers the given area in O(n2logn) time using
O(n) memory.

Proof. The main loop in the function OAC iterates over the cells in the
frontier list. Since by Lemma 5, every free cell reachable from s becomes a
frontier exactly once, the number of iterations of the main loop is precisely
n. In addition, the size of the frontier list F at any given time is at most n.

We now examine the run-time of each function that is invoked during each
iteration of the main loop. First, Procedure ComputeCostToFrontiers runs Di-
jkstra on a graph that consists of all the visited cells and the frontiers, thus
the number of vertices in the graph is bounded by n. Since the graph is sparse
(each vertex is connected by at most 4 edges), |E| = O(|V |), thus running
Dijkstra’s algorithm on this graph takes O(nlogn) time. Then the procedure
ComputeCostToFrontiers goes over all the frontiers in the frontier list and up-
dates their fields, which takes O(n) time. Hence, the total running time of
ComputeCostToFrontiers is O(nlgn). Second, Procedure ComputeReachable-
SafeCells iterates over the frontier list, and for each frontier it runs BFS on a
graph that consists of all the free and safe cells in the Moore’s neighborhood
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of the frontier. In the worst-case, this neighborhood contains all the cells in
the grid (for example, when the sensor’s range is greater than or equal to the
map’s length), thus the size of this graph is O(n). Since the graph is sparse,
i.e. |E| = O(|V |), running BFS on this graph takes O(n). Third, Function
ChooseNextFrontier goes over the frontier list, and the number of operations
it makes on each frontier is O(1), thus its total running time is O(n). Finally,
Procedure UpdateFrontier goes over all cells in the Von Neumann’s neighbor-
hood of the current frontier. This neighborhood contains at most 4 cells,
thus the run-time of this function is O(1). In addition to invoking these four
functions, each iteration of the main loop makes additional O(1) operations.
Hence, the entire time complexity of OAC is O(n2logn).

The memory requirement of the algorithm is O(n), since it needs to store
in memory only the frontier list, which contains at most n cells, and the
graphs that it needs to build contain at most n vertices and 4n edges.

We now establish bounds on the minimum completion probability and
the length of the coverage path generated by OAC.

Theorem 17. Let l be the number of dangerous threat levels. Denote the
number of cells that belong to each threat level by n0, ..., nl and the threat
probabilities of these levels by p0, ..., pl (p0 = 0). Then the coverage path gen-
erated by OAC covers the given grid using a path whose length is at most∑l

i=0

[
4ni(l − i + 1)

]
and its probability of completing is at least

∏l
i=1(1 −

pj)
4ni(l−i+1).

Proof. OAC behaves similarly to the Greedy Adversarial Coverage (GAC)
algorithm when GAC is used to find the safest coverage path (Section 4.2),
since in each iteration it leads the robot from its current location to an
unvisited frontier using the safest possible path. The only difference between
the algorithms is that OAC also takes into account the number of safe cells
that are accessible from each frontier. Thus, the same bounds that have been
proved in Theorem 11 on GAC’s safest coverage path length and probability
of completion can be applied to OAC’s coverage path.

6.4 Empirical Evaluation

We first use a specific map to illustrate the operation of the OnlineAdversari-
alCoverage algorithm. The sample map consists of 10 × 10 square cells, out
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Figure 6.2: OAC’s generated coverage paths on a sample map when the
robot’s sensing range was r = 1 (left) and r = 3 (right). The numbers in the
cells indicate their visit order.

of which 25% contain obstacles, 25% contain threats and the other 50% are
free and safe. The sample map consists of 10× 10 square cells, out of which
25% contain obstacles, 25% contain threats and the other 50% are free and
safe. The threats belonged to three distinct levels, where the probability of
being hit at the maximum threat level was 10%. The locations of the threat
points and the obstacles were randomly chosen.

Figure 6.2 shows the safest coverage paths found by OAC on the sample
map for two different sensing ranges: r = 1 (left figure) and r = 3 (right
figure). The robot starts the coverage in cell (1,1). The numbers in the cells
indicate their visit order (e.g., the cell with the number 1 was the first cell
visited by the robot).

When r = 1, the expected coverage of the path was 62.27%, while its
length was 176. On the other hand, when r = 3, the expected coverage of
the path was 64.78%, and its length was also 176. The larger sensing radius
enables the robot to choose frontiers that lead to larger areas of safe cells
before moving to visit dangerous areas.

For example, the coverage path until the 16th visited cell (cell (2,2)) is
identical in both cases. At that stage there are 5 frontier cells the robot
can choose from: f1 = (2, 4), f2 = (2, 6), f3 = (2, 8), f4 = (2, 9), f5 = (4, 4)
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and f6 = (4, 5). The safest frontiers are (2,6), (2,9) and (4,4). When the
sensing radius of the robot is r = 1, it cannot distinguish between these
three frontiers, because it cannot detect the cells that can be reached from
them. Thus, it chooses to go to cell (2,6), which has a shorter path from
its current location. However, when the robot’s sensing radius is r = 3, it is
able to detect that going to frontier (4,4) will enable it to visit another safe
cell (4,3), thus it prefers to move to that frontier.

The next time the two coverage paths differ, is when the robot reaches
cell the 20th cell (2,9). At that stage the two safest frontiers the robot can
choose from are: f1 = (2, 8) and f2 = (3, 9). When the sensing radius is
r = 1, the robot cannot distinguish between these two frontiers, because
it cannot detect the cells that are reachable from them, thus it arbitrarily
chooses to go to cell (2,8). However, when its sensing radius is r = 3, it can
detect that there are 7 unvisited safe cells that can be reached from (3,9)
before visiting any dangerous cells, thus it chooses to go to cell (3,9), which
leads to an increase in its expected coverage percentage.

We now describe the results of running the online algorithm on 200 ran-
dom maps of size 20× 20, with varying sensor ranges between 1 and 15. In
all the experiments, the obstacles ratio and the threats ratio were both set
to 25% of the cells, the number of threat levels was 3, and the maximum
threat probability in the dangerous cells was set to 10%. The locations of
the threat points and the obstacles were randomly chosen.

Figure 6.3 shows the results. The expected coverage percentage increases
from 41.62% for a sensor radius of r = 1 to 45.34% for a sensor radius of
r = 7, and then remains approximately the same. This is because under
the given obstacle density (25% of the map cells), increasing the size of the
visible neighborhood of a given cell to more than 7 cells does not allow the
robot to detect a higher number of safe cells from each frontier. Therefore,
the decision of which frontier to choose is not affected anymore by its sensor’s
range.

As the sensor range increases, the coverage path length also increases:
from 799 for r = 1 to 887 for r = 15. This can be explained by the fact
that when the robot has better sensing capabilities, it occasionally prefers to
move to a frontier that is further away from its current location, but enables
it to reach a safer area.

Next, we wanted to examine the impact of the robot’s knowledge of the
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Figure 6.3: Expected coverage percentage and coverage path length for dif-
ferent sensor ranges.
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environment on its ability to complete the coverage. For that purpose we
have compared the ability of the robot to complete the coverage, when it
has zero-knowledge on the environment (i.e., online coverage) and when it
has full knowledge on the environment (i.e., offline coverage). Figure 6.4
evaluates the performance of the online adversarial coverage algorithm when
the robot has a sensing radius of r = 3 against the performances of the
offline adversarial coverage algorithms STAC and GAC for varying threat
ratios between 0.0 and 0.5. In these experiments, we used a map size of
20× 20. The ratio of the obstacles was set to 25%.

As indicated in the figure, the values attained by the online algorithm lie
between those of STAC and GAC. STAC achieves the highest expected cov-
erage, since this is the objective of the algorithm, and it has the entire map of
the environment to plan the path according to that objective. Nevertheless,
OAC achieves higher expected coverage than GAC despite the limited knowl-
edge the robot has on the environment, which validates our frontier-based
approach described above. On the other hand, GAC achieves the highest
probability of completion, while OAC’s result is not far behind it.

6.5 Summary

In this chapter we have presented the online version of the adversarial cov-
erage problem. We have shown how a frontier-based approach can take ad-
vantage of the robot’s sensing capabilities in order to maximize the expected
covered area before the robot is stopped. Increasing the robot’s sensing ra-
dius can improve its ability to cover the target area up to a certain limit,
which is derived from the size and the structure of the environment.
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Figure 6.4: Comparing the expected coverage percentage, probability of com-
pletion and coverage path length between the online algorithm with r = 3
and the two offline algorithms STAC and GAC.
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Chapter 7

Multi-Robot Adversarial
Coverage

Previous chapters dealt with the adversarial coverage problem in the single-
robot domain. Using a multi-robot team for the coverage has clear advan-
tages in terms of both coverage time and robustness: even if one robot is
totally damaged, others may take over its coverage subtask. Therefore, in
this chapter we describe a multi-robot coverage algorithm for adversarial en-
vironments. The algorithm tries to maximize the percentage of covered area
before the entire team is stopped, while minimizing the coverage time.

Similarly to Spanning-Tree Adversarial Coverage (Section 4.1), the algo-
rithm is based on decomposition of the target area into connected areas of
different risk levels. However, in the multi-robot case we can split the task of
covering those areas between the robots in the team. The areas are assigned
to the robots in a way that minimizes their probability of being stopped by
a threat on the path to their designated areas. If a robot is stopped during
the coverage of its assigned area or on its way to it, then another robot from
the team which has the safest path from its current location is chosen to take
over its coverage subtask.

We analytically show that the algorithm is robust, in that as long as
a single robot is able to move, the coverage will be completed. We also
establish theoretical bounds on the minimum covered area guaranteed by
the algorithm and on the coverage time. Lastly, we evaluate the effectiveness
of the algorithm in an extensive set of environments and settings.
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7.1 Problem Formulation

A team of k robots R = {R1, ..., Rk} needs to cover a given area. The
properties and the representation of the target area and the robots are the
same as the ones defined in Section 3.1. In this chapter we deal with offline
coverage, i.e., the robots are given a map of the environment in advance.
We assume that communication between the robots is available without any
restrictions. Each robot autonomously covers the area it is assigned, keeping
track of all the covered and uncovered space by communicating with the
other robots (see Section 7.2.2 for the communication requirements).

Figure 7.1 shows an example world map of size 20 × 20, with 8 robots
located at the upper-left corner of the area. Obstacles are represented by
black cells, safe cells are colored white, and dangerous cells are represented
by 5 different shades of magenta. Darker shades represent higher values of
pi (more dangerous areas).

We assume that robots that have been stopped by threats do not block
live robots, i.e. other robots can move through their cells, and that the
threats remain there. An example for a real-world scenario in which this
assumption holds is when the covering robots are UAVs, and the threats are
constant in time (e.g., an anti-drone weapon aimed at a particular location).

The survivability measure can be defined in two levels: the survivability
of each single robot, and the survivability of the team. We say that a robot
survives the coverage, if it manages to finish its coverage task unharmed. To
formally define the survivability of a robot Ri, we first denote the coverage
path that it follows by Pi = (ci1, c

i
2, ..., c

i
ni

), where cij is the cell that robot i
is located at in time step j. Thus, the probability that a robot Ri survives
the coverage is:

Surv(Ri) =

ni∏
j=1

(1− pij) (7.1)

where pij denotes the probability that the robot is stopped by a threat in
cell cij.

We say that a team of robots survives the coverage, if at least one of the
robots in the team survives until all cells in the area are visited (coverage
completed). Thus, if it takes t time steps to cover the area, the probability
that a team of k robots R = {R1, ..., Rk} is able to cover this area is:
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Figure 7.1: A sample map with 8 robots located at the upper-left corner of
the environment. Darker shades represent more dangerous areas.
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Surv(R) =
t∏

j=1

[
1−

k∏
i=1

pij

]
(7.2)

Following these definitions, we can now define the Multi-Robot Safe Ad-
versarial Coverage Problem (MRSACP) as follows:

Definition 11. Multi-Robot Safe Adversarial Coverage Problem (MRSACP):
Given a team of k robots and a grid representation of a world that contains
obstacles and threat points, find a coverage path of the grid that maximizes
the survivability of the team.

The NP-hardness of MRSACP follows directly from the NP-hardness of
the single-robot safest coverage path problem SCMRP (Theorem 1).

7.2 Multi-Robot Adversarial Coverage Algo-

rithm

The Multi-Robot Adversarial Coverage algorithm (MRAC, described in Al-
gorithm 4) uses a layered-based approach. It first tries to cover all the safe
cells in the target area as efficiently as possible, using the given k robots.
Then it covers the dangerous areas from the least dangerous ones to the
most dangerous ones. This way the algorithm tries to maximize the coverage
percentage before the entire group of robots is stopped.

In addition, we denote the distinct threat probabilities that exist in the
grid by p0, ..., pl(p0 = 0) (l is finite, since the number of cells in the grid
is finite), and define threat level i as the group of all the cells that contain
threats with probability pi of stopping the robot.

The main steps of the multi-robot coverage algorithm are:

1. Split the target area into layers according to the threat levels, i.e. layer
i contains all the cells that belong to threat level i.

2. For each threat level i, denote by Ai1, A
i
2, ..., A

i
ni

the connected areas
that belong to level i.

3. Each robot is assigned to a safe area A ∈ {A0
1, ..., A

0
n0
}, which has the

safest path from its current location. Areas with more than one robot
assigned to them are split between their assigned robots.
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4. For the coverage of each area, we use a modified version of GAC
(Greedy Adversarial Coverage), the algorithm for a single-robot ad-
versarial coverage (Section 4.2).

5. When a robot Ri completes its current coverage task, it is allocated
an uncovered area from the safest threat level which has not been
completed yet. If more than one such area exists, the area with the
minimum-risk path from the robot’s current location is chosen. If all
areas have been allocated, then the robot is added to an area that is
already being covered by another robot. This area is split into two,
where each robot is assigned to the sub-area with the safest path from
its current location.

6. If a robot is hit by a threat during the coverage of its allocated area,
then this area is returned to the pool of unassigned areas.

7. If all the robots have completed their area coverage, and there are no
uncovered cells, then the robots declare the environment covered.

The algorithm consists of two main phases: the first phase (steps 1–3) is
executed prior to the coverage and computes the initial allocations of areas
to the robots. This computation can be performed either offline or online by
one of the robots, and then its results can be transmitted to all the other
robots in the team. The second phase (steps 4–7) is executed independently
by each of the robots in a distributed manner during the coverage process
itself.

Algorithm 4 MultiRobotAdversarialCoverage(G,R)

Input: a grid G representing the target area, and a group of robots R
1: InitialAreasAllocation(G, R)
2: while not all cells in G have been visited do
3: for each robot R ∈ R do in parallel
4: RobotStateMachine(R)

Before describing the algorithm in detail, we introduce the graph parti-
tioning technique that is used throughout the algorithm (Section 7.2.1) and
the data structures that are used to manage the allocation of areas and the
state of each robot (Section 7.2.2). Then, we explain in detail the initial allo-
cation phase (Section 7.2.3) and the state machine that controls each robot’s
actions during the coverage (Section 7.2.4).
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Figure 7.2: The three phases of multilevel k-way graph partitioning. [52]

7.2.1 Multi-level graph partitioning

There are several places in the algorithm where we need to use a graph
partitioning scheme, in order to divide a given area between several robots.
More specifically, we need to apply graph partitioning in the initial allocation
of areas to robots, and at the end of the coverage when all the areas have
been allocated and there are some idle robots that can help their teammates
finish their coverage task.

The problem of partitioning a graph into k equally-sized components is
known to be NP-Hard [58]. Therefore, practical solutions are based on
heuristics. Here we use a multi-level graph partitioning algorithm [52], that
consists of three main phases: coarsening, partitioning, and uncoarsening
(Figure 7.2). In the coarsening phase, a sequence of smaller graphs, each with
fewer vertices is obtained by collapsing vertices and edges into single vertices
of the next level, which are called multi-nodes. Then, in the partitioning
phase, the coarse graph obtained is partitioned. Lastly, in the uncoarsening
phase, the partitioning is refined while the original graph is restored.
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7.2.2 Data structures

The algorithm maintains a list of connected areas, denoted by L. Each area
can be in one of the following states:

1. Sunassigned - unassigned to any robot

2. Sassigned - assigned to a robot and not completely covered yet

3. Scovered - covered

An area that has been assigned to a robot can change its state to either
being covered (if the robot has successfully finished covering it) or to unas-
signed (if the robot has been stopped by a threat during its coverage). An
area that has been completely covered cannot change its state.

For each area A, we maintain the following fields:

• level[A] - the threat level this area belongs to

• cells[A] - the group of cells that belong to this area

• state[A] - the current state of the area

• initial[A] - the group of robots initially assigned to this area. If the
group contains more than one robot, then this area would need to split
between them.

• robot[A] - the robot currently assigned to this area

Each robot in the team can be in one of the following states:

1. Straveling - traveling to the next area that the robot has to cover.

2. Scovering - in the process of covering a given area.

3. Sidle - the robot has finished covering its allocated area and there are
no more areas to be covered.

4. Sdead - the robot has been stopped by a threat.

The transitions between the robot’s states are described in Section 7.2.4.
For each robot R, we maintain the following fields:

• state[R] - the current state of the robot

111



7.2. Multi-Robot Adversarial Coverage Algorithm

• area[R] - the current area the robot is assigned to

• loc[R] - the robot’s location

• path[R] - the path the robot is currently following. This path can
be either the transition path to the robot’s next allocated area or the
coverage path of the area it is currently covering.

In addition to the global map, we assume that the following data struc-
tures are shared (and synchronized) between the robots:

1. The status of each cell in the map (visited or not).

2. The list of connected areas and their states.

3. The states of all the robots, and the areas that they are assigned to.

7.2.3 Initial areas allocation

Procedure InitialAreasAllocation is run prior to the coverage itself. It is re-
sponsible for pre-processing of the map and the initial allocation of coverage
tasks to the robots.

Procedure InitialAreasAllocation(G, R)

Input: a grid representing the target area G, and a group robots R
1: L← ∅ . the list of connected areas
2: Group the cells in G into l + 1 threat levels, T0, ..., Tl
3: for each threat level i, 0 ≤ i ≤ l do
4: Build the graph Hi induced from the cells in Ti
5: Find the connected components (areas) of Hi using DFS
6: Let A1, ..., Ak be the connected areas of Hi

7: for each area Aj, 1 ≤ j ≤ k do
8: state[Aj]← Sunassigned
9: level[Aj]← i

10: Add Aj to L

11: d← 4 . maximal area density
12: AllocateAreasToRobots(L, R, d)
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Procedure AllocateAreasToRobots allocates the initial areas to the robots.
The idea is to initially cover all the safe areas as fast as possible, using all
the robots available, before moving to the dangerous areas.

For each robot the procedure the safest paths of the robot to every safe
area. The safest path to area A is denoted by PA, and its cost, which is
defined as the sum of the weights of all the edges in the path, is stored in
the field cost[PA]. Then the procedure sorts the paths by their cost, and
finds the path with the minimum cost that leads to a safe area, that is not
too dense with robots. We define a dense area as an area whose number of
cells is less than d times the number of robots assigned to it, i.e., each robot
has less than d cells to cover on average (in experiments we have found that
d = 4 gave the best results).

After the allocation of areas for all the robots, every area that is as-
signed to more than one robot is split between the robots using the graph
partitioning method described in section 7.2.1.

Function FindSafestPathToArea searches for the safest path from the cur-
rent location of the robot to any of the cells that belong to the given area A.
For that purpose, it runs Dijkstra’s shortest paths algorithm on the graph
induced from the grid’s cells, using the following edge weights:

wij =

{
pj/pmin if cell j contains a threat

1/n otherwise
(7.3)

This weight function ensures that wij ≥ 1 for edges that target a dan-
gerous cell, while wij = 1/n (where n is the grid size) for edges that target
a safe cell. This way, the cost of visiting one dangerous cell is greater than
the cost of visiting all the safe cells in the grid. Thus, only when there are
two equally safe paths, the robot will prefer the shorter one. The safest path
from the robot’s current location to a cell c in the area A is denoted by Pc.
The cost of the path, which is stored in the field cost[Pc], is defined as the
sum of the weights of all the edges in the path.

Procedure SplitAreaBetweenRobots splits the given area into k connected
sub-areas using the multi-level graph partitioning algorithm. Then it assigns
each robot to the sub-area with the safest path from its current location.
Since each sub-area can be allocated to only one robot, we use the Hungarian
algorithm [59] for deciding the optimal assignment.

Procedure AssignRobotToArea updates the data structures to indicate
that an area A has been assigned to robot R.
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Procedure AllocateAreasToRobots(L, R, d)

Input: a list of connected areas L, a group of robots R and the maximal
area density d

1: S ← {A|A ∈ L ∧ level[A] = 0} . the safe areas
2: for each robot R ∈ R do
3: {Find safest paths to all safe areas}
4: for each area A ∈ S do
5: PA ← FindSafestPathToArea(A, loc[R])

6: {Find safest non-dense area}
7: Let A1, ..., Ak be the areas sorted by cost[PA]
8: i← 1
9: while i ≤ k and area[R] = null do

10: if |initial[A]| · d ≤ |cells[A]| then . check if area is not too dense
11: Add R to initial[A]
12: else
13: i← i+ 1

14: {Split the areas that are allocated to multiple robots}
15: for each area A ∈ S do
16: if |initial[A]| > 1 then
17: SplitAreaBetweenRobots(A)
18: else if |initial[A]| = 1 then
19: R← the only robot in initial[A]
20: path[R]← PA
21: AssignRobotToArea(A, R)

Function FindSafestPathToArea(A, s)

Input: a connected area A, and a cell in the grid s
Output: the safest path connecting s to a cell in A

1: Build the graph H induced from the grid’s cells
2: Run Dijkstra’s shortest paths algorithm on H from s
3: for each cell c ∈ A do
4: Pc ← the safest path from s to c
5: cost[Pc]←

∑
e∈Pc

w(e)

6: return argminPc
cost[Pc]
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Procedure SplitAreaBetweenRobots(A,R, L)

Input: a connected area A, the group of robots R, and the list of connected
areas L

1: Build the graph G induced from the area A’s cells
2: k ← |R|
3: Partition Graph(G, k)
4: Let G1, G2, ...Gk be the subgraphs created from the partition
5: for i← 1 to k do
6: Create a subarea Ai
7: cells[Ai]← the nodes in Gi

8: level[Ai]← level[A]
9: Add Ai to L

10: {Compute the safest path of each robot to the sub-area}
11: for j ← 1 to k do
12: Pij ← FindSafestPathToArea(Ai, loc[Rj])
13: Cij ← cost[Pij] . the cost matrix

14: O ← HungarianMethod(C) . O is the optimal assignment of robots to
sub-areas

15: Oi ← optimal assignment of robot i
16: for i← 1 to k do
17: path[Ri]← POi,i

18: AssignRobotToArea(Oi, Ri)

19: Remove A from L

Procedure AssignRobotToArea(A,R)

Input: a connected area A, and a robot R
1: robot[A]← R
2: state[A]← Sassigned
3: area[R]← A
4: state[R]← Straveling
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Figure 7.3: The initial areas allocation phase on a sample map with three
robots.

Figure 7.3 demonstrates the initial allocation phase on a sample map
containing three robots. All three robots are initially assigned to the upper
safe area, since they are already located in that area when the coverage
begins. Using the graph partitioning technique described above, this area is
split into almost equal three sub-areas: two of them contain 8 cells (the blue
and orange areas) and the third one (colored mustard) contains 9 cells. Since
all the three robots have completely safe paths from their initial locations to
each one of these sub-areas, the sub-area to which each robot is assigned is
chosen by its distance to it.

7.2.4 Robot state machine

We now describe the algorithm that is executed by each robot independently,
after the initial allocations have been performed. Figure 7.4 shows the state
machine that controls the actions taken by each robot at each time step. The
detailed operation of the state machine appears in Algorithm 5.

The robot typically starts in the state Straveling, unless there were not
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Start Traveling Covering

Dead
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No area to assign

Reached target area
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path to the area
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Finished coverage

and all areas are assigned

Another robot was stopped

Figure 7.4: The robot’s state machine.

enough areas to allocate to all the robots in the initial phase (e.g., there was
only one area with 20 cells and there are 10 robots). In this case, the robot
starts in Sidle and waits for a task assignment. When the robot arrives at
the area that it needs to cover, its state changes to Scovering. If along the way
to its designated area, the robot completes a coverage of another area (e.g.,
an area that consists of only one cell that resides on the connecting path
between two larger areas), then this area’s state is changed to Scompleted,
and is removed from the pool of available areas for coverage. Only when
the robot arrives at its designated area, the coverage path of this area is
computed. This is because by the time the robot gets to this area, some of
its cells may have already been visited along the connecting paths of other
robots.

When the robot finishes its coverage task, it is assigned a new area to cover
from the pool of unassigned areas and its state changes back to Straveling. If
there are no more unassigned areas, it joins another covering robot to help it
finish its coverage task. If there are no more areas that can be shared, then
the robot’s state changes to Sidle and it waits until one of the areas becomes
unassigned (e.g., when another robot is stopped). If the robot is stopped
during the coverage of its assigned area or on its way to it, the robot’s state
changes to Sdead and its allocated area returns to the pool of unassigned
areas.

Procedure AllocateNextArea allocates a new area to cover for a robot that
has completed its coverage task. If there are any unassigned areas, the robot
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Algorithm 5 RobotStateMachine(R)

Input: a robot R
1: switch state[R] do
2: case Straveling
3: c← next cell on path[R]
4: Mark c as visited
5: A← the area that contains c
6: if all cells in A are visited then
7: state[A]← Scompleted

8: if robot was hit by a threat in c then
9: state[R]← Sdead

10: Reallocate Area(area[R])
11: else if c is the last cell on path[R] then
12: path[R]← SingleAreaCoverage(area[R], loc[R])
13: state[R]← Scovering

14: case Scovering
15: c← next cell on path[R]
16: Mark c as visited
17: if robot was stopped by a threat in c then
18: state[R]← Sdead
19: Reallocate Area(area[R])
20: else if c is the last cell on path[R] then
21: state[area[R]]← Scompleted
22: AllocateNextArea(R)

23: case Sidle
24: if an unassigned area exists in L then
25: AllocateNextArea(R)

26: case Sdead
27: state[area[R]]← Sunassigned
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is assigned to the safest unassigned area with the safest path from its current
location. If all the areas are already assigned, the robot joins another covering
robot to help it finish its coverage task.

Procedure AllocateNextArea(R,L)

Input: a robot R, and the list of connected areas L
1: U ← {A|A ∈ L ∧ state[A] = Sunassigned}
2: if |U | > 0 then
3: {Allocate the safest unassigned area with the safest path from the

robot’s current location}
4: l← minlevel[A]A ∈ U
5: S ← {A|A ∈ U ∧ level[A] = l}
6: for each area A ∈ S do
7: PA ← FindSafestPathToArea(R,A)

8: A← argminA cost[PA]
9: path[R]← PA

10: AssignRobotToArea(A, R)
11: else
12: {If all the areas are assigned, find an area that the robot can help

covering}
13: A← FindAreaToShare(R)
14: if A = null then
15: state[R]← Sidle

The function FindAreaToShare is given an idle robot and searches for an
allocated area that it can help finish covering. First, it iterates over all the
assigned areas, and checks whether the number of unvisited cells in that
area is smaller than the number of cells in the path from the robot’s current
location to this area. In this case there is no point of sending the robot to
this area, since by the time the robot arrives there, the coverage of this area
will have been completed, thus this area is removed from the list of potential
areas that can be shared D. Lastly, the function returns the area in D with
the safest path from the robot’s current location.

Procedure AddRobotToArea adds a robot to an area which is already
assigned to another robot. It first finds all the connected unvisited parts of
the given area A, and these sub-areas are added to the pool of unassigned
areas instead of A. If there is only one such sub-area (e.g., the robot assigned
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Function FindAreaToShare(R,L)

Input: a robot R, and the list of connected areas L
Output: an area A that can be shared with R

1: D ← {A|A ∈ L ∧ state[A] = Sassigned}
2: for each area A ∈ D do
3: PA ← FindSafestPathToArea(R,A)
4: n← number of unvisited cells in A
5: if |PA| > n then
6: Remove A from D . no point of sending the robot there

7: if D = ∅ then return null
8: {Send the robot to the area with the safest path}
9: return argminA cost[PA]

to A has not started covering it), then it is split into two balanced parts using
the multi-level graph partitioning algorithm. Finally, both the assigned robot
and the idle robot are (re-)assigned to the sub-areas with the safest paths
from their current location.

Procedure AssignRobotToSafestArea finds the safest path from the robot’s
location to each of the given areas and assigns the robot to the area with the
safest path.

For the coverage of each area, our algorithm uses GAC (Algorithm 2). We
have modified GAC to take into account cells that have already been visited
in the target area (see Function SingleAreaCoverage), since by the time the
robot reaches its designated area, other robots may have already visited some
cells in this area on the way to their own designated areas. Thus, in order
to avoid repeated coverage of these cells, we have changed the algorithm to
cover only unvisited cells in the given area (line 5).

Finally, Procedure ReallocateArea is used to reallocate an area whose cov-
erage was stopped in the middle, because its assigned robot was hit by a
threat. The procedure finds all the unvisited parts of the given area and
creates new unassigned areas from them. Then these areas are added to the
list of connected areas instead of the given area. The next idle robot will be
assigned to one of these sub-areas in its next cycle (lines 24–25 in Algorithm
5).
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Procedure AddRobotToArea(R,A, L)

Input: a robot R, an area A, and the list of connected areas L
1: {Find the unvisited parts of the designated area}
2: Build the graph H induced from the unvisited cells in A
3: Find the connected components (areas) A1, ..., Ak of H using DFS
4: if k = 1 then
5: {Split the area into two balanced parts}
6: Build the graph G induced from the area A’s cells
7: (G1, G2)← Partition Graph(G, 2)
8: Let A1, A2 the two sub-areas induced from G1, G2

9: {Replace the designated area with its unvisited parts}
10: Remove A from L
11: for each subarea Ai do
12: level[Ai]← level[A]
13: state[Ai]← Sunassigned
14: Add Ai to L

15: {Reassign the robot covering area A to the part with the safest path from
its current location}

16: AssignRobotToSafestArea(Ai, robot[A])
17: AssignRobotToSafestArea(Ai, R)

Procedure AssignRobotToSafestArea(R,L)

Input: a robot R, and the list of connected areas L
1: for each area A ∈ L do
2: PA ← FindSafestPathToArea(R,A)

3: A← argminA cost(PA)
4: AssignRobotToArea(A, R)
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Function SingleAreaCoverage(A, s)

Input: an area A, and a starting cell s
Output: a coverage path P that covers all unvisited cells in A

1: P ← ∅
2: Build the graph H induced from A’s cells with the weight function w

from Equation (7.3)
3: Add the starting cell s to P
4: Mark s as visited
5: while there are unvisited cells in A do
6: Run Dijkstra’s shortest paths algorithm on H from s
7: v ← an unvisited node in A with minimum weighted distance from s
8: Add the path s v to P
9: Mark v as visited

10: s← v
11: return P

Procedure ReallocateArea(A,R, L)

Input: a connected area A, the group of robots R, and the list of connected
areas L

1: Build the graph H induced from the unvisited cells in A
2: Find the connected components (areas) A1, ..., Ak of H using DFS
3: Remove A from L
4: for each subarea Ai do
5: level[Ai]← level[A]
6: state[Ai]← Sunassigned
7: Add Ai to L

122



7.3. Theoretical Analysis of MRAC

7.3 Theoretical Analysis of MRAC

We now analyze the MRAC algorithm. We first prove that the algorithm
is complete, i.e., that it generates coverage paths that together cover all the
accessible cells in the given area.

Theorem 18. (Completeness) Algorithm MRAC generates paths for the
robots that together cover every cell accessible from their starting locations.

Proof. MRAC partitions the target area into k connected areas, whose union
is equal to the target area. Each of these areas is eventually assigned to one
of the robots, since no robot remains idle while there are more areas to be
covered (lines 24–25 in Algorithm 5). The areas are covered by using the
GAC algorithm. By Theorem 8 GAC is complete, i.e. that it produces a
path that covers all the accessible cells in its given area. Thus, the union
of the coverage paths of the k connected areas covers every accessible cell in
the target area.

As key motivation for using multiple robots comes from robustness con-
cerns, we now prove that MRAC is robust to robotic failures.

Theorem 19. (Robustness) Algorithm MRAC guarantees that the coverage
will be completed as long as at least one robot remains active.

Proof. The target area is divided into a set of connected areas. Each area
is eventually assigned to one of the robots. If a robot is stopped while
covering its assigned area, the uncovered parts of this area are returned to
the pool of unassigned areas (in procedure Reallocate Area). These sub-areas
are eventually assigned to one of the remaining robots, since no robot remains
idle while there are more areas to be covered (lines 24–25 in Algorithm 5).

We now provide a bound on the minimum expected number of cells that
the robots will cover when following the policy generated by the MRAC
algorithm. Theorem 7 provides a bound on the minimum expected number
of cells that a single robot R will be able to cover before it is stopped, given
its coverage path A and the threat probability function p:
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E(R) ≥ |A0,0|+
l∑

i=0

ki∑
j=1

[ i−1∏
x=0

[
(1− px)

∑kx
y=1mx,y

kx∏
y=1

P (Cx,y)
]

· (1− pi)
∑j

y=1mi,y

j−1∏
y=1

P (Ci,y)

]
|Ai,j|

(7.4)

We can use this bound to provide a lower bound on the expected coverage
that can be attained by the entire robotic team.

Theorem 20. Let R be a group of k robots R = {R1, ..., Rk}. Let l be the
number of dangerous threat levels. Let L be the list of connected areas and
let C be the set of cells on the connecting path between two areas. Then the
expected number of cells the team R will be able to cover before all robots in
R are stopped is at least:

E(R) ≥
k∑
i=1

E(Ri)− |C| (7.5)

Proof. Since different robots in the team cover different areas (when one area
is assigned to more than one robot, it is split between them), the expected
number of cells that will be covered by the entire team is equal to the total
number of cells that will be covered by each robot individually minus the
number of cells on the connecting paths between areas, since those might be
visited multiple times by different robots.

Notice that the ideal expected coverage is attained when the robots visit
the cells precisely in increasing order of their threat probabilities, i.e., when
they first visit all the safe cells, then all the cells with threat probability p1,
etc. Thus, if we denote the cells that belong to threat level i by ci,1, ..., ci,ni

,
then the ideal expected coverage is:

l∑
i=0

ni∑
j=1

[ i−1∏
x=0

(1− px)nx

]
· (1− pi)j−1 (7.6)

In most environments the ideal expected coverage cannot be attained,
since typically some of the cells that belong to a given threat level are dis-
connected, and the robots have to visit cells that belong to a higher threat
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level or revisit threat points that have already been covered in order to move
between the disconnected cells. In these cases, the cell visits cannot precisely
follow the order of the threat levels.

By comparing equations (7.5) and (7.6), we can see that the gap between
the ideal expected coverage and the expected coverage achieved by MRAC
depends on the quality of the coverage algorithm of each connected area
(which determines the gap between nx and

∑kx
y=1mx,y). However, MRAC

uses for the coverage of each area the algorithm GAC, which creates a close-
to-optimal coverage paths. In fact, MRAC can utilize any single-robot cov-
erage algorithm for the internal coverage of each area.

The next theorem provides a bound on the coverage time that can be
attained by the robots following the policy generated by MRAC.

Theorem 21. The worst-case coverage time for k robots is equal to that of
a single robot. The best-case coverage time for k robots is approximately 1/k
the coverage time of a single robot.

Proof. The worst-case scenario is where all the robots start at locations that
are all inside dangerous areas, and thus they will be stopped by threats in the
beginning of their coverage paths. In such case, using more than one robot
will not improve the total coverage time. The best-case scenario is when the
target area consists of only one contiguous safe area (or a few large safe areas
with connecting paths that have very low risk). In such scenario, the area is
split into k almost equally-sized components that are covered concurrently
by the k different robots. In such scenario, the coverage time of MRAC
highly depends on the quality of the graph partitioning algorithm, which has
no theoretical guarantee, however, in practice, it almost always generated
equally-sized sub-graphs. The coverage time in this case also depends on
the initial locations of the robots, e.g., if the robots start the coverage at
the same location, it will take them some time to move to their assigned
areas.

7.4 Empirical Evaluation

We have fully implemented the MRAC algorithm and evaluated it in various
types of simulated environments with varying parameters, such as map size,
number of robots, number of threat levels, distribution of threats, number
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of obstacles, number of threats, etc. We provide here the most interesting
results from our experiments.

First, we demonstrate the algorithm’s results on a specific grid map of size
20×20 (Figure 7.5). In this example, the maps contained 10 contiguous threat
areas which were divided into 5 different threat levels with the following
threat probabilities: 4%, 8%, 12%, 16%, and 20%. We ran the algorithm on
this map with two team sizes of 4 robots and 10 robots. All the robots start
in the upper-left corner of the area (as shown in Figure 7.1). The figure
shows the locations of the robots after the coverage has finished, and the
total number of times each cell in the grid has been visited by the robots.
Using 10 robots instead of 4 robots has increased the coverage percentage
from 80.33% to 97.33% and reduced the coverage time from 311 to 244 time
steps. As can be seen in both maps, more dangerous areas are less frequently
visited by the robots. The lower figure shows only 9 out of the 10 robots,
since two of the robots have stopped at the same location (cell (11, 10)).

Second, we examined the effect of changing the team size on the per-
formance of the algorithm. We used 500 randomly-generated maps of size
20 × 20, with varying number of robots between 1 and 20. In all the ex-
periments, the obstacles ratio and the threats ratio were both set to 25%
of the cells. The maps contain 10 contiguous threat areas which are di-
vided into 5 different threat levels with the following threat probabilities:
4%, 8%, 12%, 16%, and 20%. The locations of the obstacles were randomly
chosen. Figure 7.6 shows the percentage of covered area and the coverage
time for each team size.

As can be clearly seen in the graph, the coverage percentage increases and
the coverage time decreases as we add more robots to the team. Although
the area that the robots are able to cover increases as the team grows, they
are able to cover it more quickly. The small increase in the coverage time in
the transition from one robot to two robots is due to the fact that the area
that two robots are able to cover is significantly larger than one robot (62%
for two robots vs. 44% for one robot), thus it takes more time until the two
robots are stopped despite the division of the workload between them (e.g.,
one robot may be stopped much earlier than the second one).

Next, we examined environments where the threats are randomly scat-
tered across the map. We kept all the other map settings as in the previous
experiment (i.e., the same ratio of obstacles and threats, and the same num-
ber of threat levels). Figure 7.7 shows the results.

As previously, the coverage percentage increases and the coverage time
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Figure 7.5: A sample map with the results of MRAC with 4 robots (upper
figure) and 10 robots (lower figure). The number in each cell indicates the
number of visits in that cell.

127



7.4. Empirical Evaluation

2 4 6 8 10 12 14 16 18 20
40

50

60

70

80

90

100

Number of Robots

C
ov

er
ag

e 
%

2 4 6 8 10 12 14 16 18 20
150

200

250

Number of Robots

C
ov

er
ag

e 
T

im
e

Figure 7.6: Comparing coverage percentage and coverage time for 1 to 20
robots in environments with contiguous areas of threats.

128



7.4. Empirical Evaluation

2 4 6 8 10 12 14 16 18 20
30

40

50

60

70

80

90

Number of Robots

C
ov

er
ag

e 
%

2 4 6 8 10 12 14 16 18 20
180

190

200

210

220

230

Number of Robots

C
ov

er
ag

e 
T

im
e

Figure 7.7: Comparing coverage percentage and coverage time for 1 to 20
robots in environments with randomly-scattered threats.
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decreases as we add more robots to the team. However, the coverage percent-
age that the team is able to achieve in this type of environments is smaller
than in environments with contiguous dangerous areas, and it takes longer
time for the team to complete the coverage. When the threats are scattered,
the effectiveness of the team is mitigated, since the robots spend much of
their time in moving between cells with different threat levels than in cover-
ing large areas. As a consequence, locations that reside on connecting paths
between cells that belong to different threat levels are repetitively visited by
different robots.

Lastly, we have examined the effect of changing the threats ratio in the
environment on the ability of the robotic team to cover it. Figure 7.8 shows
the coverage percentage and coverage time for various threat ratios between
0% and 35%. In all the experiments we used teams of 8 robots to cover the
area and the threats were concentrated in 10 dangerous areas. As expected,
adding more threats the environment causes the team to cover smaller per-
centage of the area. Note that when the threats ratio is more than 15% the
coverage time begins to decrease, since the area that needs to be covered gets
smaller thus the team is able to cover it more quickly.

7.5 Summary

In this chapter we described a multi-robot coverage algorithm for adversarial
environments that is complete and robust in face of threats harming the
robots. Our approach is based on decomposition of the target area into areas
of different danger levels, and assignment of the robots to these areas based
on the safety of the paths leading to them. In our approach no robot remains
idle while there are areas to be covered. We examined the efficiency of the
algorithm in terms of both the survivability of the team and the coverage
time, and showed that adding more robots to the team significantly improves
both measures.
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Figure 7.8: Comparing coverage percentage and coverage time for varying
threat ratios between 0 and 0.35.
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Chapter 8

Adversarial Modeling

In previous chapters we dealt with finding optimal strategies for the coverage,
that minimize both the coverage time and the probability that the robot will
be stopped before completing the coverage. However, these strategies as-
sumed a simplistic adversarial model, in which the threats are randomly
scattered across the environment. In this chapter, we build a more sophisti-
cated model of the adversary, in which it is allowed to choose the locations
of the threats in a way that maximizes the probability of stopping the cov-
ering robot. In other words, we now discuss the problem of finding the best
locations for k stationary guards (which are threats in the eyes of the robot),
each one having some probability of capturing the robot, such that prob-
ability of stopping the covering robot is maximized. We will refer to this
problem as the coverage defending problem. Note that in this problem the
robot and the adversary exchange roles, i.e., the robot is now the “attacker”
or the “intruder” and the adversary is the “defender”.

The coverage defending problem has its own real-world applications, such
as the strategic placement of surveillance cameras in a building as to protect
it from being explored by an unwanted intruder, and deployment of anti-
drones weapons to protect a territory from being surveyed by hostile UAVs.

As in the adversarial coverage problem, we also consider here two types
of covering robots: an offline covering robot, which has an a-priori map
of the environment, including the locations of the guards; and an online
covering robot, which has no prior knowledge of the environment, and thus
has to use real-time sensor measurements in order to detect the guards and
plan its path according to their discovered locations. We show that in both
cases the defender can exploit the target area’s topology, and specifically the
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vulnerability points in the area (i.e., places that must be visited by the robot
more than once), in order to increase its chances of capturing the covering
robot. In the online case, the defender can further take advantage of the
robot’s limited sensing to affect the order in which it visits the various parts
of the environment, thus making it visit places that are protected by guards
more frequently. We also show that although in general finding an optimal
strategy for a defender with zero-knowledge on the robot’s coverage strategy
is NP-Hard, for certain values of k an optimal strategy can be found in
polynomial time. For other cases we suggest heuristics that can significantly
outperform the random baseline strategy.

Lastly, we evaluate the defender’s strategies against the offline and online
adversarial coverage algorithms described in Chapters 4 and 6, respectively,
using a large number of maps with varying parameters, such as number of
guards, obstacle density, map size, etc.

8.1 Coverage Defending Problem Formulation

8.1.1 Environment model

In order to define the defender’s strategy as general as possible, here we
represent the target area by an undirected connected graph G = (V,E)
with vi ∈ V vertices, ei,j ∈ E edges, and |V | = n. G corresponds to the
topological map for the coverage mission and is assumed to be known a
priori to the defender. This representation of the environment will also allow
us to use theorems from graph theory in analyzing the defender’s strategy.
In practical applications, where a grid map is used, the graph G = (V,E) is
the graph induced by the grid cells, i.e., each grid cell that is not occupied
by an obstacle is represented by a vertex in V , and vertices that represent
adjacent free cells in the grid are connected by an edge in E.

8.1.2 Covering robot model

8.1.3 Defender model

The objective of the defender is to protect its territory from being covered
by the robot. The defender can place k < n stationary guards at different
locations of the area. Each guard i has some probability pi (0 < pi ≤
1) of intercepting the robot, when the robot enters into its location. This
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probability depends on the ability of the guard to detect and/or catch the
robot, depending on the type of guards that will be employed. For example,
if the area is protected by security cameras, then pi represents the ability of
each camera to detect the robot, depending on several factors such as the
quality of the camera, illumination conditions in the area, etc. On the other
hand, if the defender uses traps in the floor, then pi represents the ability
of each trap to physically stop the robot, depending on factors such as the
size of the trap, its visibility, the sensing and maneuvering capabilities of the
robot, etc.

The goal of the defender is to assign the k guards to k locations in the
environment such that the probability of capturing the covering robot is max-
imized. Let us formally define this objective function. First, we denote the
coverage path followed by the robot by A = (w1, w2, ..., wm), where w1, ..., wm
are vertices of the graph G. Note that m ≥ n, i.e., the number of vertices in
the coverage path might be greater than the number of vertices in G, since
the robot is allowed to repeat its steps. Let us denote the probability that
the robot is captured at vertex vi by pi: pi = 0 if no guard is assigned to
vi, otherwise it is equal to the assigned guard’s probability of capturing the
robot. We also denote the number of times the robot visits the vertex vi
along its coverage path by ti (ti ≥ 1).

Now, we define the event SA as the event that the robot is able to complete
its coverage path A, without being captured by any of the guards. Assuming
that the events of the robot being stopped at any vertex of A are independent,
the probability of SA is the product of all the probabilities that the robot is
not stopped at any of the vertices in A, i.e.,

P (SA) =
n∏
i=1

(1− pi)ti (8.1)

Thus, the objective of the defender is to find an assignment for the given
k guards that will minimize the probability P (SA).

We distinguish between defenders having no knowledge and full knowl-
edge of the robot’s coverage path. A full-knowledge defender knows the exact
coverage path A of the robot. Thus, its objective is to choose k vertices in V
at which to place guards, such that P (SA) is minimized for a specific coverage
path A. On the other hand, a zero-knowledge defender has no information
on the coverage path of the robot. Thus, it can only assume that the cover-
ing robot follows an optimal covering strategy, i.e., that it tries to visit every
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Defender Robot Description Algorithm

Full-knowledge Any type
Defender knows the robot’s path,

thus robot’s coverage strategy is irrelevant.
6

Zero-knowledge Offline
Defender does not know the robot’s path.

The robot has the area’s map.
9

Partial-knowledge Offline
Defender only knows where the robot’s

path begins. The robot has the area’s map.
9

Partial-knowledge Online
Defender does not know the robot’s path,

but knows its sensing capabilities.
The robot has no map of the area.

10

Table 8.1: Summary of defender and covering robot types

point in the target area the least possible number of times, especially the ones
that are protected by guards. Hence, the objective of a zero-knowledge de-
fender is to choose k vertices in V at which to place guards, such that P (SA)
is minimized for an optimal coverage path A. Section 8.2 presents a strategy
for a full-knowledge defender, while Section 8.3 deals with a zero-knowledge
defender.

Table 8.1 summarizes the different types of defenders and robots discussed
in this chapter, and provides a reference to the algorithms that deal with each
case.

8.2 Full-Knowledge Defender

For a full-knowledge defender, there is a simple algorithm that generates
an optimal strategy with maximum probability of stopping the robot (see
Algorithm 6). The idea is to place the given k guards at vertices that are
most frequently visited along the known coverage path A, sorted by their
probability of capturing the robot.

Clearly, the allocation of guards as defined by Algorithm FullKnowledgeDe-
fender maximizes the probabilities pi with the highest exponents in (8.1), thus
minimizing the probability of the robot completing the coverage P (SA). The
runtime complexity of the algorithm is O(nlogn), where n is the number of
vertices in G.
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Algorithm 6 FullKnowledgeDefender(G,A, S)

input: G = (V,E) – the graph representing the environment, A – the coverage
path, S – the set of guards

1: Compute for every vertex in V the number of times it is visited by A
2: Sort the vertices in V in a decreasing order of their visits number
3: Denote by v1, ..., vn the vertices after the sort
4: Sort the guards in S in a decreasing order of their probability of stopping the

robot
5: Denote by g1, ..., gk the guards after the sort
6: for i← 1 to k do
7: Assign guard gi to vertex vi

8.3 Zero-Knowledge Defender

For a zero-knowledge defender, that has no information on the robot’s cov-
erage path, the problem of finding an optimal strategy that maximizes its
chances of capturing the robot becomes NP-Hard, as proven by the next
theorem.

Definition 12. Zero-Knowledge Defender Coverage Problem (ZKDCP): Given
a graph representation of the environment G = (V,E), choose k vertices of
V at which to position guards, such that the probability of stopping any robot
covering the environment is maximized.

Theorem 22. The ZKDCP problem is NP-Hard.

Proof. To prove the NP-hardness of the problem, we will use a reduction
from the Hamiltonian path problem, which is known to be NP-complete
[41].

Given an instance of the Hamiltonian path problem on a graph G =
(V,E), we construct an instance of the zero-knowledge defender coverage
problem on the same graph G with k = 1. We will prove that there exists a
Hamiltonian path in G, if and only if the optimal strategy for the defender
is to place its single guard at a random vertex of G.

First direction – if there exists a Hamiltonian path in G, then there is
a coverage path of G that visits each vertex exactly once (which is also the
optimal one). In this case, the optimal strategy for the defender is to place
its single guard randomly at one of the vertices, since it has no benefit from
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placing the guard at any specific vertex (non-optimal coverage paths may
visit any other vertex more frequently than that vertex).

Second direction – if G is non-Hamiltonian, then there is at least one
vertex of G that must be visited multiple times by any coverage path of G.
In this case, the optimal strategy for the defender is to place its single guard
at the vertex that must be visited the greatest number of times, which is
clearly different from just choosing a random vertex of G.

Therefore, we can find if there exists a Hamiltonian path in a given graph
G, by checking if the optimal strategy for a zero-knowledge defender is to
place a single guard randomly at one of the vertices of G or not. Thus, the
zero-knowledge defender coverage problem is NP-hard.

Although the general problem is NP-hard, we will show in Section 8.3.3.1
that for certain values of k and in certain types of environments, an optimal
defender strategy can be found in polynomial time.

8.3.1 Outline of the defender’s strategy

We now describe the general strategy for a zero-knowledge defender. More
detailed algorithms are presented in Section 8.3.3 for a defender acting against
an offline covering robot, and in Section 8.3.4 for a defender acting against
an online covering robot.

In general, the defender’s strategy consists of the following main steps:

1. Place guards at vertices of the graph that must be visited by the cov-
ering robot more than once, while giving precedence to vertices that
must be visited more frequently.

2. Place guards at groups of vertices, where at least one of the vertices
must be visited by the covering robot more than once, while giving
precedence to groups that must be visited more frequently.

3. If there are any more guards left to place after taking the first two
steps, use heuristics to choose additional locations in which to place
the remaining guards.
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8.3.2 Analysis of the representative graph

The defender’s strategy is based on exploiting certain properties of the graph
representing the environment. In this section we describe these properties
and analyze them theoretically. First, we use the following definitions and
theorems from graph theory [47].

Definition 13. An articulation point (cut vertex) in a connected graph G
is a vertex whose removal would break the graph into two or more connected
components.

Definition 14. A connected graph is biconnected if it has no articulation
points.

Definition 15. A block (a biconnected component) is a maximal biconnected
subgraph, i.e. a subgraph with as many edges as possible and no articulation
points.

Definition 16. A vertex cut in a connected graph G is a set of vertices
whose removal renders G disconnected.

Definition 17. A block-cut tree of a graph G is a tree in which each node
represents either a block or an articulation point of G. A node representing
an articulation point is connected to all nodes representing blocks that contain
that point.

The block decomposition theorem [47] states that there is a unique block-
cut tree for each graph. Figure 8.1 shows an example for a block-cut tree
of a graph. The blocks are b1 = 〈1, 2〉, b2 = 〈2, 3, 4〉, b3 = 〈2, 5, 6, 7〉, b4 =
〈7, 8, 9, 10, 11〉, b5 = 〈8, 12, 13, 14, 15〉, b6 = 〈10, 16〉, b7 = 〈10, 17, 18〉, and the
articulation points are c1 = 2, c2 = 7, c3 = 8, c4 = 10.

We now extend the definition of an articulation point to a k-connected
articulation point.

Definition 18. Connectivity of a vertex v is the number of connected
components the graph would split into if v is removed from the graph.

Definition 19. A k-connected articulation point is an articulation point
whose connectivity is k.
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Figure 8.1: A graph (upper figure) and its block-cut tree (lower figure).
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For example, the articulation point c1 in Figure 8.1 is 3-connected, since
removing it from the graph would split it into three connected components:
〈1〉, 〈3, 4〉, 〈5, 6..., 18〉, while the articulation point c2 is 2-connected, since re-
moving it from the graph would split it into only two connected components:
〈1, ..., 6〉, 〈8, ..., 18〉. By definition, each articulation point must be at least
2-connected.

In Section 8.3.3.1 we show the relationship between the connectivity of
the articulation points and the number of times the covering robots must
visit these points.

8.3.2.1 Finding the articulation points

Algorithm 7 describes how to find all the articulation points in the graph and
their connectivity. It is an extension of the classical linear-time algorithm
for computing biconnected components in a connected undirected graph by
Hopcroft and Tarjan [50], which is based on Depth-First Search (DFS).

Before introducing the algorithm, we remind the reader that every edge
(u, v) traversed during a DFS execution can be classified into one of several
types, depending on whether we have visited v before in the DFS, and if so,
the relationship between u and v. In particular, we will be interested in the
following two types of edges:

Definition 20. The edge (u, v) is a tree edge if v is visited for the first
time as we traverse the edge (u, v) during a DFS execution.

Definition 21. The edge (u, v) is a back edge if v is an ancestor of u when
we traverse the edge (u, v) during a DFS execution.

Algorithm 7 keeps the following fields for each vertex v in the graph:

• num[v]: the DFS visit number of v (i.e., the first time that v is visited
during the DFS execution).

• low[v]: the smallest value of num[x], where x is a vertex of the graph
that can be reached from v following a sequence of zero or more tree
edges followed by at most one back edge.

• level[v]: the DFS tree level of v.

• children[v]: the number of children of v in the DFS tree.
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• connectivity[v]: the connectivity of v.

• blocks[v]: the list of blocks that are rooted at v.

Figure 8.2 demonstrates how these fields are computed on a sample graph.
For instance, low[b] = 1, since the lowest numbered vertex that can be
reached from d is a (through the tree edge (b, d) and then the back edge
(d, a)). On the other hand, low[c] = 5, since the lowest numbered vertex
that can be reached from c is c itself.

a

b c

d e f g

a
num[a] = 1

low[a] = 1

b
num[b] = 2

low[b] = 1
c

num[c] = 5

low[c] = 5

d
num[d] = 3

low[d] = 1

e
num[e] = 4

low[e] = 1

f
num[f ] = 6

low[f ] = 5

g
num[g] = 7

low[g] = 5

Figure 8.2: Lower figure shows the DFS tree starting at a with num/low
values for the input graph in the upper figure.

The algorithm for finding articulation points is based on the following
two key facts:

1. The root of the DFS tree is an articulation point if and only if it has
more than one child (since every path from the left subtree of the root
to its right subtree must go through the root).
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2. Any other vertex v is an articulation point if and only if v has some child
w such that low[w] ≥ num[v], i.e., there is a child w of v that cannot
reach a vertex visited before v. The number of such children determines
the connectivity of v (i.e., the number of connected components the
graph would break into if v is removed from the graph).

For example, in Figure 8.2, the root a is an articulation point because it
has two children, and connectivity[a] = 2. Vertex c is also an articulation
point because it has a child f with low[f ] ≥ num[c], and its connectivity is
2. The other vertices in this graph are not articulation points.

In order to find the blocks of the graph, the edges of G are placed on a
stack as they are traversed. When an articulation point is found, the corre-
sponding edges of its block are all on top of the stack. Function CreateBlock
is then used to pop the edges of this block from the stack. For that purpose,
it uses the standard stack operations Pop(S) which removes the top element
from the stack S, and Top(S) that returns the top element of S.

We have extended the classical algorithm with the following additions:

1. We compute the connectivity of each articulation point (lines 14, 20
and 22 in the algorithm).

2. We maintain for each articulation point a list of all the blocks that are
attached to it in the block-cut tree (lines 16 and 24). This information
will be needed in the guards assignment algorithm (Section 8.3.3).

Algorithm FindArticulationPoints can be started with any vertex v of the
graph, since by the block decomposition theorem there is a unique block-cut
tree for the graph G. Choosing a different vertex as the root of the block-cut
tree will only cause the tree to rotate, but will not modify its structure.

The correctness of Algorithm FindArticulationPoints with respect to find-
ing the articulation points and blocks of the graph follows directly from the
correctness of the original algorithm by Hopcroft and Tarjan [50]. We also
prove that the connectivity of each articulation point is computed correctly
by the algorithm.

Theorem 23. (correctness) Algorithm FindArticulationPoints computes cor-
rectly the connectivity of each articulation point in the graph.
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Algorithm 7 FindArticulationPoints(v)
input: v – the current vertex
Global variables: S – the stack of visited edges, ArticulationPointList – the list
of articulation points, counter – the current DFS visit number.
Global initialization: counter = 0, level[s] = 0, where s is the starting vertex.

1: counter ← counter + 1
2: num[v]← counter
3: low[v]← num[v]
4: for each neighbor w of v do
5: if w was not visited yet then
6: level[w]← level[v] + 1
7: Push(S, (v, w))
8: FindArticulationPoints(w) . recursively perform DFS at children nodes
9: low[v]← min(low[v], low[w])

10: if num[v] = 1 then . special case for root
11: if children[v] ≥ 2 then
12: if v /∈ ArticulationPointList then
13: Add v to ArticulationPointList
14: connectivity[v]← children[v]

15: B ← CreateBlock(S, v, w)
16: Add B to blocks[v]
17: else if low[w] ≥ num[v] then . v is an articulation point separating w
18: if v /∈ ArticulationPointList then
19: Add v to ArticulationPointList
20: connectivity[v]← 2
21: else
22: connectivity[v]← connectivity[v] + 1

23: B ← CreateBlock(S, v, w)
24: Add B to blocks[v]

25: else if level[w] < level[v]− 1 then . (v, w) is a back edge
26: low[v]← min(low[v], num[w])
27: Push(S, (v, w))
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Function CreateBlock(S, v, w)

Input: the stack of visited edges S, and two vertices v and w where w is a
child of v

Output: a block that is rooted at articulation point v
1: Create a new block B
2: while Top(S) 6= (v, w) do . Retrieve all edges in the component
3: (u1, u2)← Pop(S)
4: Add (u1, u2) to B
5: Add Pop(S) to B . Add (v, w) to B
6: return B

Proof. If the root of the block-cut tree has more than one child then it is
an articulation point, and the number of connected components its removal
splits the graph into is equal to the number of its child nodes (line 14 in
the algorithm). Any other vertex v is as an articulation point if and only
if v has some child w such that low[w] ≥ num[v], i.e., there is a child w
of v that cannot reach a vertex visited before v (line 17). The first time
this condition is true for v, it is added to the articulation points list and its
connectivity is set to 2 (line 20), since removing v from the graph would split
it into at least two connected components: one that contains the vertices
visited before v and another that contains w and its descendants in the DFS
tree. In each subsequent time this condition becomes true for v, it means
that we have found another child w′ of v, such that v separates w′ from
the vertices visited before v, thus removing v from the graph would create
another connected component in the graph (the subtree rooted in w′). Hence,
the connectivity of v is increased by 1 (line 22).

The runtime complexity of the original algorithm for finding the articu-
lation points is O(|V | + |E|). Since we need to add only O(1) operations to
compute the connectivity of each articulation point, the runtime complexity
of Algorithm 7 remains linear in the size of the graph.

8.3.2.2 Finding the vertex cuts

Similarly, we extend the definition of a vertex cut to a k-connected vertex
cut.
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Definition 22. A k-connected vertex cut is a vertex cut whose removal
from the graph would split it into k connected components.

For example, in Figure 8.1 the set of vertices 〈9, 11〉 is a 2-connected
vertex cut, since its removal from the graph would split it into two connected
components: 〈1, ..., 8, 12, ..., 15〉 and 〈10, 16, 17, 18〉.

Algorithm 8 can be used to find all the vertex cuts of a given size in the
graph and their connectivity.

Algorithm 8 FindVertexCuts(G, d)

Input: the graph G representing the environment, and the vertex cut size d
Output: a list of vertex cuts of size d

1: Create a new list of vertex cuts L
2: for every subset S of nodes with size d in G do
3: Find the connected components in G− S by running DFS
4: n← the number of connected components
5: if n > 1 then
6: Add the subset S to L
7: connectivity[S]← n

8: return L

The runtime complexity of Function FindVertexCuts is as follows. The
number of subsets of d nodes in G is

(|V |
d

)
. For each subset, we find the con-

nected components in G without the subset by running DFS, whose runtime
is O(|V |+ |E|). Hence, in the worst case the total runtime of the procedure
is O

((|V |
d

)
· (|V |+ |E|)

)
.

Note that for a constant cut size d (which is not dependent on |V |), the
runtime complexity of the procedure is polynomial in the graph size. On the
other hand, if d depends on |V | (for example, if d = |V |

2
), then the runtime

is exponential.
We also note here that for finding vertex cuts of size k = 2 (separating

pairs) there is a more efficient algorithm with linear time complexity, which
is based on finding the triconnected components of the graph [49]. How-
ever, its implementation is far more complicated, and for the relatively small
environments that we have used in the experiments, there was no need to
implement it.
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Using the above definitions and algorithms from graph theory, we now
present strategies for a zero-knowledge defender acting against an offline
covering robot (Section 8.3.3) and against an online covering robot (Section
8.3.4).

8.3.3 Capturing an offline covering robot

In this section we consider the case in which the defender has zero knowledge
on the robot’s coverage path (but has the map of the environment), while
the robot has a map of the environment that includes the exact locations of
the obstacles and the guards placed by the defender. We will often refer to
such a defender as an “offline defender”, although the term offline here refers
to the covering robot and not to the defender.

The defender’s strategy is based on the following two key observations,
that establish a connection between the connectivity of the articulation points
and vertex cuts of the graph representing the environment, and the number
of times the robot must visit them along its coverage path.

First, we prove a lower bound on the number of times each articulation
point in G must be visited along any coverage path (Theorem 24). For that
purpose, we will need the following definitions:

Definition 23. The backbone subpath of the coverage path is a simple
subpath (with no repeating vertices) from the starting vertex of the coverage
path to its ending vertex.

The way to get the backbone subpath of a coverage path P is by removing
all the vertices that appear between two occurrences of the same vertex in
P . For example, in the graph depicted in Figure 8.1, if the robot’s coverage
path is P =< 1, 2, 3, 4, 2, 5, 6, 7, 8, 12, 13, 15, 8, 14, 8, 9, 11, 10, 16, 10, 17, 18 >,
then the backbone subpath of P is < 1, 2, 5, 6, 7, 8, 9, 11, 10, 17, 18 >.

Theorem 24. Any coverage path must visit every k-connected articulation
point at least k times, except for articulation points that belong to the back-
bone subpath of the coverage path, which must be visited at least k− 1 times.

Proof. Consider a k-connected articulation point v. Removing v from the
graph breaks it into k connected components C1, ..., Ck. The robot must visit
each of these connected components along its coverage path, and in order to
move between these connected components it must go through v. Assume
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without loss of generality that the order of these components by the first time
the robot visits them along its coverage path is C1, ..., Ck. Thus, the coverage
path must have the following structure: P = C1  v  C2  v  ... Ck.
Hence, the coverage path must go through v at least k − 1 times.

We now show that if v does not belong to the backbone subpath of the
coverage path, then it must be visited once more. First, we denote the
starting vertex of the coverage path by s and its terminating vertex by t.
Now, let w be the last vertex on the backbone subpath that is visited before
v (such a vertex must exist, since the starting vertex s always belongs to the
backbone subpath).

We now claim that after visiting v, the coverage path must return to w.
We prove this by contradiction. Let us assume that the coverage path does
not return to w. Since vertex v does not belong to the backbone subpath,
then there must be another vertex u that is visited both before v and after
v along the coverage path. Thus, if the coverage path does not return to w
after visiting v, then there must be another vertex u between w and v, which
belongs to the backbone subpath and that the coverage path returns to after
visiting v. This contradicts the fact that w is the last vertex on the backbone
subpath that is visited before v.

Therefore, the coverage path must have the following structure: s  
w  v  w  t. We also know that removing v from the graph breaks
it into k connected components C1, ..., Ck. Again we assume without loss of
generality that the order of the components by their first visit is C1, ..., Ck.
Thus, w ∈ C1, and the coverage path must have the following structure:
P = s  C1  v  C2  v  ...  Ck  v  C1  t. Hence, the
coverage path must go through v at least k times.

To demonstrate the implications of Theorem 24, let us examine the graph
in Figure 8.1. This graph has two 3-connected articulation points (c1, c4) and
two 2-connected articulation points (c2, c3). The number of times each artic-
ulation point is visited depends on where the robot terminates its coverage.
Let us assume that the robot starts the coverage at vertex 1. Thus, it could
terminate the coverage in one of the blocks: b2, b5, b6 or b7. For example,
if the coverage terminates at block b7, then the backbone subpath of the
coverage path would be: b1  c1  b3  c2  b4  c4  b7. In this case,
c1, c2, c4 belong to the backbone subpath, thus c1 and c4 must be visited at
least twice (since they are 3-connected) and c2 might be visited only once
(since it is only 2-connected). In addition, c3 does not belong to the back-
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bone subpath, thus it must be visited at least twice.

Theorem 24 implies that the optimal coverage strategy for the robot is to
choose to end its coverage path in the block-cut subtree with the maximum
number of articulation points, as proven by the next corollary.

Corollary 3. The robot’s optimal strategy is to choose to end its coverage
path in the block-cut subtree with the maximum number of articulation points.

Proof. The optimal behavior of the robot is to complete the coverage of a
subtree Ti of the block-cut tree once it enters into it. This is because moving
to a different subtree Tj in the middle of the coverage of Ti will just make
the robot revisit nodes in Ti that have already been visited, when it comes
back to finish the coverage of Ti. By Theorem 24 the number of visits to
articulation points in the last covered subtree is one less than the number
of visits to articulation points in the other subtrees of the block-cut tree.
Hence, choosing to finish the coverage in the block-cut subtree with the
maximum number of articulation points will minimize the number of visits
to articulation points in the graph.

Similarly, we now establish a lower bound on the number of times each
vertex cut in the graph must be visited along the coverage path.

Theorem 25. Let U be a k-connected vertex cut. Then any coverage path
must visit U at least k − 1 times. In addition, if the starting vertex of the
coverage path belongs to U , then U must be visited at least k times.

Proof. Consider a k-connected vertex cut U . Removing U from the graph
breaks it into k connected components C1, ..., Ck. The robot must visit each
of these connected components along its coverage path, and in order to move
between these connected components it must go through one of the vertices
in U . Assume without loss of generality that the order of these components
by their first visit along the coverage path is C1, ..., Ck. Denote the starting
vertex of the coverage path by s. Now, consider two cases:

Case 1. s 6∈ U . In this case s ∈ C1. Thus, the coverage path must have
the following structure: p = C1  U  C2  U  ...  Ck. Hence, the
coverage path must go through U at least k − 1 times.

Case 2. s ∈ U . In this case s does not belong to any of the connected
components Ci. Thus, the coverage path must have the following structure:
p = s C1  U  C2  U  ... Ck. Hence, the coverage path must go
through U at least k times.
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From Theorem 25, we can conclude the following.

Definition 24. Let U be a group of vertices in the graph G. A repetitive
visit of a coverage path P in U is any visit within U that lands on a vertex
that has already been visited by P at least once before.

Corollary 4. Let U be a k-connected vertex cut with m < k vertices. Then,
U will have have at least k−m− 1 repetitive visits along any coverage path.

Proof. By Theorem 25, any coverage path must visit U at least k− 1 times.
In addition, the coverage path must visit each of the m vertices in U at least
once. Thus, the number of repetitive visits of the coverage path to vertices
in U will be at least k − 1−m ≥ 0.

Note that Corollary 4 guarantees a minimum number of visits in the ver-
tex cut, but it does not specify which vertices in it will be visited multiple
times by the covering robot.

Based on these key observations, we now present Algorithm CaptureOf-
flineCoveringRobot (COFCR, shown in Algorithm 9), which specifies the as-
signment of guards for a defender acting against a robot with full knowledge
of the environment. The algorithm works in polynomial time and provides
an optimal solution in some types of environments (see Section 8.3.3.1 for a
full analysis).

The algorithm consists of the following main steps:

1. Place guards at articulation points that must be visited by the robot
more than once, while giving precedence to points that must be visited
more frequently.

2. Place guards at vertex cuts of the graph, in which some of the vertices
must be visited by the robot more than once, giving precedence to
vertex cuts that must be visited more frequently.

3. If there are any more guards left to place after taking the first two
steps, use heuristics to choose additional vertex cuts in which to place
the remaining guards.

The algorithm first chooses the vertex s that will be the root of the
block-cut tree. If the defender knows the starting location of the robot, s
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Algorithm 9 CaptureOfflineCoveringRobot (COFCR)(G,S)

Input: the graph representing the environment G, and the set of guards S
1: if starting location of the robot is known then
2: s← starting vertex of the robot
3: else
4: s← choose one of the vertices in G arbitrarily

5: APList← FindArticulationPoints(s)
6: T ← CreateArticulationPointsTree(s)
7: PlaceGuardsAtArticulationPoints(T, S)
8: if S 6= ∅ then
9: PlaceGuardsAtVertexCuts(G, V C, S)

would be its starting vertex. Otherwise, the defender chooses one of the
vertices to be the root arbitrarily. In Sections 8.3.3.1 and 8.4, we prove
both theoretically and empirically that selecting a different root from the
robot’s starting location does not have a great impact on the probability of
the defender to capture the robot.

We now describe each of the procedures used in the algorithm. First, the
recursive procedure CreateArticulationPointsTree is used to build a DFS tree
that contains only the articulation points of the graph and is rooted at the
starting vertex of the coverage path. Let us denote this tree by T . For each
articulation point v in T we store the field childAPs[v], which holds all the
articulation points contained in all the attached blocks of v.

Procedure CreateArticulationPointsTree(v)

Input: the articulation point v located at the root node
1: for each block B in blocks[v] do
2: for each articulation point p in B do
3: if p 6= v then
4: Add p to childAPs[p]
5: parent[p]← v
6: CreateArticulationPointsTree(p)

Procedure PlaceGuardsAtArticulationPoints describes a strategy for plac-
ing guards at the articulation points of the graph. Going from the highest
connectivity of articulation points in T to the lowest, the algorithm calls
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Procedure RunBFSOnAPTree to place guards at articulation points with a
given connectivity.

Procedure PlaceGuardsAtArticulationPoints(T, S)

Input: the articulation points tree T , and the set of guards S
1: cmin ← the minimum connectivity of any articulation point in T
2: cmax ← the maximum connectivity of any articulation point in T
3: v ← root[T ]
4: c← cmax
5: while c ≥ cmin and S 6= ∅ do
6: RunBFSOnAPTree(APList, T, c, S)
7: c← c− 1

Procedure RunBFSOnAPTree assigns guards to articulation points that
have a specific connectivity. By Corollary 3, the covering robot will prefer
to finish its coverage path in the branch of the block-cut tree that contains
the maximum number of guarded articulation points. Hence, the optimal
strategy for the defender is to spread its guards evenly across the different
branches of the block-cut tree, in order to minimize the number of guarded
articulation points in the terminating branch of the robot’s coverage path.
For that purpose, the procedure runs BFS on the articulation points tree, and
assigns the guards sorted by their strength (from the guards with the highest
probability of capturing the robot to the guards with the lowest probability)
according to the BFS visit order.

In addition, if the defender knows the starting location of the robot, it
can refrain from placing guards at articulation points that reside on the path
leading from the root of the block-cut tree to the first split node (the first
articulation point with more than one child node). This is because these
articulation points are only 2-connected and they belong to the backbone
subpath of the coverage, thus by Theorem 24 they could be visited only once
by the robot. We mark these articulation points by using a field named
keepFree[v].

Procedure PlaceGuardsAtVertexCuts describes how to place the remaining
guards at the vertex cuts of the graph. It starts with placing guards at vertex
cuts of size 2 (separating pairs), and then increases the size of the vertex
cuts used, until all the remaining guards are positioned. The reason for this
strategy is that any vertex cut of size k is also part of a vertex cut of size
k+ 1 (adding any vertex in the graph to it creates a vertex cut of size k+ 1),
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Procedure RunBFSOnAPTree(APList, T, c, S)

Input: the list of articulation points APList, the tree of articulation points
T , the connectivity c, and the set of guards S

1: v ← root[T ]
2: if defender knows starting location then
3: while |childAPs[v]| = 1 do
4: v ← single child of v
5: keepFree[v]← true

6: Create an empty queue Q
7: Enqueue(Q, v)
8: while not IsEmpty(Q) do
9: v ← Dequeue(Q)

10: if conectivity[v] = c then
11: g ← argmaxi∈S pi . strongest guard left
12: Place guard g at v
13: S ← S − {g}
14: if S = ∅ then return

15: for each node u ∈ childAPs[v] do
16: Enqueue(Q, u)
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and by Corollary 4 smaller vertex cuts have potentially more revisits (ideally,
we would have to first find all the vertex cuts that satisfy the conditions of
Corollary 4, but computing all the vertex cuts takes exponential time). For
vertex cuts of a given size, the algorithm first prefers vertex cuts that have
higher connectivity, and then prefers those that are more spread across the
environment, i.e., whose vertices are farther apart from each other. We define
the spread of a vertex cut as the sum of the distances between the vertices
in the cut. This heuristic has provided better results in practice than just
choosing randomly between the vertex cuts.

Procedure PlaceGuardsAtVertexCuts(G, V C, S)

Input: the graph G representing the environment, the list of vertex cuts
V C, and the set of guards S

1: d← 2 . the current cut size
2: while S 6= ∅ do
3: V C ← FindVertexCuts(G, d)
4: Sort the vertex cuts in V C first by their connectivity and then by

their spread (both in descending order)
5: for each vertex cut C ∈ LC do
6: for each vertex v ∈ C do
7: g ← argmaxi∈S pi . strongest guard left
8: Place guard g at v
9: S ← S − {g}

10: if S = ∅ then return

11: d← d+ 1

Runtime complexity: The runtime of COFCR depends on the number
of guards that need to be assigned, and on whether there are enough artic-
ulation points in the graph for their assignment. Let us denote the number
of vertices in the graph by |V | = n, and the number of edges by |E| = m.

The algorithm begins with finding all the articulation points in the graph,
which costs O(n + m) (Section 8.3.2.1) and building the articulation points
tree, which costs additional O(n). Then, for each connectivity level, the
algorithm runs BFS on the articulation points tree, which takes O(n + m).
Thus, if c is the number of connectivity levels, this step takes in total O(c(n+
m)). In grid environments, where each cell has at most four neighboring cells,
c ≤ 4, and the number of edges is m = O(n), thus in such environments the
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time complexity of the last step is O(n). Therefore, if there are enough
articulation points for placing all the guards, the total runtime of COFCR is
O(n).

However, in case that are not enough articulation points for placing all
the guards, the vertex cuts of the graph also need to be used. The time for
computing the vertex cuts of size d is O

((
n
d

)
· (n+m)

)
(Section 8.3.2.2). In

the worst-case scenario, the largest vertex cut that needs to be found is of size
that equals the number of guards. Thus, if k is the number of guards, then
the time needed to compute the vertex cuts is O

((
n
k

)
· (n + m)

)
. However,

in practice, there was no need to use vertex cuts larger than 2 in any of the
tested environments. Thus, assuming maxd = 2 and m = O(n), the time
needed to compute the vertex cuts is O

((
n
2

)
· n
)

= O(n3). Since Procedure
PlaceGuardsAtVertexCuts also sorts the vertex cuts before deciding where to
place the guards, its total runtime is O(n3 log n).

Hence, in the worst case, where both the articulation points and the vertex
cuts of the graph are used for the guards’ assignment, the entire complexity
of COFCR is O(n3 log n).

8.3.3.1 Analysis of the offline strategy

In this section we show that for certain values of k, the adversarial strategy
depicted in COFCR is optimal, in the sense that its probability of stopping
a robot that follows an optimal coverage strategy has the maximum possible
value. We start with the following theorem, that provides an upper bound
on the maximum number of times an optimal coverage path (i.e., a coverage
path with minimum length) must visit every vertex of the graph.

Theorem 26. Denote the degree of a vertex v by deg(v). An optimal coverage
path of a graph G = (V,E) visits every vertex v ∈ V at most deg(v) times,
except for vertices that reside on the backbone subpath of the coverage path
which are visited at most deg(v)− 1 times.

Proof. First, we prove that every vertex v ∈ V which is not on the backbone
subpath is visited at most deg(v) times along the optimal coverage path. We
prove by contradiction. Let Popt be an optimal coverage path of G. Assume
that there is a vertex v that does not belong to the backbone subpath of the
coverage, and is visited by Popt more than deg(v) times. We will show that
it is possible to build a coverage path P ′ that is shorter than Popt.
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Let us denote by s the starting vertex of the coverage path and by t its
terminating vertex. Let m = deg(v). We know that vertex v is visited at
least m+1 times along Popt. We also know that v is not part of the backbone
subpath, thus there must be at least m+ 1 entries into v along the coverage
path (since there must be a vertex w that is visited before and after v). Thus,
Popt has the following structure: Popt = s p1 v  p2 v ... pm+1 v  t.

Since v is connected to only m different edges in G, by the pigeonhole
principle at least two of the subpaths p1, ..., pm+1 terminate with the same
edge e = (u, v). Let us denote these subpaths by pi, pj (i < j). Let us denote
the first vertex of pi by w (w might be different from v, since pi could be
equal to p1). Thus, p1 = w  u → v. Since pj starts and ends at vertex v,
it has the following structure: v  u → v, thus we can reverse the order of
its vertices, i.e., we can change pj to p′j = v → u  v. Now, if j 6= i + 1,
then we can replace subpaths p′j and pi+1, thus the coverage path will have
the following structure: s w  u→ v → u v  t. Thus, we can make
this path shorter by removing the redundant visit to v, i.e., we can build the
following coverage path P ′ = s  w  u  v  t. The path P ′ visits all
vertices in the graph, but |P ′| < |Popt|. This contradicts the optimality of
Popt.

Now, let us assume that v does belong to the backbone subpath of the
optimal coverage path. We will show that v must be visited at most m − 1
times. By contradiction, let us assume that v is visited at least m times.
Thus, the coverage path has the following structure: Popt = s  p1 v  p2

v ... pm v  t. Since v is part of the backbone path, there are only m− 1
distinct entries into v along the coverage path, since out of the m edges that
are connected to v, one must be used only to exit from v. Thus, two of the
subpaths p1, ..., pm must terminate with the same edge e = (u, v). We can
use the same argument as above to show that there is a shorter coverage
path than |Popt|, which contradicts the optimality of Popt.

Using Theorem 26, we can now discuss the cases in which COFCR is
guaranteed to produce the optimal defender’s strategy.

Theorem 27. Let the maximum degree in the graph G be d. If the number
of articulation points in G whose connectivity is d is equal to or greater than
the number of guards k, then the defender’s offline strategy is optimal.

Proof. By Lemma 26, an optimal coverage path visits every vertex v ∈ V
at most d times, or d − 1 times if v resides on the backbone subpath of the
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coverage path. By Theorem 26, any such coverage path must visit every
d-connected articulation point at least d times, or d− 1 times if it is on the
backbone subpath. Thus, the optimal coverage path visits every d-connected
articulation point precisely d times if it is not on the backbone subpath, or
d − 1 times if it is on this subpath. Hence, d-connected articulation points
are the most frequently visited vertices along the optimal coverage path. As
a consequence, placing all the given k guards at these articulation points,
sorted by their connectivity, is guaranteed to maximize the probability of
capturing a robot that follows an optimal coverage path.

We now show that the defender’s ability to capture the robot is only
mildly affected by its knowledge of the starting location. Before that, we
introduce the following definition:

Definition 25. The starting subpath of the coverage path is a simple
subpath (with no repeating vertices) from the starting vertex of the coverage
path to the first split node in the block-cut tree (the first node in the tree that
has more than one child).

Theorem 28. Knowing the starting location of the robot may change only
the placement of guards that are located at articulation points that reside on
the starting subpath of the robot.

Proof. According to COFCR, the knowledge of the starting location of the
robot has the following two effects on the placement of guards:

1. Choosing the robot’s starting location as the root of the block-cut tree
(lines 1–4 in COFCR).

2. The placement of guards at the starting subpath of the coverage (lines
3–6 in Procedure RunBFSOnAPTree).

The choice of the root of the block-cut tree does not affect the place-
ment of the guards, since by the block decomposition theorem, the block
decomposition of a graph is unique. Thus, the locations and the connectiv-
ity of both the articulation points and the vertex cuts of the graph are not
affected by choosing a different root for the block-cut tree. Therefore, the
only guards that may change their location as a result of knowing the robot’s
starting location are those that are placed at articulation points that belong
to the robot’s starting subpath. This is because when the defender knows
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the starting location of the robot, it does not place any guards at articu-
lation points that belong the starting subpath, since these are part of the
backbone subpath of the coverage, and thus may be visited only once by the
robot (Theorem 24). On the other hand, when the defender does not know
the starting location of the robot, it cannot assume that these articulation
points may be visited only once by the covering robot (since they may belong
to different branches of the block-cut tree).

In practice, most of the articulation points reside outside the starting
subpath of the robot, thus the defender’s ability to capture the robot is
barely affected by its knowledge of the starting location of the robot (as we
show empirically in Section 8.4).

8.3.4 Capturing an online covering robot

In this section we propose a strategy for a defender acting against an online
covering robot, that has no map or a-priori information about the environ-
ment. The strategy is described in Algorithm CaptureOnlineCoveringRobot
(CONCR, shown in Algorithm 9). This strategy provides the defender a
better chance of capturing the robot as compared to the offline strategy
presented in Section 8.3.3, since it takes advantage of the robot’s limited
sensing capabilities in order to make it visits guarded places more frequently
(see Section 8.4 for the comparison results).

Since the robot gets only one chance of exploring the target area, we as-
sume that it employs a greedy policy, i.e., that at each step it chooses the
best action that can be taken given the robot’s current knowledge of the en-
vironment. More specifically, we assume that the robot would prefer to visit
all the unguarded locations that are reachable from its current location be-
fore moving to other areas via guarded locations, since leaving an unguarded
area in the middle would make the robot return to it via one of the guarded
locations, which will increase the number of visits to guarded places. In ad-
dition, we assume that when the robot needs to choose between two guarded
places, it would prefer to visit first the place guarded by the weaker guard
(the one with the lower probability of capturing the robot), since by Theo-
rem 24 locations that are left to the end of the coverage may be visited less
times by the robot. The Online Adversarial Coverage algorithm described
in Chapter 6 leads the robot in each step to an unvisited location with the
safest possible path from its current location, and thus fulfills the assump-
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tions described above. This algorithm will be used to evaluate the defender’s
strategy in Section 8.4.

We also assume that the defender knows the starting location of the
robot (which is the case for many real-world scenarios, e.g., when securing a
building that has only one entrance). In this case, the defender can employ
the following two strategies to increase its chances of capturing the robot.
First, the defender can block the entrance to the branch in the block-cut
tree with the minimum number of articulation points (by placing a strong
guard at its root), thus forcing it to terminate its coverage path at this
branch, which in turn will make the robot visit the articulation points in the
graph the maximal number of times (according to Theorem 24). Second, the
defender can place weaker guards (guards with lower probabilities to capture
the robot) closer to the robot’s starting position, thus making the robot move
back and forth between different branches of the block-cut tree in order to
visit all the places guarded by the weaker guards, before going into deeper
levels of the tree that contain stronger guards.

Therefore, the strategy described in CONCR consists of the following
main steps:

1. Find the highest subtree of the block-cut tree with the minimum total
connectivity of articulation points. Place guards at all the cells that
are within the sensing range r of the robot from the root of this subtree
(referred from here as the blocked subtree), and mark at least one cell
as free of guards within the sensing range of the robot from the roots
of the other subtrees that share the same parent node. This step will
make the robot visit the subtree with the minimum total connectivity
of articulation points at the end of its coverage path.

2. Sort the articulation points in the graph by the order of their connec-
tivity.

3. For each connectivity, starting from the highest one, place guards at
articulation points with that connectivity, while giving precedence to
articulation points that belong to the unblocked subtrees.

4. For each subtree, use BFS (Breadth First Search) to scan the subtree
and place the guards by the order of the BFS levels, starting from the
weakest guards at the topmost level and finishing with the strongest
guards at the bottommost level.
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5. If there are any more guards left to place, use the vertex cuts of the
graph to choose additional locations in which to place the remaining
guards (as in the offline case).

Algorithm 10 CaptureOnlineCoveringRobot (CONCR)(s,O, S)

Input: the starting vertex of the coverage s, the robot’s observation function
O, and the set of guards S

1: APList← FindArticulationPoints(s)
2: T ← CreateArticulationPointsTree(APList)
3: Tmin ← FindSubtreeWithMinAPConnectivity(T )
4: U ← subtrees of T that share the same parent with Tmin
5: BlockSubtree(Tmin, U,O)
6: cmin ← minimum connectivity of any articulation point
7: cmax ← maximum connectivity of any articulation point
8: c← cmax . iterate over all connectivities
9: while c ≥ cmin and S 6= ∅ do

10: RunBFSOnAPTreeOnline(APList, Tmin, c, S)
11: for each tree t ∈ U do
12: RunBFSOnAPTreeOnline(APList, t, c, S)

13: c← c− 1

14: if S 6= ∅ then
15: PlaceGuardsAtVertexCuts(G, V C, S)

We now describe the new procedures and functions that appear in the on-
line algorithm. Function FindSubtreeWithMinAPConnectivity finds the highest
subtree in the block-cut tree that contains the minimum total connectivity of
articulation points. For that purpose, it first invokes the recursive procedure
ComputeTotalAPConnectivity, which computes the total connectivity of the
articulation points in every subtree. For each vertex v, the total connectivity
in the subtree rooted at v is stored in a field named tc[v]. Then, it finds the
highest node in the block-cut tree that has more than one child, and returns
the subtree rooted at the child with the minimum total connectivity.

Procedure BlockSubtree “blocks” the entrance to the subtree with the
minimum total connectivity of articulation points (denoted by Tmin), in or-
der to make the robot finish its coverage path within this subtree. This is
achieved by placing a guard at the root of Tmin, and making sure that all the
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Function FindSubtreeWithMinAPConnectivity(T )

Input: the articulation points tree T
Output: the subtree with minimum total connectivity of articulation points

1: ComputeTotalAPConnectivity(root[T ])
2: v ← root[T ]
3: while childAPs[v] = 1 do
4: v ← single child of v

5: w ← argminu∈childAPs[v] tc[u]
6: return the subtree rooted at w

Procedure ComputeTotalAPConnectivity(v)

Input: the current vertex in the articulation points tree v
1: tc[v]← connectivity[v]
2: for each u ∈ childAPs[v] do
3: tc[v]← tc[v] + ComputeTotalAPConnectivity(u)

guards at the roots of the other subtrees are weaker than this guard. If there
are not enough weaker guards (e.g., all the guards have equal probability of
capturing the robot), then we also place guards at all the cells that can be
sensed by the robot from the root of Tmin, while keeping at least one of the
cells that can be sensed by the robot from the roots of the other subtrees
free from guards. This way, the robot will prefer to visit all these subtrees
before entering the blocked subtree (since the number of safe cells that can
be sensed from the roots of these subtrees is greater by at least 1). Section
8.3.4.1 includes a formal analysis.

Procedure RunBFSOnAPTreeOnline assigns guards to the articulation points
of the graph by running BFS on the articulation points tree. In contrast to
the offline version of this procedure, here the guards are assigned according
to the levels of the BFS tree, and not according to the BFS visit order of
the nodes. The strength of the assigned guards (i.e., their probability of
capturing the robot) is matched to the level of the BFS tree at which they
are located, i.e., if the guards have m different probabilities of capturing the
robot p1, ..., pm, then all the guards that have probability pi of capturing the
robot should be located at level i of the BFS tree. This allocation is intended
to make a myopic robot move back and forth between the different branches
of the block-cut tree before going into deeper levels. Since the number of
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Procedure BlockSubtree(T, U,O)

Input: the subtree T to be blocked T , the set of subtrees U that share the
same parent as T , and the observation function O

1: Place a guard with highest pi at root[T ]
2: w ← number of guards with probability pi < pmax
3: if w < |U | then
4: {Place guards within the sensing range from root[T ]}
5: for each vertex v ∈ O(root[T ]) do
6: if v ∈ T then
7: Place a guard with probability pmin at v

8: for each subtree A ∈ U do
9: {Keep one of the cells within the sensing range from root[A] safe}

10: v ← a vertex in {u|u ∈ descendants of A and u ∈ O(root[A])}
11: keepFree[v]← true

guards that have probability of pi of capturing the robot is not necessarily
equal to the number of articulation points at level i of the tree, we allow
level i of the tree to contain guards that have probability of at least pi of
capturing the robot.

For each vertex v we keep the following fields: min level[v] – the minimal
probability level that the guard assigned to v should have, and level[v] – the
probability level that the guard located at v belongs to. These fields make
sure that the assigned guards to the child nodes of v are stronger than the
guard assigned to v.

Function FindMinGuardLevelForAPs finds the minimum probability level
that should be used for assigning guards at articulation points with a given
connectivity. In case that there are more guards than articulation points, we
would like to use the strongest guards for the articulation points and leave
the other ones for the vertex cuts of the graph.

Runtime complexity: We now analyze the runtime complexity of al-
gorithm CONCR. As in the offline case, the algorithm’s runtime depends on
the number of guards that need to be assigned, and on whether there are
enough articulation points in the graph for their assignment. The algorithm
begins with finding all the articulation points in the graph and building the
articulation points tree, which takes time of O(n) (Section 8.3.3). Comput-
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Procedure RunBFSOnAPTreeOnline(APList, T, c, S)

Input: the list of articulation points APList, the tree of articulation points
T , the connectivity c, the set of guards S

1: v ← root[T ]
2: while |childAPs[v]| = 1 do
3: v ← single child of v
4: keepFree[v]← true

5: Create an empty queue Q
6: min level[v]← FindMinGuardLevelForAPs
7: Enqueue(Q, v)
8: while not empty(Q) do
9: v ← Dequeue(Q)

10: if connectivity[v] = c and not keepFree[v] then
11: g ← a guard in S with probability of at least pmin level[v]
12: Place g at v
13: level[v]← the level of guard g
14: S ← S − {g}
15: if S = ∅ then return

16: for each node u ∈ childNodes[v] do
17: if connectivity[v] = c and v contains a guard then
18: min level[u]← level[v] + 1
19: else
20: min level[u]← level[v]

21: Enqueue(Q, u)

Function FindMinGuardLevelForAPs(APList, c, S)

Input: the list of articulation points APList, the connectivity c, the set of
guards S

1: Sort the guards in S in a decreasing order of their probability of stopping
the robot

2: k ← |{v|v ∈ APList and connectivity[v] = c and not keepFree[v]}|
3: if |S| ≤ k then
4: g ← argmini∈S pi . the weakest guard
5: else
6: g ← S[k] . the guard at the kth place

7: return the level of g

162



8.3. Zero-Knowledge Defender

ing the total connectivity of every subtree of the block-cut tree using the
recursive procedure ComputeTotalAPConnectivity takes O(n + m) (as every
edge of the graph is traversed only once), and finding the subtree with the
minimum total connectivity costs additional O(n). The runtime of Proce-
dure BlockSubTree depends on the number of subtrees that share the same
parent as the blocked subtree, and the sensing radius of the robot, and in the
worst case it is O(n). Then, for each connectivity level, the algorithm runs
BFS on each of these subtrees. Since the subtrees do not share any vertices,
the runtime of running BFS on all of them is O(n+m). Thus, if the number
of connectivity levels is c, the total runtime of this step is O(c(n + m)). In
grid environments, c ≤ 4, and the number of edges is m = O(n). Therefore,
in case that there are enough articulation points for placing all the guards,
the total runtime of CONCR is O(n).

However, if there are not enough articulation points for placing all the
guards, the vertex cuts of the graph also need to be used. As in the offline
case, the algorithm calls Procedure PlaceGuardsAtVertexCuts, whose runtime
complexity is O(n3 log n) (Section 8.3.3). Therefore, the total runtime com-
plexity of the algorithm is O(n3 log n), the same as COFCR.

8.3.4.1 Analysis of the online strategy

In this section we provide a theoretical analysis of the online defender’s strat-
egy described in CONCR. Specifically, we show that it is optimal in certain
types of environments and for some values of k (the number of guards), in the
sense that its probability of stopping an online covering robot with a sensing
range r is maximized. First, we denote by Tmin the blocked subtree with
the minimum total connectivity of articulation points and by T the subtrees
that share the same parent with Tmin. Let us also denote by v the common
parent of the subtrees in T . We start with the following lemma, that proves
that an optimal coverage path of the robot must end in the blocked subtree
Tmin.

Lemma 6. Given the guards assignment by CONCR, an optimal coverage
path of a robot with sensing range r must end in the subtree Tmin.

Proof. When the robot first visits the vertex v, it needs to choose between
going into subtree Tmin or one of the subtrees in T that share the same
parent. Since the robot can observe only r nodes from its current location,
its decision of which subtree to choose can be only based on the number of
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guards that it can detect from v. Procedure BlockSubTree places guards in
Tmin such that the number of guards in Tmin that the robot can sense from
v is greater by at least one guard than the number of guards that can be
sensed from v in all the other subtrees. Thus, it makes the robot choose Tmin
as the last subtree to be covered. In addition, it places a guard at the roots
of all the subtrees that are children of v (which are all articulation points).
Thus, after the robot enters into a given subtree t ∈ T it has no incentive of
leaving it and moving to another subtree, since this will make it revisit the
vertex containing this guard and some of the other nodes that have already
been visited in this subtree at least twice more (once on its way back to v
and the second time when it needs to go back to this subtree in order to
finish its coverage). This will make the coverage path suboptimal, since the
same coverage path without going out from this subtree and getting back
would still cover all the nodes in the graph but will visit a node protected by
a guard at least one time less.

We now use Lemma 6 to establish a lower bound on the number of times
each articulation point in G must be visited by the optimal coverage path of
the robot.

Theorem 29. Given the guards assignment by CONCR, an optimal coverage
path of a robot with sensing range r must visit every k-connected articulation
point in a subtree t ∈ T at least k times, and every k-connected articulation
point in the subtree Tmin at least k − 1 times.

Proof. By Theorem 24, any coverage path must visit every k-connected artic-
ulation point at least k times, except for articulation points on the backbone
subpath of the coverage path, which must be visited at least k− 1 times. By
Lemma 6, an optimal coverage path of a robot with sensing range r must
end in the subtree Tmin, thus all the articulation points that belong to the
other subtrees are not part of the backbone subpath. This is because the
robot must visit v (the common parent of the subtrees) before and after
each of these articulation points, thus they cannot be part of a simple path
that leads from the starting vertex of the coverage to its terminating vertex.
Therefore, the robot must visit every k-connected articulation point in the
subtrees t ∈ T at least k times and the articulation points in the subtree
Tmin at least k − 1 times.

Next, we prove that CONCR is optimal with respect to the assignment
of guards to the articulation points in the graph.
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Theorem 30. The assignment of guards by CONCR maximizes the number
of times a robot with sensing range r must visit each articulation point in G
along its coverage path.

Proof. Denote by v the parent of subtree Tmin. v is chosen as the highest
node in the block-cut tree with more than one child. Thus, all the articulation
points that reside on the path from the root of the block-cut tree to v need
to be visited by the robot only once, and need not be protected by guards.
Indeed, CONCR places guards only at articulation points that belong to the
subtrees that are children of v. The guards are placed in the order of the
articulation points’ connectivity. Thus, articulation points that are more
frequently visited by the covering robot receive a guard assignment before
those that are less frequently visited. In addition, for each connectivity k,
the algorithm assigns guards to all the k-connected articulation points in the
unblocked trees T before assigning guards to k-connected articulation points
in Tmin, which may be visited one time less than the articulation points in T
(Theorem 29).

As in the offline case, we can now prove that for certain number of guards
k and in certain types of environments, the online defender strategy is opti-
mal.

Theorem 31. Let the maximum degree in the graph G be d. If the number
of articulation points in G whose connectivity is d is equal to or greater than
the number of guards k, then the defender’s online strategy is optimal.

Proof. By Lemma 26, an optimal coverage path visits every vertex v ∈ V at
most d times, except for vertices that belong to the backbone subpath that
are visited at most d − 1 times. By Theorem 29, given the guard assign-
ment by CONCR, an optimal coverage path of a robot with sensing range
r must visit every d-connected articulation point at least d times, except
for d-connected articulation points on the backbone subpath of the cover-
age that must be visited at least d − 1 times. Thus, when the maximum
degree of each articulation point is d, the optimal coverage path visits ev-
ery d-connected articulation point precisely d times, except for d-connected
articulation points on the backbone subpath that are visited precisely d− 1
times. Hence, d-connected articulation points are the most frequently vis-
ited vertices along the optimal coverage path. As a consequence, placing all
the given k guards at these articulation points, while giving precedence to

165



8.4. Empirical Evaluation

articulation points that belong to one of the subtrees in T (and thus are not
part of the backbone subpath), is guaranteed to maximize the probability of
capturing a robot that follows this path.

8.4 Empirical Evaluation

In previous sections we have theoretically analyzed the two proposed defender
strategies against an offline and an online covering robot, and provided var-
ious optimality bounds on their solutions. As we have shown, some of these
bounds are not tight, and others are tight only in certain types of envi-
ronments. Therefore, in this section we evaluate the performance of these
strategies in various types of simulated environments and compare them with
a baseline strategy, which scatters the guards randomly across the environ-
ment. We use specific maps to illustrate the operation of the algorithms and
we also report on the statistical analysis of their behavior based on multi-
ple randomly generated maps with varying parameters, such as number of
obstacles, number of guards, etc.

In the offline case, we evaluate the defender’s strategy against GAC (Al-
gorithm 2), and for small instances we also evaluate it against the robot’s
optimal coverage strategy, which is computed using Value Iteration (Section
5.3). In the online case, we evaluate the defender’s strategy against OAC
(Algorithm 3). Note that in the online case, the robot’s optimal coverage
strategy cannot be computed in advance, since the robot’s knowledge of the
environment is changing during the coverage.

8.4.1 Examining the strategies on a sample map

We first use a specific grid map of size 10 × 10 to illuminate the differences
between the defender’s strategies. 25% of the map’s cells contain obstacles,
whose locations are randomly chosen. Figure 8.3 shows the sample map,
and the block-cut tree of its representative graph. Each articulation point is
marked with the prefix AP followed by its index, and each block is marked
with the prefix B followed by its index. We assume here that the covering
robot starts at cell (1, 1), and its starting location is known to the defender.

As can be seen, the block-cut tree of this map contains 13 articulation
points, two of which are 3-connected (located at cells (8, 3) and (10, 3)) and
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Figure 8.3: The sample map (left) and the block-cut tree of its underlying
graph (right).

all the others are 2-connected.
In our sample run, the defender possesses 15 guards, which belong to

5 groups with probabilities of capturing the robot ranging from p1 = 2%
to p5 = 10% (in intervals of 2%). Changing the absolute values of these
probabilities affects only the scaling of the results, but not how the defender’s
strategy works. Figure 8.4 shows where the defender has chosen to place its
guards (the magenta cells) according to its offline strategy (left figure) and
its online strategy (right figure). Each articulation point is marked with the
prefix AP followed by its connectivity, and each guarded vertex cut is marked
with the prefix VC followed by its spread.
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Figure 8.4: The locations of the guards as determined by the defender’s
strategies. Cells colored with darker shades contain guards with higher prob-
abilities of capturing the robot. The left figure shows the offline defender
strategy while the right figure shows the online strategy on the same map.
The robot starts the coverage in cell (1,1). Each articulation point is spec-
ified by the prefix AP followed by its connectivity, and each vertex cut is
specified by the prefix VC followed by its spread.
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Since the defender owns 15 guards, 13 of them have been assigned to
the 13 articulation points and the remaining two have been assigned to the
vertex cut consisting of cells (1,6) and (4,3), which has the largest distance
between its vertices amongst all the vertex cuts.

Both strategies place two of the strongest guards at the 3-connected artic-
ulation points, and spread the other guards evenly across the various branches
of the block-cut tree. In the online strategy, the defender places one of the
strongest guards at the articulation point (4,5) in order to block the entrance
to the branch that consists of cells (4,5) and (3,5). This branch contains the
least number of articulation points, thus blocking it would cause the robot
to visit the articulation points in all the other branches the maximal num-
ber of times. In addition, the strength of the guards match the depth of
the block-cut tree at which they are placed. For example, if we examine
the BFS subtree that is rooted at cell (6,4), the guard placed at this root
has probability p1 of capturing the robot, while the cell (7,4) which belongs
to the second level of the subtree contains a guard with probability p2, the
cells (8,2) and (9,3) which belong to the third level contain a guard with
probability p3, the cells (10,2) and (10,4) which belong to the fourth level
contain a guard with probability p4. Lastly, the cell (10,5) contains a guard
with probability p4 and not p5, since all the strongest guards have already
been used (for blocking the branch with the minimum number of articulation
points and for the 3-connected articulation points).

Figure 8.5 shows the results of running the robot’s coverage algorithm
OAC using a sensor with r = 2 against both defender’s strategies. The
number in each cell indicates the number of visits by the robot in that cell.

The defender’s probability of capturing the robot when using its offline
strategy on this map is 83.27%, whereas its probability of capturing the robot
is 87.21% when it uses its online strategy. As can be seen in Figure 8.5, in the
online strategy the blocking of the branch that consists of cells (4,5) and (3,5)
caused the robot to visit all the 3-connected articulation points 3 times and
all the 2-connected articulation points at least twice, since the robot finished
the coverage at the blocked branch. This in turn increased the number of
times the robot has visited guarded cells from 28 to 33.

8.4.2 Evaluation of the offline strategy

Next, we evaluate the defender’s strategy against an offline covering robot
(Algorithm 9) on 50 randomized maps of size 20 × 20. 30% of the cells in
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Figure 8.5: The number of times an online covering robot visits each of
the cells of the sample map, when acting against a defender with an offline
strategy (left) and a defender with an online strategy (right).

each map contain obstacles, whose locations were randomly chosen. The
number of guards that have been placed on the map varied between 1 and
100, and they belonged to 5 different groups with probabilities of capturing
the robot ranging from 0.6% to 3% (in intervals of 0.6%). A low probability
was chosen so we could measure the effect of adding a large number of guards
to the graph, up to 25% of the map’s size. Figure 8.6 shows the probability
that the defender will be able to capture the robot along its coverage path
when using one of the following three strategies:

1. The random baseline strategy, in which the guards’ locations are chosen
randomly.

2. The defender’s offline strategy (COFCR), when the defender does not
know the starting location of the robot.

3. The defender’s offline strategy (CONCR), when the defender knows the
starting location of the robot.

The graphs are shown with standard deviation error bars.
The suggested defender’s strategy clearly outperforms the random base-

line strategy. On average, it improves the chances of capturing the robot by
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Figure 8.6: The probability of capturing an offline covering robot when the
defender uses its offline strategy with and without knowledge of the robot’s
starting location vs. using the random baseline strategy.
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33.8%, and for specific numbers of guards, it can increase those chances by
more than 100% (e.g., for k = 5 the increase is 108%). The difference between
the strategies is statistically significant (ANOVA test yields p = 5.88 · 10−5).

As the number of allocated guards gets higher, the difference between the
strategies’ performances gets smaller. This is because when the environment
is filled with guards, their specific locations has a smaller affect on the over-
all probability of capturing the robot. In addition, we can notice that the
knowledge of the starting location does not change much the ability of the
defender to capture the robot.

For small-sized maps (up to 7× 7) it is possible to compute the optimal
coverage path for the robot using Value Iteration (Section 5.3). Thus, to
ensure the robustness of the defender’s strategy, we have again tested it
against the random baseline strategy, but now when the robot is following
an optimal coverage path. For this experiment we have used 50 randomized
maps of size 5 × 5 with the same settings as in the previous experiment,
except for the number of guards that varied between 1 and 15 (due to the
smaller map size). Figure 8.7 shows the results. Clearly, the defender’s offline
strategy outperforms the random strategy in this case too. However, the gap
between the strategies’ performances is narrower here. This is due to the
smaller environment sizes, in which there are very few vulnerability points
(e.g., articulation points) that can be exploited by the defender.

8.4.3 Evaluation of the online strategy

We now evaluate the defender’s strategies against an online covering robot.
We have used the same map settings as in the previous experiment. The
robot’s sensing range was set to r = 2. The robot’s starting location was ran-
domly chosen. However, this time we assumed that the defender knows the
starting location of the robot. Figure 8.8 shows the probability of capturing
the covering robot, when the defender is using its offline strategy (Algorithm
9), online strategy (Algorithm 10) and the random baseline strategy.

As anticipated, for both strategies the probability of stopping the robot
increases as we add more guards to the map. Both the offline and online
defender’s strategies show significant improvement over the random baseline
strategy. When the number of guards is lower than 20, the online and the
offline strategies provide similar results. This is because there is a small num-
ber of guards that belong to each probability level, thus the online strategy
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Figure 8.7: The probability of capturing a robot following an optimal cov-
erage path when the defender uses its offline strategy vs. using the random
baseline strategy.
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Figure 8.8: The probability of capturing an online covering robot when the
defender uses its online strategy vs. the offline strategy and the random
baseline strategy for various number of guards.

174



8.4. Empirical Evaluation

cannot exploit the depth of the block-cut tree in order to match the strength
of the guards with the levels of the tree. However, when the number of guards
gets above 20, the online strategy dominates the offline strategy; on average
the online strategy increases the probability of capturing the robot by 1.64%.
The difference between the strategies is statistically significant (ANOVA test
yields p = 6.685 · 10−5).

The relatively small gap between the offline and the online strategies can
be explained by the fact that in both cases the adversary has zero knowledge
on the robot’s coverage strategy. The only added information the defender
has in the online case is that it knows the sensing radius of the robot, but
this parameter alone has almost no affect on the defender’s ability to cap-
ture the robot (as will be shown in Figure 8.10). Moreover, in both cases
the defender assigns guards to locations that must be visited multiple times
by any covering robot (regardless of its sensing capabilities or its coverage
strategy).

Next, we wanted to examine the effect of changing the obstacle densities
in the environment on the ability of the defender to capture the robot using
the three different strategies. We have run the defender’s strategies on 50
randomly-generated maps of size 20×20 with obstacle ratios between 0% and
35%, in steps of 1% (in higher ratios of obstacles, most of the generated maps
are disconnected). The defender was given 30 guards in all maps. Figure 8.9
shows the results.

As Figure 8.9 indicates, the random baseline strategy is not affected much
by the obstacles density, since it does not exploit the topology of the envi-
ronment. The increase in the capture probability when the obstacle ratio
gets above 20% is due to the fact that in higher obstacle ratios, there are less
free cells for the robot to cover, thus its chance of being caught by the same
number of guards increases, regardless of the strategy used. On the other
hand, the success rate of the other two strategies grows consistently with the
increase in the number of obstacles. This is because the more obstacles there
are in the environment, the more places that the robot has to visit multiple
times (more articulation points and vertex cuts in the graph), which both
strategies take advantage of.

We also wanted to examine the effect of changing the robot’s sensor range
on its ability to complete the coverage. For that purpose, we have evaluated
the defender’s online strategy against an online covering robot with varying
sensor ranges between 1 and 10, using the same settings as in the previous
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Figure 8.9: The probability of capturing an online covering robot when the
defender uses its online strategy vs. the offline strategy and the random
baseline strategy for various obstacle densities.
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experiments (50 randomly-generated maps with size 20×20, 30% of the cells
contain obstacles and 5 levels of guards). The number of guards the defender
could use was fixed to 30. Figure 8.10 shows the results. As evident, the sens-
ing radius of the robot has almost no affect on its probability of completing
its coverage task. There is a two-fold explanation for this fact. First, the
defender needs to use its knowledge of the robot’s sensing capabilities only
in rare cases. The only place in Algorithm 10 where the robot’s observation
function is used is in the procedure BlockSubtree, and only in the case that
there are not enough guards that are weaker than the strongest guard to
assign to the roots of the non-blocked subtrees. In most environments the
number of non-blocked subtrees is smaller than the number of weak guards,
thus the knowledge on the sensing radius of the robot is usually not used.
Second, the robot’s general coverage policy is also not greatly influenced by
its sensing radius. The robot employs a greedy policy which leads it to visit
the branches of the block-cut tree in a BFS order, since it gives precedence
to visiting all the places guarded by weaker guards which are located at the
higher levels of the tree, before going into deeper levels of the tree that con-
tain stronger guards. Changing the robot’s sensing radius might change the
order in which the robot visits the nodes in the tree that belong to the same
BFS level (which contain guards of the same strength), but not the order by
which it visits the tree levels, which determines the number of visits to each
guarded location.

8.4.4 Evaluating computation time

Lastly, we have measured the runtime needed to compute the defender’s
offline and the online strategies for increasing environment sizes: from a grid
of 10 × 10 squares to a grid of 40 × 40 squares. The average CPU runtime
was measured on a single core of an Intel Core i7-3770 with 3.4GHz and 8GB
RAM. Figure 8.11 shows the results.

As expected by the runtime complexity analysis, the runtime graph fits
the graph of polynomial of degree 3 (found using the Matlab function polyfit).
The runtime of the offline and the online strategies is approximately the same,
since the part that takes the longest time is the computation of the vertex
cuts of the graph, which is common in both algorithms.
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Figure 8.10: The probability of capturing an online covering robot with var-
ious sensor ranges.
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Figure 8.11: The runtime for computing the defender’s offline and online
strategies in various environment sizes.
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8.5 Summary

In this chapter we have presented the coverage defending problem and dis-
cussed its various aspects. First, we have shown that there is an optimal and
easily computed strategy for a full-knowledge defender, who knows the cov-
erage path of the robot ahead of time. Second, we have shown that finding
an optimal strategy for a zero-knowledge defender is an NP-Hard problem.
Third, we proposed a strategy for a zero-knowledge defender that takes ad-
vantage of the target area’s topology in order to make the covering robot
visit guarded locations more frequently. We have proven that this strategy
is optimal in certain types of environments, and outperforms the random
baseline strategy, in which the guards are randomly scattered across the en-
vironment, by 33.8% on average, and sometimes by more than 100% (for a
small number of guards). Lastly, we have shown that when protecting an
area from an online covering robot, the defender can take advantage of the
limited sensory abilities of the robot in order to control the order in which
it covers the various parts of the target area, thus increasing the number of
times that it visits the guarded locations in the area.

180



Chapter 9

Frontier-Based Real-Time
Dynamic Programming

In Chapter 5 we have described how to model the adversarial coverage prob-
lem as a Markov decision process, and how standard value iteration tech-
niques can be used to find optimal solutions to this problem in small-scaled
environments. In standard value iteration, all states are updated simulta-
neously, which requires all states to be kept in memory. This is clearly in-
tractable for MDPs with exponentially large state space, such as the MDP of
adversarial coverage. In those cases, asynchronous value iteration techniques,
which update only a selected subset of the states at a time, are applied. There
are various heuristic algorithms for solving MDPs, that given a start state,
can find an optimal solution without evaluating the entire state space. Offline
methods, e.g., LAO* [46], determine prior to the execution the best action to
execute for all possible situations, while realtime methods, e.g., Real-Time
Dynamic Programming (RTDP) [14], allow search to be interleaved with ex-
ecution. Variants of RTDP have been shown to outperform offline heuristic
search methods for solving MDPs on several benchmark problems [19].

However, as we show in this chapter, RTDP and its variants suffer from
slow convergence in problems with loops, i.e., problems in which the agent
can return to previously visited states. In these problems, RTDP tends to
waste considerable amount of time during each trial on repeatedly visiting
states contained within the loops.

Thus, we introduce a novel algorithm called Frontier-Based RTDP (FB-
RTDP), which speeds up the convergence of RTDP in problems with loops,
while retaining its focus and good anytime behavior. The idea is to first
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identify the frontier states, i.e., states that separate the visited regions in
the search space from those unvisited, and then in each step of the search
instead of moving from the current state to one of its successors, follow
a path with minimum expected cost from the current state to one of the
frontiers. This policy ensures that the search does not get trapped in loops
while moving towards a goal state. We demonstrate the effectiveness of our
suggested method on the racetrack benchmark problem known from the MDP
literature, and show that FB-RTDP leads to significant improvements over
state-of-the-art RTDP methods, empirically yielding a six-fold reduction in
the amount of time required to achieve comparable policy performance. We
also show that this method can provide close to optimal solutions to the
adversarial coverage problem, while the other MDP solvers are unable to
converge within the given time limit.

The chapter is organized as follows. Section 9.1 presents real-time dy-
namic programming algorithms for MDPs. Section 9.2 formulates the dif-
ficulties in applying RTDP to planning problems with loops. Section 9.3
introduces the FB-RTDP algorithm and analyzes it theoretically. Section
9.4 presents experimental results evaluating FB-RTDP on the two test prob-
lems.

9.1 Real-Time Dynamic Programming

Real-Time Dynamic Programming (RTDP) [14] (Algorithm 11) solves an
MDP by organizing computation as a sequence of trials. Each RTDP trial
begins at an initial state of the MDP and explores forward, choosing actions
greedily and choosing outcomes stochastically according to their probability.
A trial ends when the goal state is reached, or after a specified number
of steps. The evaluation function V (s) is only updated for states that are
reached from the start state when actions are selected greedily based on the
current evaluation function. Thus, RTDP may ignore large regions of the
state space.

The initial values of V (s) are given by a heuristic function h(s). As shown
in [14], if the heuristic function is admissible, i.e., h(s) ≤ V ∗(s) for every state
s, and the goal is reachable from every state with positive probability, then
repeated RTDP trials eventually yield optimal values V (s) = V ∗(s) over all
relevant states (states that can be reached by at least one optimal policy).

For an efficient implementation of RTDP, a hash table T is needed for
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storing the updated values of the value function V . Initially the table is
empty, and the values of V (s) are given by an heuristic function h(s). For
states s in the table T , V (s) = T (s), while for states s that are not in the
table, V (s) = h(s). In Algorithm 11, V [s] refers to the stored value of state
s.

Algorithm 11 RealTimeDynamicProgramming (RTDP)

Input: a set of initial states I, and a set of goal states G
1: V ← ∅ . create an empty hash table that maps states to values
2: while convergence not detected and not out of time do
3: Draw s from I at random . pick initial state
4: while (s /∈ G) ∧ (depth < max-depth) do . execute one trial
5: a← GreedyAction(s, V ) . pick best action
6: V [s]← QValue(s, a, V ) . update state’s value
7: s← ChooseNextState(s, a) . stochastically simulate next state
8: depth← depth+ 1

Function GreedyAction(s, V )

Input: the current state s, and the values table V
Output: an action

1: As ← all applicable actions in state s
2: return argmina∈As

QValue(s, a, V )

To evaluate the performance of the policy found by RTDP, we execute a
predefined number of RTDP trials without performing the update step (i.e.,
without performing line 6 in Algorithm 11), using the values table V that
was found during training. For each such trial, we compute the total cost of
all the actions taken during the trial, and the average of these costs over all
the sampled trials is used as the performance metric for the policy.

9.1.1 RTDP extensions

Many extensions and variants of RTDP were suggested in the past. Labeled
RTDP (LRTDP) [19] improves on basic RTDP by labeling solved states when
their values (and the values of their successors) have converged, thus not
requiring future updates. Here, we use a stronger version of the labeling
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Function QValue(s, a, V )

Input: the current state s, the selected action a, and the values table V
Output: the Q value of taking action a at state s

1: c← 0 . the expected cost
2: for each successor state s′ of (s, a) do
3: if s′ /∈ V then . check if this is a new state
4: V [s′]← h(s′) . use a heuristic function to initialize the value

5: c← c+ P (s′|s, a)
[
C(s, a, s′) + V [s′]

]
6: return c

Function ChooseNextState(s, a)

Input: the current state s, and the chosen action a
Output: a new state

1: Sample a state s′ from the transition distribution P (·|s, a)
2: return s′

approach, by labeling all states that have been visited during an RTDP trial
(even if their values have not converged yet).

Bounded RTDP (BRTDP) [67] and Focused RTDP (FRTDP) [90] focus
exploration on states with high value uncertainty by maintaining upper and
lower bounds on the value function, and terminate when there is low uncer-
tainty. VPI-RTDP [86], the latest variant of RTDP to our knowledge, takes
a Bayesian perspective on the upper and lower bounds in order to express a
belief distribution over value functions. It uses this distribution in a myopic
value of perfect information (VPI) framework to approximate the expected
improvement in decision quality resulting from the update of a state’s value.
We believe that our frontier-based approach may also benefit from maintain-
ing lower and upper bounds estimations on the states value function.

As VPI-RTDP was shown to outperform BRTDP and FRTPD [86], which
in turn were shown to outperform LRTDP and HDP [90], and LRTDP was
shown to outperform (Improved) LAO* [19], we focused our experimental
comparison on VPI-RTDP as the current state-of-the-art RTDP algorithm.
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Figure 9.1: A bad case for an RTDP trial. Edges from actions to states are
annotated with transition probabilities and costs.

9.2 Planning Problems with Loops

Many real-world planning problems contain loops, in which the agent can
return to previously visited states (e.g., this is often the case in path planning
problems). When applying RTDP and its variants to this type of problems,
they tend to waste significant amount of their computation in repeatedly
visiting states contained within loops, having difficulty in estimating the
expected values of those states.

Figure 9.1 illustrates this problem. In the depicted scenario, we have three
states s1, s2 and s3. Let us assume that the initial state is s1. There are two
possible actions in state s1: a1, which leads to state s2 with probability 1,
and a2 which leads to one of the states s3 and s4 with probability 0.5. The
cost of moving from state s1 to s2 is 0.1, while the cost of moving from state
s2 to states s3 and s4 is 1. There is also a transition a3 that leads from state
s2 back to s1 with probability 1 and a cost of 0.1.

Let us assume that the values of all the states are initialized to zero. In
the first RTDP trial, the Q values for each of the two possible actions in the
initial state s1 are:

Q(s1, a1) = P (s2|s1, a1)[C(s1, a1, s2) + V (s2)] = 1 · (0.1 + 0) = 0.1
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Q(s1, a2) = P (s3|s1, a2)[C(s1, a2, s3) + V (s3)] + P (s4|s1, a2)[C(s1, a2, s4) + V (s4)]
= 0.5 · (1 + 0) + 0.5 · (1 + 0) = 1

Since the Q value of action a1 is lower than the value of action a2, RTDP
will greedily choose action a2. As a result, the value of state s1 will be
updated to:

V (s1) = Q(s1, a1) = 0.1

Action a1 leads the agent to state s2. In this state the only available
action is a3. Choosing this action will lead the agent back to state s1, and
will update the value of s2 to:

V (s2) = Q(s1, a1) = 0.1

Now, when the agent is back to state s1, the Q value of taking action a1
will increase by only 0.1:

Q(s1, a1) = P (s2|s1, a1)[C(s1, a1, s2) + V (s2)] = 1 · (0.1 + 0.1) = 0.2

Therefore, until the agent gets the chance to explore states s3 and s4, it
will have to go back and forth between states s1 and s2 ten times.

Generally, an RTDP trial would have to travel back and forth between
states s1 and s2 until the estimated cost of the repeated transition between
them becomes higher than the cost of moving to state s3. Clearly, these
repeated transitions cannot be part of the trajectory followed by the optimal
policy (they only increase the cost of the path to the goal), and thus should
be eliminated from the search.

On the other hand, by just visiting state s2 once and then moving to
states s3 and s4, RTDP could have found the true value of s1 without the
repeated transitions between s1 and s2.

9.3 Frontier-Based RTDP

Frontier-Based RTDP (FB-RTDP, Algorithm 12), avoids fruitless cyclic re-
turns in the search graph, by directing the search towards a frontier state in
every step of the search. Frontier states are formally defined as:

Definition 26. Frontier state f is a state that has not been visited yet
along the current trial, but has a neighboring state which has been visited.
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Frontier states mark the boundary between the covered regions of the
search space and the uncovered regions. Moving to a frontier state in each
step of the search ensures that a state is not visited more than once during
a single trial. Additionally, one can incorporate domain-specific knowledge
in order to specify additional constraints on the frontier states in order to
accelerate the search. For example, in the racetrack domain problem (Section
9.4.1), we define frontiers as states where the car’s position is different from
its position in all previously visited states, regardless of the car’s speed. This
prevents the search from returning to states that have the same car position
(which are clearly not on the optimal path to the goal).

In each step of the trial, FB-RTDP needs to determine to which of the
frontier states in F (s) to go. Similarly to A*, it does so based on the esti-
mate of the cost of reaching one of the goal states from the current state.
Specifically, FB-RTDP selects a path that minimizes

c(n) = g(n) + V (n) (9.1)

where n is the last state on the path (the frontier state), g(n) is the cost
of the path from the current state to n, defined as the sum of the costs of all
the actions leading from the current state to n, and V (n) is the current value
of the frontier state, which estimates the cheapest cost of the path from n to
one of the goal states. In cases where n is first encountered in the current
trial, V (n) = h(n), where h(n) is a problem-specific admissible heuristic that
estimates the cost of a given state to the nearest goal state.

We define the set of actions that leads the agent from its current state to
one of the frontier states as a macro action:

Definition 27. Macro action â is a sequence of actions (a1, ..., an), where
ai ∈ A is an action applicable in one of the states that can be reached after
executing (a1, ..., ai−1) on the current state s, and an is an action that leads
to a frontier state f ∈ F (s).

After choosing a macro action that minimizes c(n), FB-RTDP continues
the search with the frontier state reached by the chosen macro action, i.e., it
chooses the next state deterministically, in contrast to RTDP, which samples
the next state from the transition probability function. Nevertheless, in
order to keep updating the values of the states that reside on the paths
to frontier states (which are likely to be revisited by the optimal policy as
well), we perform the primitive actions contained in the chosen macro action
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sequentially, and update the values of the states, which are stochastically
chosen according to specified actions and the transition probability function.

Algorithm 12 FrontierBasedRTDP (FB-RTDP)

Input: a set of initial states I, and a set of goal states G
1: V ← ∅ . create an empty hash table that maps states to values
2: while convergence not detected and not out of time do
3: Draw s from I at random . pick initial state
4: H ← {s} . initialize the set of visited states
5: while (s /∈ G) ∧ (depth < max-depth) do . execute one trial
6: (â, s′)← GreedyMacroAction(s, V,H) . pick the best macro

action
7: UpdateValues(s, â) . update the states’ values
8: s← s′ . continue with the last state reached by â
9: H ← H ∪ {s} . mark the new state as visited

10: depth← depth+ 1

The function GreedyMacroAction chooses a macro action with minimum
cost from the current state to one of the frontier states. For that purpose, it
first builds a graph G that consists of all the states that have already been
visited and their neighboring states. The weight wij of the edge connecting
states si and sj is defined as the cost of the action leading from state si to
sj, i.e.,

wij = C(si, a, sj) (9.2)

Then, the function executes the Best First Search algorithm [32] on the
graph G, in order to find a minimum cost path from the current state s to
one of the frontier states f ∈ F (s). Finally, the function returns the macro
action, which consists of the sequence of actions (a1, ..., an), that leads from
the current state s to f .

The function IsFrontier(s) is domain dependent. A simple default imple-
mentation of the function may return true for every state s /∈ H. However, in
order to accelerate the search towards the goal, we can incorporate domain
dependent knowledge about which states are truly frontiers in the domain’s
search space. For example, in the adversarial coverage problem (Section
9.4.2), we define frontiers as states in which the robot is located at a cell
which has not been visited yet.
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Function GreedyMacroAction(s, V,H)

Input: the current state s, the states’ values table V , the set of visited states
H

Output: a macro action â and its destination state s′

1: Build a graph G = (V,E), where V consists of all the states in H and the
states reachable from them, and E consists of all the actions applicable
in states in V

2: wij ← the cost of the action leading from state i to state j (Equation
(9.2))

3: Run BestFirstSearch on G starting from s until reaching a state s′ /∈ H
that satisfies IsFrontier(s)

4: â← the sequence of actions (a1, ..., an) on the minimum cost path from
s to s′

5: return (â, s′)

Procedure UpdateValues iterates over all the actions that are part of the
chosen macro action â, and updates the values of all the states that are
encountered when performing these actions sequentially. This step ensures
that values of states contained inside loops are kept being updated, even
when the search does not explicitly stop at these states.

Procedure UpdateValues(s, â, V )

Input: the current state s, the selected macro action â = (a1, ..., an), and
the states’ values table V

1: for i← 1 to n do
2: V [s]← QValue(s, ai, V ) . update state’s value
3: s← ChooseNextState(s, ai) . stochastically simulate next state

9.3.1 Theoretical analysis of FB-RTDP

We first prove that FB-RTDP has the same optimal convergence guarantees
as RTDP. We start with the following definition:

Definition 28. The value V (s) of a state s is consistent with the frontier
states that can be reached from it, if V (s) = mins′∈F (s)

[
E[C(s, s′)] + V (s′)

]
,

where E[C(s, s′)] is the expected cost of the optimal path from s to s′.
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Theorem 32. If the heuristic function h(s) used to initialize the values of
the states is admissible, repeated FB-RTDP trials eventually yield optimal
values V (s) = V ∗(s) along every optimal path from the initial state to a goal
state.

Proof. The main idea of the proof is to show that it is enough to consider the
paths to frontier states from any given state in order to reach the optimal
value function.

The first observation is that FB-RTDP preserves the non-overestimating
property of h when visiting a state and updating its value. Let us denote
by F (s) the set of frontier states that can be reached from a given state
s. Assuming that the h values of F (s) do not overestimate the expected
cost to reach the goal, then after adding paths with minimum expected cost
from s to each of these frontiers, the minimum of the resulting values cannot
overestimate the expected cost to the goal from the given state.

Now, assume the converse of the theorem, that after an infinite number
of trials, there exists a state along an optimal path from the initial state
to a goal whose value is not optimal. Assuming that h of all goal states is
zero, if the value of any state along any path to a goal state is not optimal,
then a state along the same path must be inconsistent (since if all states are
consistent, then the value of each state along the path must be equal to the
minimum expected cost to one of the goal states).

If there exists a state whose value is inconsistent, then there must exist at
least one such state in an arbitrary ordering of the states. Call such a state
x. By assumption, x lies along an optimal path from the initial state s to
a goal state. In addition, since all the h values are non-overestimating and
this property is preserved by FB-RTDP, the values of all the states along the
optimal path from s to x, are less than or equal to their optimal values. This
ensures that state x will eventually be visited by FB-RTDP. When it is, its
value will become consistent with the frontier states that can be reached from
it, thus violating the assumption that it is the least inconsistent state in some
ordering. Therefore, the value of every state along an optimal path from the
initial state to a goal state must eventually reach its optimal value.

We now analyze the run-time and memory complexity of FB-RTDP.

Theorem 33. If the MDP contains |S| states and |A| actions, then the
computation of each trial in FB-RTDP requires O(|S|2×|A|) time, and O(|S|)
space.
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Proof. In the worst case scenario, FB-RTDP has to go through all the states
in the search space in order to reach a goal state from the initial state. Every
time that it visits a new state, FB-RTDP executes Best-First-Search in order
to find the cheapest path to a frontier state. In the worst-case, the frontier
state lies on the other side of the search space, thus BFS would have to
travel through all the states in order to reach it (but still visiting each state
at most once). During Best-First-Search, all the neighbors of the states along
the path have to be inspected, thus in the worst-case every BFS execution will
cost O(|S|×|A|) time. Hence, the total time complexity for a FB-RTDP trial
is O(|S|2 × |A|). The memory requirement for FB-RTDP consists of storing
the hash table of the states’ values, which is at most O(|S|), and maintaining
the open and closed lists in BFS, which also require O(|S|) memory. Thus,
the total space complexity is O(|S|).

Note that for RTDP such theoretical bounds on the run-time complexity
cannot be guaranteed, since the number of times that it visits every state
during a single trial is unknown.

9.4 Empirical Evaluation

All RTDP variants guarantee convergence to the optimal policy eventually.
Thus, the rate of convergence needs to be evaluated empirically. Therefore,
in this section we evaluate the performance of FB-RTDP against RTDP on
two test problems. The first problem is a benchmark problem known from
the MDP literature, on which most of the other RTDP variants have been
evaluated and compared to the basic RTDP algorithm. Thus, it is enough
to compare FB-RTDP to RTDP on this problem, to demonstrate its efficacy.
We analyze both the time needed for convergence and the memory footprint,
i.e., the number of unique states visited until convergence. The average CPU
runtime was measured on a single core of an Intel Core i7-3770 with 3.4GHz
and 8GB RAM.

9.4.1 Racetrack domain

We first evaluate the performance of FB-RTDP on the popular racetrack
benchmark domain from [14]. Specifically, we borrowed the racetrack block
topologies used in [90] and [86], as well as variations of their slippage and
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Figure 9.2: Various racetrack Block domains used for evaluation, ranging in
length from 10 to 80 with a fixed width of 30. Initial states are colored green
and terminal states are colored red.

wind enhancements to the original racetrack problem. Figure 9.2 shows the
block topologies that have been used.

The state in this problem is a combination of a car’s coordinate position
(x, y) and velocity (ẋ, ẏ) in each coordinate direction. A car begins at the
start state with velocity (ẋ, ẏ) = (0, 0). The actions (ẍ, ÿ) available to the
car are integer accelerations {−1, 0, 1} in each coordinate direction. The
cost of every action taken by the car is 1, except for actions that lead to
the absorbing goal state which have no cost. If the car hits a wall, then its
velocity (ẋ, ẏ) is reset to (0, 0). The goal is to maneuver the car into one of
a set of goal states.

Nominally, the car accelerates according to the intended action. However,
a car may skid with probability p = 0.1, resulting in 0 acceleration in each
direction. One might think of this as simulating driving on a track that is
unpredictably slippery, so that sometimes braking and throttling up have no
effect on the car’s velocity. In addition, with probability p = 0.8, a gust
of wind may perturb the commanded acceleration by a uniform choice of
{(−1, 0), (0,−1), (1, 0), (0, 1)}.

The objective in this problem is to learn to control the car so that it gets
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to its goal location in as few moves as possible. The discount used in this
problem is γ = 1, which makes it a Stochastic Shortest Path MDP. In our
experiments we used the heuristic function h(s) = 0 to initialize the values
of the states.

In Figure 9.3, we analyze the scaling behavior of RTDP, VPI-RTDP and
FB-RTDP as a function of the problem size. Shown are the time and num-
ber of unique states visited required to achieve average policy cost of at most
100 vs. the length parameter in the Block problem. The results are aver-
aged over 30 runs of each algorithm. The number of states in the Block
problem grows slightly superlinearly with length as higher velocities can be
achieved on longer tracks. We chose 100 as a policy performance compari-
son point, since it is roughly the point of inflection in performance for both
algorithms. After 100 is reached, the quality of the policy rapidly improves
with future trials. The figure shows that as problem size increases, the time
and space performance gap between FB-RTDP and the two other algorithms
significantly widens. In the Block-80 problem, FB-RTDP shows roughly a
six-fold reduction in the amount of time and two-fold reduction in the num-
ber of unique states visited required to achieve performance comparable to
VPI-RTDP.

9.4.2 Robotic adversarial coverage

We now evaluate FB-RTDP on the robotic adversarial coverage problem. For
the evaluation of FB-RTDP, adversarial coverage has the important property
that its underlying search graph contains many loops, since the robot often
needs to repeat its steps in order to complete the coverage. RTDP has a hard
time to escape these loops, since getting out of a loop typically means that
the robot has to move to a dangerous cell, a step that incurs a much higher
cost than going back to a previously visited cell inside the loop.

Here we define frontier states as states in which the robot visits a cell
which has not been visited yet along its coverage path. Thus, states in which
only the robot’s position changes, and the coverage status of the environment
is the same, are not considered as frontiers.

We now evaluate FB-RTDP on this problem and compare its performance
to the following algorithms: VI, RTDP [14], LRTDP (Labeled RTDP) [19],
and GAC (Algorithm 2).
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Figure 9.3: The amount of time and number of unique states visited required
to achieve an average policy cost of at most 100 as the length parameter of
the Block problem increases from 10 to 80.
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We first use a specific map to illustrate the difference between the al-
gorithms. Figure 9.4 shows the coverage paths as found by VI, RTDP,
FBRTDP, and GAC on a sample map of size 7 × 7. The map contains
25% threat points with 5 different threat probabilities between 0.02 and 0.1,
and 30% obstacles. The number in each cell indicates the number of visits
to that cell along the coverage path.

As can be seen VI finds the optimal coverage path for this map, which
has only one revisit to a threat point. The other five revisits are to safe cells.
This path is optimal, since any coverage path of this map must revisit at
least one threat point (there is a threat point located next to the two lower
corners and the robot must get in and out of at least one of these corners in
order to complete the coverage). The probability of completing the coverage
path generated by VI was 49.5%, and its total length was 40. However, the
computation time of VI took 40.86 hours and required 2.4GB of RAM.

Running GAC on the same map generated a coverage path with 38.65%
probability of completion (containing 4 revisits to threat points) and a total
length of 56, and it took 0.002 seconds of computation. Running 5000 itera-
tions of RTDP on this map generated a coverage path with 16.03% probabil-
ity of completion and a total length of 279 (clearly a sub-optimal solution),
and the computation time was 86.35 seconds. On the other hand, running
5000 iterations of FBRTDP generated a coverage path with 45.6% probabil-
ity of completion (with only 3 revisits to threat points) and a total length
of 40. It needed 11.73 seconds to reach that solution, i.e., FBRTDP reached
a solution which was very close to the optimal one, and in a much faster time.

For maps larger than 7×7, the MDP’s state space exceeded the available
memory, thus VI could not be applied on these maps. Moreover, in such
maps, RTDP could not reach a reasonable solution in the given time limit.

Therefore, for larger maps we have compared the performances of FB-
RTDP and GAC. Figure 9.5 shows the completion probability and the cover-
age path length attained by both algorithms for varying α/β ratios between
0.001 and 1000. The results are averaged on 30 random maps. In all ex-
periments we have used map sizes of 20 × 20, the ratio of obstacles was
30%, the ratio of threats was 30%, and the number of threat levels was 5.
The locations of the threat points and the obstacles were randomly chosen.
FB-RTDP was run for 1000 trials.

As can be seen, the coverage path length increases as the risk factor α
become more dominant in both algorithms. The probability to complete
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VI GAC

RTDP FB-RTDP

Figure 9.4: The coverage paths generated from VI, GAC, RTDP, and
FBRTDP on the sample map. The number in each cell indicates the number
of visits in that cell.
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9.5. Summary

increases until the ratio α/β is around 5 and then it starts to decrease. This
is due to the fact that when α is too high, the algorithms try to avoid visiting
higher-level threats as much as possible, which makes them revisit lower-level
threats more times, thus the coverage path gets longer and riskier.

In all experiments, FB-RTDP consistently outperforms the greedy algo-
rithm in terms of both the completion probability and the path length. On
average, FB-RTDP achieves about 1% increase in the robot’s survivability
and 5% decrease in the path length compared to GAC (which is statistically
significant; one-tailed t-test p = 7.43 ·10−16). As can be seen from the graph,
modifying the ratio between the risk and the time factors (α/β) from 0 to
∞, under the given map settings, changes the probability of completing the
coverage by only 1.5% in both algorithms. Thus, a 1% increase in the robot’s
survivability is significant.

9.5 Summary

We contributed a novel improvement to real-time dynamic search meth-
ods for solving MDPs, which is based on the idea of frontier states. FB-
RTDP avoids the fruitless cyclic updates of RTDP by directing the search
towards unexplored areas of the search space. This allows FB-RTDP to
solve a broader class of problems. Theoretically, FB-RTDP has the same
optimal convergence guarantees as RTDP, and in performance experiments,
FB-RTDP provided significant speedup across all problems, yielding up to a
six-fold reduction in the amount of time needed to achieve comparable policy
performance.

198



Chapter 10

Experiments on Robotic
Platforms

This chapter shows how the adversarial coverage algorithms described previ-
ously can be implemented on real robotic platforms. The simulations used in
previous chapters assumed a simplistic model of the robot, e.g., that it has
a perfect circular shape, that it moves at a constant speed along the entire
coverage, and that it is holonomic (i.e., can move in any direction without
turning). Under these assumptions, a uniform cost was assigned to all steps
of the robot, in any location.

In this chapter we remove these assumptions, and show how the coverage
algorithms can be adapted to a continuous domain. Specifically, we show
how the robot can be controlled in a way that makes it follow the computed
coverage path as close as possible, while accounting for drifts that may occur
along the path. In addition, accounting for turns in the path planned for the
robot has shown to have a significant influence on the coverage time. Thus,
we have associated different costs to different movements of the robot along
the path, and revised the coverage algorithm to optimize the robot’s path
with respect to the total coverage time.

This chapter is organized as follows. Section 10.1 describes the implemen-
tation of the adversarial coverage algorithm in the standard robotic platform
ROS (Robot Operating System). Section 10.2 reports on experiments of
running this algorithm on a single robot in the realistic 2D simulator Stage.
Section 10.3 describes experiments of the multi-robot adversarial coverage
algorithm in the 3D simulator Gazebo. Finally, Section 10.4 describes exper-
iments conducted on a real robot in our robotics lab.
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10.1. ROS Implementation

10.1 ROS Implementation

ROS (Robot Operating System) [81] is an open-source, meta-operating sys-
tem for robots. It provides a collection of tools, libraries, and conventions
that aim to simplify the task of creating complex and robust robot behav-
ior across a wide variety of robotic platforms. Its services include hardware
abstraction, low-level device control, implementation of commonly-used func-
tionality, message-passing between processes, and package management. We
have used the ROS framework to implement our adversarial coverage algo-
rithms on a robotic platform. There are several packages available in ROS
that deal with the exploration problem (e.g., [22, 68]), but we have not found
any publicly available package that provides a coverage algorithm.

For the single-robot case, we have chosen to implement GAC (Algorithm
2), since it allows to find a coverage path that meets any desired tradeoff be-
tween time and risk. For the multi-robot case, we have implemented MRAC
(Algorithm 4).

Our ROS package utilizes the following existing packages:

• map server. Allows to load a given map file into an occupancy grid.

• laser scan matcher. Serves as a stand-alone odometry estimator using
just the laser scan data. This package helped us overcome the problem
of inaccurate odometry readings from our physical robot.

• amcl. A probabilistic localization system that implements a particle
filter to track the pose of a robot against a known map.

• tf. Provides the robot’s location in relation to its starting position.

10.1.1 Preprocessing of the map

The input given to our algorithm from map server is an occupancy grid map
G representing the target area. Each cell in this grid corresponds to one
pixel in the map. The first step in preprocessing the map is to adjust the
cells’ size to the robot’s size. This is performed by creating a new grid G′,
whose cell size is set to the maximum of the robot’s length and width, so that
the robot can fit into each cell regardless of its orientation. A cell i in G′ is
considered occupied if any of its subcells is occupied. If the cell is free, then
its threat probability pi is set to the maximum of the threat probabilities
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Figure 10.1: The boundaries of the robot after rotating around its center.

in its subcells, since we assume that even if one part of the robot is hit by
the threat, then the robot would not be able to continue with its coverage
mission.

The next step is to inflate the occupied cells, such that if the robot needs
to rotate in one of their adjacent cells, it won’t bump into an obstacle. In
order to determine the desired inflation radius, we compute the highest point
that can be reached by the robot when it rotates itself around the center of
the cell at which it is located. Let us examine a cell whose center is at the
origin (0, 0) and the length of its side is r (see Figure 10.1). Assume that the
robot is of a square shape that fills that cell. The coordinates (x′, y′) of the
top-right vertex of the robot after rotating θ radians around its center, can
be computed using the following equations:

x′ =
r

2
cos θ − r

2
sin θ +

r

2
(10.1)

y′ =
r

2
sin θ +

r

2
cos θ +

r

2
(10.2)

The highest point that can be reached by rotating the robot is attained
when θ = π

4
. In order to allow the robot to reach this point without bumping

into an obstacle, the inflation radius is set to y′−r. In the more general case,
when the robot has a non-square shape, we compute its bounding rectangle
and define r as its longest side.
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10.1.2 Robot’s movement

We assume that the robot uses a differential drive mechanism, i.e., it can only
move forward/backward or turn (but not move sideways). We also assume
that the covering tool is the robot itself (or installed somewhere beneath the
robot). Thus, we consider a cell to have been covered by the robot, if the
robot’s center of mass moved across the center of that cell.

In order to follow the coverage path generated by the coverage algorithm,
the robot needs to move precisely along the grid cells. For that purpose, we
define two types of movement for the robot:

1. Rotate in place. This is used when the robot needs to change its move-
ment direction. The direction of rotation (left or right) is chosen ac-
cording to the smaller angle between the robot’s current angle to the
target angle.

2. Move forward until you reach the center of a target cell (within some
tolerance).

For instance, assume that the robot is currently located at cell (1, 1), its
direction of movement is right and it needs to visit cells (1, 2), (1, 3), and
(2, 3). Then it moves forward continuously from cell (1, 1) to the center of
cell (1, 3), where it rotates itself 90 degrees to the right in order to change
its direction to moving down.

When the robot needs to reach the center of a cell, it needs to slow down
before reaching that point in order to avoid overshooting. Let us assume
that the update frequency of the robot’s movement loop (in which the robot’s
current position is checked and a new velocity command is issued if necessary)
is f Hz, and the robot needs to reach the target point with a tolerance of ε
meters. Then its linear speed near that point should be less than ε

f
, so the

distance the robot travels between two loop updates would be less than ε.
Since we do not want the robot to start the slowing-down process prema-

turely, we have split the robot’s movement into two stages: first the robot
moves in its normal linear speed s = 1 m/s until its distance from the target
point is less than 10ε, and then it slows down in a speed proportional to its
distance from the target point, until it the distance becomes less or equal to
ε. A similar slowing down process occurs in the rotation movement, when
the robot aims for a specific target angle.
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10.1.3 Optimizing coverage time

The coverage paths generated from the heuristic algorithms described in
Chapter 4 involve a high number of turns, since these algorithms assume a
constant speed of the robot, thus a uniform cost was assigned to all steps
of the robot, in any location. However, on real robotic platforms, turning
is typically much slower than moving forward. For example, on our specific
robotic platform the average time of turning 90◦ was 4.96 seconds, while the
average time of moving one cell forward was only 0.39 seconds. In addition,
before turning the robot must slow itself down in order to position itself pre-
cisely at the center of the cell, in which it should turn.

In order to take into account the number of turns, we have made a few
modifications to Dijkstra’s algorithm (see Algorithm 13). Adding another
factor for the number of turns to the weight function of the graph (Equation
4.12) is not enough in this case. This is because a subpath from the source
to a given node with minimum number of turns is not necessarily part of
the path with minimum number of turns from the source to the destination,
which violates Dijkstra’s subpath optimality assumption.

However, we can extend the subpath optimality definition to the follow-
ing: if s  u → v is a path to v with minimum number of turns that ends
with direction d, and s u also ends with the same direction d, then s u
is a path to u with minimum number of turns. This follows directly from the
fact that moving from u to v does not change the direction, thus keeping the
same number of turns.

Therefore, we keep for every node in the graph not only the shortest
distance from the source, but also the shortest distance of reaching this node
via any of the four possible directions. We denote the shortest distance from
the source to node v via a path that ends in direction d by dist[v][d]. Let
u be v’s neighbor in the direction d (i.e., the path leading from u to v is in
the direction d). Then, dist[v][d] can be computed by taking the minimum
of the lengths of all the paths that lead to u, and adding the cost of moving
from u to v to them. If the path leading to u ends in the same direction as
the direction from u to v, we just add the cost of the edge (u, v). Otherwise,
we also add the cost of turning. Thus, we have:

dist[v][d] = min
d′∈D

{
dist[u][d′] + wuv, if d′ = d.

dist[u][d′] + wuv + ct, otherwise.
(10.3)
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where wuv is the weight of the edge (u, v) as defined according to Equation
4.12, and ct is the cost of turning. ct was set according to the ratio between
the turning speed and the speed of moving forward, that was measured on
the specific robotic platform which was used in the experiments.

Finally, the shortest distance to node v, denoted by dist[v], is defined as
the minimum of the shortest distances to v via any possible direction, i.e.,

dist[v] = min
d∈D

dist[v][d] (10.4)

where D is the set of possible directions. Now, dist[v] represents both the
risk and the total travel time to reach node v from the start node (including
both the linear steps and the turnings time).

We now prove the optimality of Algorithm DijkstraWithTurns, i.e. that
it finds the optimal path from the current node to every node in the graph
with respect to the distance function. We begin with the following lemma.

Lemma 7. By the end of the algorithm DijkstraWithTurns, for every node v
in the graph and every direction d, dist[v][d] is the shortest distance from the
source s to v via a path that ends in direction d.

Proof. We prove by induction on the number of nodes on the path from s
to v (denoted by n). The base case n = 0 is trivial, since lines 6–7 of the
algorithm initialize dist[s][d] to 0 for every direction, which is clearly the
shortest distance from s to itself. Now assume correctness for all the nodes
with distance less than n from s, and we now prove for n. Let v be a node
with distance n from s. Given a direction d, let us denote by u the neighbor
of v, whose path to v is in the direction d. Thus, the shortest path from s
to v that ends in direction d must go through u. Let us denote this path
by p = s  u → v. By the induction assumption, for every direction d′,
by the end of the algorithm, dist[u][d′] is the shortest distance from s to v
via a path that ends in direction d′. Each time dist[u][d′] is updated, the
node u is returned to the priority queue (line 23). Consider the last time
dist[u][d′] is updated for any direction d′. After the update, dist[u][d′] is the
shortest distance from s to u via any given direction d′ (by the induction
assumption). Now, when u is extracted from the queue (at line 10), the edge
(u, v) is re-examined. Then, in lines 15–21 of the algorithm, dist[v][d] is set
to the minimum between the lengths of the paths that lead from s to u via
any direction, plus the cost of moving from u to v, which is wuv if the path
from u to s ends in the same direction as the direction from u to v, or wuv
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Algorithm 13 DijkstraWithTurns(G, s, ct, D)

Input: a graph G, a source node s, a turning cost ct, and a set of movement
directions D

1: for each v ∈ VG do
2: dist[v]←∞
3: for each direction d ∈ D do
4: dist[v][d]←∞
5: Q← {s} . initialize the priority queue
6: for each direction d ∈ D do
7: dist[s][d]← 0

8: dist[s]← 0
9: while Q 6= ∅ do

10: u← ExtractMin(Q)
11: for each edge e = (u, v) do
12: duv ← direction from u to v
13: Let x be an array of size |D|
14: for each direction d ∈ D do
15: if d = duv then . same direction
16: x[d]← dist[u][d] + wuv
17: else . add penalty for turning
18: x[d]← dist[u][d] + wuv + ct

19: d′ ← mind∈D x[d]
20: if d′ < dist[v][duv] then
21: dist[v][duv]← d′

22: if v /∈ Q then . add v back to the queue
23: Add v to Q

24: b← mind∈D dist[v][d]
25: if b < dist[v] then . update general distance
26: dist[v]← b
27: prev[v]← u
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plus the cost of turning otherwise. This is clearly the shortest distance from
s to v via a path that ends in direction d (since any path from s to v via
direction d must go through u).

Theorem 34. By the end of the algorithm DijkstraWithTurns, for every node
v, dist[v] is the shortest distance from the source s to v.

Proof. By Lemma 7, by the end of the algorithm, for every direction d,
dist[v][d] is the shortest distance from the source s to v via a path that
ends in direction d. In lines 24–27 of the algorithm, every time dist[v][d]
is updated, dist[v] is set to the minimum between all the values dist[v][d].
Clearly, the shortest path from s to v ends in some direction d. Thus, the
minimum between all the distances dist[v][d] must be the shortest distance
from s to v.

10.2 Single-Robot Simulations

We have first tested our implementation of the single-robot adversarial cover-
age algorithm on Stage, a realistic 2D robot simulator with a simple physical
simulation, integrated in the ROS framework [75]. We have run the algo-
rithm on two environments of different types: an outdoor cave environment
and an indoor environment of a lab (Figure 10.2). These two environments
present different challenges for the coverage. The cave environment contains
large blocked areas, thus the robot needs to make many maneuvers in or-
der to cover the cells surrounding these areas. The lab environment is more
structured and contains narrow passages.

The size of the cave map is 16 × 16 meters. The robot in the cave en-
vironment had a square shape with side length of 0.4 meters. Thus, the
grid created from the map contained 40 × 40 cells. The robot started the
coverage in the upper-left region of the map (in cell (2, 2)). The number of
free accessible cells from the robot’s starting location was 1049. The map
also contained 256 threat points (about 24% of the cells) grouped into 31
dangerous areas, with a uniform probability of 1% of stopping the robot.
The lab map is larger than the cave map; its size is 25.88 × 22.05 meters.
The robot in the lab environment had a larger and rectangular shape with
size 0.4× 0.5 meters. As a consequence, the number of accessible cells from
its starting location was approximately the same as in the cave map (1082
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Figure 10.2: The cave map (left) and the lab map (right) in the Stage simu-
lator. Areas containing threats are colored in red. The robot is shown as a
blue box.

cells). The total number of threat points in the lab map was 262 (also about
24% of the cells), grouped into 41 dangerous areas.

Figure 10.3 compares the results of running GAC on both maps in terms
of the number of threats visits, the coverage path length, the number of turns
and the coverage time. Some interesting trends emerge from these results.
First, increasing the ratio α/β, i.e., making the risk factor more dominant,
leads to a lower number of threats visits at the expense of longer coverage
time. Second, the algorithm is efficient in terms of both the coverage path
length and the survivability of the robot. For example, in the cave map,
there are only between 1.95% revisits of threats in the safest coverage path
(α/β = 0.01) and 10.55% in the shortest coverage path (α/β = 1000). Third,
the survivability and the coverage path length are similar in both maps.
However, the coverage of the lab area is about 10% longer than the cave’s
area. This is due to the narrow passages and the larger number of dangerous
areas in the lab environment, which caused the robot to make more turns
(as evident in the graph for the number of turns).

10.3 Multi-Robot Simulations

The multi-robot adversarial coverage algorithm (Algorithm 4) has been im-
plemented on a group of robots in Gazebo, a realistic 3D simulator [74].
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Figure 10.3: Comparing GAC’s performance on the cave and lab environ-
ments. The number of threats visits, total path length, number of turns and
coverage time are plotted for different risk/time ratios. The x axis is plotted
on a logarithmic scale.
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The system consists of three types of nodes (processes):

1. A planner node which is responsible for allocating areas to be cov-
ered to the robots, reassignment of areas of malfunctioning robots to
other team members, and computing paths of the robots to their next
allocated areas.

2. A monitor node that checks the status of each robot periodically, and
publishes allocation messages to the robots.

3. A robot node that runs on each robot independently. This node im-
plements the state machine that defines the behavior of each robot
(Algorithm 5). It is also responsible for moving the robot according
to its planned trajectory while avoiding obstacles. In addition, it pub-
lishes periodic heartbeat messages to the monitor, to let it know that
the robot is still functioning.

All nodes communicate via a publish-subscribe system, which is managed
by a central master node, running on a dedicated machine. An ad-hoc so-
lution was devised to handle possible collisions between robots: when two
robots need to go through the same cell at the same time, they both pause
for random amount of time before proceeding with their planned move. Fu-
ture work should take into account the possible collisions in the planning
algorithm. Figure 10.4 shows a snapshot from a sample run of the algorithm
on two simulated robots.

10.4 Experiments on a Real Robot

To conduct our real-robot experiments, we have used Robotican’s Lizi [85], a
compact and light-weight mobile robot designed for indoor and good-weather
outdoor operations, which is fully ROS-compatible (Figure 10.5). The robot
is equipped with a whole suite of sensors for autonomous navigation, includ-
ing IMU, Compass, RGB-D camera and Ultrasonic range sensors. We have
mounted on top of it a Hukoyo laser scanner with a range of 4 meters. The
laser scanner was the primary sensor that was used for the mapping and
localization tasks. The robot has an on-board computer, on which we have
run our coverage algorithm, thus the robot could perform the coverage task
autonomously, with no reliance on communication.
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Figure 10.4: Two robots sharing the coverage of the same area in the Gazebo
simulator. The full video can be found at https://www.youtube.com/

watch?v=XGUNKOv7p_g

Figure 10.5: The Lizi robot used in our experiments, https://www.

robotican.net/lizi.
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Figure 10.6: The robotics lab (left) and its map as built by the robot (right).

The experiment settings consisted of a carton-made fence, which covered a
rectangular area of 4m×3.2m, and equal-size carton boxes which represented
the obstacles (40cm × 40cm each). Figure 10.6 shows the coverage area in
our robotics lab, and its map as built by the robot.

Five independent runs were conducted. Each run lasted approximately
four minutes. Figure 10.7 shows a snapshot from the coverage process run
on the Lizi robot.
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Figure 10.7: A snapshot from the coverage process. The full video can be
found at https://www.youtube.com/watch?v=ijiwUhBX45o
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Chapter 11

Summary and Future Work

We summarize the key contributions of this thesis in Section 11.1, and discuss
future directions for this research in Section 11.2.

11.1 Summary of Key Contributions

In the first part of this dissertation we have presented the robotic adversar-
ial coverage problem, and provided several algorithms for solving it. Our
contribution in this part of the work is as follows.

1. We identify two possible objectives with regard to robot’s survivability
in coverage missions, namely, probability of completing the coverage,
and expected coverage percentage of the area. We show that these
two objectives require different approaches and methods for finding an
optimal solution to the coverage problem.

2. We provide two polynomial-time algorithms for finding coverage paths
in adversarial environments with a given map (offline), that meet de-
sired criteria of coverage time and survivability of the robot. We pro-
vide optimality bounds on the solutions generated by these algorithms.

3. We show how adversarial coverage can be formulated as a Markov De-
cision Process. We use the MDP formulation to find optimal solutions
to the problem in small-scale environments.

4. We performed an extensive empirical evaluation of the coverage algo-
rithms we developed, examining the affect of various parameters, such
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as map size, density of obstacles and threats, and distribution type
of the threats, on their behavior. The results show that the greedy
algorithm performs close to optimally in practice.

5. We describe an online sensor-based algorithm for covering an adver-
sarial environment, which is based on the detection of frontiers. We
show how the robot’s sensing capabilities affects the expected coverage
percentage of the target area.

6. We show how the coverage algorithms we developed can be extended
to multi-robot teams. We demonstrate how adding more robots to the
team can both increase the probability of completing the coverage and
reduce the total coverage time.

In the second part of this dissertation we examined the problem of cov-
erage defending, the complementary problem of adversarial coverage, and
analyzed several models of a defender trying to protect its territory from
being covered by a robot. A summary of our contribution in this part is as
follows:

1. We discuss the implications of the amount of knowledge obtained by the
defender on the robot’s covering strategy on its strategy for choosing
the locations of its guards (threats).

2. We provide a polynomial-time algorithm for a zero-knowledge defender
that significantly outperforms the random baseline strategy, and is op-
timal in certain types of environments.

3. We examine the case in which the defender has partial knowledge on
the robot’s coverage path, specifically, where the path begins. We show
that our suggested strategy for the zero-knowledge defender performs
equally well in this case.

4. We show that when the covering robot has no a-priori map of the
environment, the defender can take advantage of the robot’s limited
sensing capabilities in order to increase its probability of capturing it.

In the last part of the dissertation we presented a novel real-time algo-
rithm for solving Markov decision processes, that provides a significant im-
provement over state-of-the-art methods, and enables to solve broader classes
of problems. The contribution of this part is summarized as follows.
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1. We identify the weaknesses of current real-time methods in solving
stochastic planning problems with loops.

2. We provide a real-time search method for solving MDPs, that avoids
wasteful cyclic updates of states by directing the search towards unex-
plored areas of the search space.

3. We performed an extensive empirical evaluation of the method we de-
veloped on the popular racetrack benchmark problem from the MDP
literature. Our method showed a six-fold reduction in the amount of
time required to achieve the same performance as the state-of-the-art
methods.

4. We show how the method we developed can provide close to optimal
solutions to the adversarial coverage problem, while the other MDP
solvers are unable to reach a solution within the given time limit.

11.2 Future Work

There are several areas to pursue in future research:

• Model other types of threats, such as threats that do not stop the robot
completely but rather cause it to be delayed for some time, or threats
that have some finite range instead of affecting only one cell.

• Consider dynamic environments, in which the locations and/or power
of the threats may change over time. Analyze the optimal behavior of
both the covering robot and the adversary in such environments.

• Model adversarial coverage as a sequential game, in which the covering
robot and the adversary take turns. After each step of the robot, the
adversary may choose where to place its next threat. The adversary
may have partial knowledge on the robot’s current location and/or its
coverage strategy, and the robot may have partial knowledge on the
locations of the existing threats and/or the adversary’s strategy for
choosing the locations of future threats.

• Take into account the uncertainty in the robot’s actions and sensors,
in addition to the uncertainty of it being stopped in certain locations
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in the environments (locations with threats), when designing the best
coverage strategy for the robot.

• Consider other representations of the environment, such as exact cellu-
lar decomposition. Examine the effect of changing the representation
on the performance of the coverage algorithms in adversarial environ-
ments.

• Find the optimal coverage path with respect to the expected cover-
age percentage, even if for small-scaled environments (the MDP model
from Chapter 5 allowed us to find the optimal coverage path only with
respect to the probability of completing the coverage).

• Find optimality bounds on the zero-knowledge defender strategy, in
cases where it is known not to be optimal.

• Consider strategies for a defender whose goal is to catch the robot as
quickly as possible.

• Implement the multi-robot adversarial coverage on a team of real robots,
and employ a better solution to possible multi-robot collisions than the
ad-hoc solution described in Section 10.3.

• Evaluate our new MDP solver, Frontier-Based RTDP, on additional
real-world planning problems.

• Examine whether Frontier-Based RTDP could be improved by incorpo-
rating additional heuristics in the search, such as lower or upper bounds
on the optimal value function.
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gallery problems. Algorithmica, 73(2):411–440, 2015.

[37] Y. Gabriely and E. Rimon. Spanning-tree based coverage of contin-
uous areas by a mobile robot. Annals of Mathematics and Artificial
Intelligence, 31(1-4):77–98, 2001.

[38] Y. Gabriely and E. Rimon. Spiral-STC: an on-line coverage algorithm
of grid environments by a mobile robot. In IEEE International Confer-
ence on Robotics and Automation (ICRA-02), volume 1, pages 954–960,
2002.

[39] Y. Gabriely and E. Rimon. Competitive on-line coverage of grid envi-
ronments by a mobile robot. Computational Geometry, 24(3):197–224,
2003.

220



BIBLIOGRAPHY

[40] E. Galceran and M. Carreras. A survey on coverage path planning for
robotics. Robotics and Autonomous Systems, 61(12):1258–1276, 2013.

[41] M. R. Garey and D. S. Johnson. Computers and Intractability: A Guide
to the Theory of NP-Completeness. Freeman, 1979.

[42] N. Gatti. Game theoretical insights in strategic patrolling: Model
and algorithm in normal-form. In European Conference on Artificial
Intelligence (ECAI-08), pages 403–407, 2008.

[43] A. R. Girard, A. S. Howell, and J. K. Hedrick. Border patrol and
surveillance missions using multiple unmanned air vehicles. In IEEE
Conference on Decision and Control (CDC-04), volume 1, pages 620–
625, 2004.

[44] L. Greenemeier. Fukushima disaster inspires better
emergency-response robots. Scientific American, https:

//www.scientificamerican.com/article/fukushima-disaster-

inspires-better-emergency-response-robots, 2015.

[45] M. Grigni, E. Koutsoupias, and C. Papadimitriou. An approximation
scheme for planar graph TSP. In 36th IEEE Annual Symposium on
Foundations of Computer Science, pages 640–645, 1995.

[46] E. A. Hansen and S. Zilberstein. Lao*: A heuristic search algorithm
that finds solutions with loops. Artificial Intelligence, 129(1-2):35–62,
2001.

[47] F. Harary. Graph theory. Addison-Wesley, Reading, MA, 1969.

[48] N. Hazon and G. A. Kaminka. Redundancy, efficiency and robustness
in multi-robot coverage. In IEEE International Conference on Robotics
and Automation (ICRA-05), pages 735–741, 2005.

[49] J. E. Hopcroft and R. E. Tarjan. Dividing a graph into triconnected
components. SIAM Journal on Computing, 2(3):135–158, 1973.

[50] J. E. Hopcroft and R. E. Tarjan. Efficient algorithms for graph manip-
ulation. Communications of the ACM, 16(6):372–378, 1973.

[51] A. Itai, C. H. Papadimitriou, and J. L. Szwarcfiter. Hamilton paths in
grid graphs. SIAM Journal on Computing, 11(4):676–686, 1982.

221

https://www.scientificamerican.com/article/fukushima-disaster-inspires-better-emergency-response-robots
https://www.scientificamerican.com/article/fukushima-disaster-inspires-better-emergency-response-robots
https://www.scientificamerican.com/article/fukushima-disaster-inspires-better-emergency-response-robots


BIBLIOGRAPHY

[52] G. Karypis and V. Kumar. Multilevel k-way partitioning scheme
for irregular graphs. Journal of Parallel and Distributed computing,
48(1):96–129, 1998.

[53] M. Keidar and G. A. Kaminka. Efficient frontier detection for robot ex-
ploration. The International Journal of Robotics Research, 33(2):215–
236, 2013.

[54] O. Keidar and N. Agmon. Safety first: Strategic navigation in adversar-
ial environments (extended abstract). In International Joint Confer-
ence on Autonomous Agents and Multi-Agent Systems (AAMAS-17),
pages 1581–1583, 2017.

[55] S. Koenig and R. Simmons. Xavier: A robot navigation architecture
based on partially observable markov decision process models. Artificial
Intelligence Based Mobile Robotics: Case Studies of Successful Robot
Systems, pages 91–122, 1998.

[56] A. Kolobov, Mausam, and D. Weld. Sixthsense: Fast and reliable
recognition of dead ends in MDPs. In AAAI Conference on Artificial
Intelligence (AAAI-10), 2010.

[57] D. Korzhyk, Z. Yin, C. Kiekintveld, V. Conitzer, and M. Tambe. Stack-
elberg vs. Nash in security games: an extended investigation of inter-
changeability, equivalence, and uniqueness. Journal of Artificial Intel-
ligence Research, 41:297–327, 2011.

[58] R. Krauthgamer, J. S. Naor, and R. Schwartz. Partitioning graphs into
balanced components. In The twentieth Annual ACM-SIAM Sympo-
sium on Discrete Algorithms, pages 942–949, 2009.

[59] H. W. Kuhn. The Hungarian method for the assignment problem.
Naval research logistics quarterly, 2(1-2):83–97, 1955.

[60] D. T. Lee and A. K. Lin. Computational complexity of art gallery
problems. IEEE Transactions on Information Theory, 32(2):276–282,
1986.

[61] M. Likhachev and A. Stentz. Goal directed navigation with uncer-
tainty in adversary locations. In IEEE/RSJ International Conference
on Intelligent Robots and Systems (IROS-07), pages 4127–4134, 2007.

222



BIBLIOGRAPHY

[62] I. Little and S. Thiebaux. Probabilistic planning vs. replanning. In
ICAPS Workshop on IPC: Past, Present and Future, 2007.

[63] C. Luo, S. X. Yang, and D. A. Stacey. Real-time path planning with
deadlock avoidance of multiple cleaning robots. In IEEE International
Conference on Robotics and Automation (ICRA-03), volume 3, pages
4080–4085, 2003.

[64] C. Luo, S. X. Yang, D. A. Stacey, and J. C. Jofriet. A solution to
vicinity problem of obstacles in complete coverage path planning. In
IEEE International Conference on Robotics and Automation (ICRA-
02), volume 1, pages 612–617, 2002.

[65] K.-w. Lye and J. M. Wing. Game strategies in network security. In-
ternational Journal of Information Security, 4(1-2):71–86, 2005.

[66] I. Maza and A. Ollero. Multiple UAV cooperative searching operation
using polygon area decomposition and efficient coverage algorithms.
In Distributed Autonomous Robotic Systems, volume 6, pages 221–230.
Springer, 2007.

[67] H. B. McMahan, M. Likhachev, and G. J. Gordon. Bounded real-time
dynamic programming: RTDP with monotone upper bounds and per-
formance guarantees. In International Conference on Machine Learn-
ing (ICML-05), pages 569–576, 2005.

[68] D. Neuhold and T. Andre. http://wiki.ros.org/explorer.

[69] J. D. Nicoud and M. K. Habib. The Pemex-B autonomous demining
robot: perception and navigation strategies. In IEEE/RSJ Interna-
tional Conference on Intelligent Robots and Systems (IROS-95), vol-
ume 1, pages 419–424, 1995.

[70] E. Nikolova and D. R. Karger. Route planning under uncertainty: the
canadian traveller problem. In AAAI Conference on Artificial Intelli-
gence (AAAI-08), pages 969–974, 2008.

[71] T. Nishizeki, T. Asano, and T. Watanabe. An approximation algorithm
for the Hamiltonian walk problem on maximal planar graphs. Discrete
applied mathematics, 5(2):211–222, 1983.

223

http://wiki.ros.org/explorer


BIBLIOGRAPHY

[72] T. Oksanen and A. Visala. Coverage path planning algorithms for
agricultural field machines. Journal of Field Robotics, 26(8):651–668,
2009.

[73] M. Ollis and A. Stentz. Vision-based perception for an automated
harvester. In IEEE/RSJ International Conference on Intelligent Robots
and Systems (IROS-97), volume 3, pages 1838–1844. IEEE, 1997.

[74] Open Source Robotics Foundation (OSRF). Gazebo robot simulator.
http://gazebosim.org/.

[75] Open Source Robotics Foundation (OSRF). Stage robot simulator.
http://wiki.ros.org/stage/.

[76] C. H. Papadimitriou. The Euclidean travelling salesman problem is
NP-complete. Theoretical Computer Science, 4(3):237–244, 1977.

[77] J. Pita, M. Jain, J. Marecki, F. Ordóñez, C. Portway, M. Tambe,
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