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1.    Introduction 
�

 

  1.1. ATM  
 
 
ATM was conceived as a service and a switching mechanism for Broadband 

Integrated Service Digital Network (B-ISDN) [1,2]. However, ATM has become 
widespread and is now used in a number of networking contexts outside of B-ISDN. 
Moreover, ATM technology is considered now a promising platform that has the 
potential for replacing different existing technologies. Now, we see an increasing 
interest in the utilization of the ATM technology for both wired and wireless 
networks.  

The basic concept behind ATM is to transmit all the information in small, 
fixed-size packets called cells. This use of constant length data units is the most 
important technical innovation of the ATM technology. The cells are 53 bytes long, of 
which 5 bytes are header and the other 48 bytes are data payload. All traffic, both the 
constant rate traffic (audio, video) and the variable rate traffic (data), is broken into 
ATM cells. After that, these cells are transmitted sequentially over the network.  

 ATM networks are connection-oriented. This is another fundamental concept 
behind ATM. Therefore in order to deliver information from source to destination, 
first a connection should be established or it must be designed prematurely. After that, 
consequent cells all follow the same path to the destination. Cell order is guaranteed, 
but their delivery is not.  

 Cell loss, in many cases, degrades transmission quality. It is considered one of 
the major problems in ATM-based networks. Transmission reliability is essential in 
ATM. Therefore, the employment of error detection and/or error correction 
mechanisms within ATM has gained a lot of attention.  

�

 

 1.2. Error Handling Techniques 
�

�

Information protection is one of the basic and the most important problems in 
modern communications. The error handling issue is very significant, since it is 
related to the basic Quality of Service (QoS) characteristics. The QoS characteristics 
are to be provided by network.  These characteristics, in general case, are specified as 
follows :  

 

� delivery time 
� probability of undetected error (Pue) 
� probability of data loss (Ploss) 
� probability of data duplication (Pdupl) 
� probability of data wrong delivery (Pwrong delivery) 

 

All these characteristics depend on the information protection mechanism.  
In order to solve this problem, network designers have developed two basic 

strategies [3] (Figure 1.2.1).  The first strategy is the error detecting codes. The error 
detecting codes include enough redundancy, which is sufficient only to allow the 
receiver to deduce that an error has occurred. However, these codes do not give the 
receiver any tools neither to detect where the error had occurred nor the ability to 
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correct it. The other strategy is the error correcting codes. The error correcting codes 
include enough redundant information to enable the receiver to deduce which legal 
combination has been transmitted. 

 
 

 
 
 

  
 
 
 
 
 
 
 
 
 
 
 
     
 
 
 The error detecting codes are characterized by smaller amount of redundant 
bits. Therefore, these codes are favorable from network efficiency aspect. However, 
the error detecting codes should be implemented in combination with other tools. The 
reason is that the network interest is not only to detect errors, but also to correct them 
and to restore the original information. Therefore, most communication networks use 
mechanisms that enable error correction of erroneously transmitted information.  
 Until recently, the most applicable mechanism was an Automatic Repeat 
Request (ARQ) approach.  The ARQ mechanism is, in fact, based on a specific error 
detecting code combined with a retransmission technique. The ARQ method uses 
different error detecting codes to detect errors. Then the receiver requests 
retransmission of the erroneous data from the transmitter. The main disadvantage of 
this methodology is that the retransmissions cause variance in data unit delivery time. 
Nevertheless, it has one significant advantage of being very simple and not 
demanding any special computer resources. 

However, the continuous computer technology advancement, particularly in 
communications, created the base for another error handling techniques. The main 
products of this technological progress were the increase of modern processor 
resources and the enormous growth of memory amounts in the today computers. 
These recent developments have created the consensus that complicated 
computational algorithms, which were not applicable in the past, could be applied, 
now or in the near future, in the communication networks. 
 One of these error correction mechanisms is FEC. The main idea behind FEC 
is to apply powerful mathematical algorithms based on the theory of Error-Correcting 
codes [4,5]. These algorithms supply the receiver with the ability to detect and to 
correct errors using the redundant bits. Therefore, FEC techniques rely on redundancy 
in the transmitted data used to recover errors at the receiver. 
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Figure 1.2.1. Error handling mechanisms 
�
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 Although FEC algorithms have become very fashionable recently, only few 
communication networks implement this approach. The FEC technique is still  “in 
diapers” in networking. However, it is becoming more and more widespread.  
 
 
 1.3. Cell Delivery through ATM Virtual Path 

 
 
The ATM cell flow is delivered over the network through logical connections 

called Virtual Channels (VCs). Along any path from a given source to a given 
destination, a group of VCs can be grouped together into what is called Virtual Path 
(VP) [6,7]. The VP concept introduces an abstraction of ATM architecture and 
management. All cells flowing over VCs in a single VP are processed, controlled and 
switched together. Therefore, the topic of data flow delivery could be examined as 
traffic transmission over VPs in a source-destination path. 

 
 
 

  
 
  
 

 
 
 

 
 

 
 

 
 
 
 
 

 
 
Generally, there are two different kinds of cell flow delivered over the ATM 

VP (Figure 1.3.1). The first one is a real-time (RT) traffic. This traffic is very sensitive 
to information delay during transmission. Therefore, it must be delivered in a 
straightforward way from the VP-initiating node to the VP-terminating node. On the 
contrary, the RT traffic is considerably tolerant to the occurring errors and does not 
demand specifying any error correction mechanism. For this reason, RT cells could, 
simply, be transmitted sequentially cell by cell.    

On the other hand, the second data flow, that is NRT traffic, is usually very 
sensitive to the cell loss factors and random errors. However, the NRT traffic has no 
strong requirements to delay. Therefore, transmitter is not limited to perform data 
reorganization on the NRT cells before sending them over the network. Furthermore, 
introducing powerful error correction and information protection mechanisms, such as 
FEC, seems like reasonable conception in view of the traffic properties. 
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Figure 1.3.1. Data flow delivery in ATM Virtual Path 
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This work is oriented to research of the information recovery problem in 
ATM. The main objective of my research is development of an original advanced 
algorithm to recover cell loss and random errors. In this algorithm, I will present a 
solution to the NRT traffic delivery problem over ATM VP.  The algorithm approach 
is based on implementing the FEC technique in application to ATM networks. 
Moreover, a specific treatment of redundancy in the Cell Loss Detection (CLD) cell 
structure is used. This idea is described in details in the following sections. 
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2.    Statement of the General Problem 
 

 
The problem of information protection and error recovery remains one of the 

basic problems in modern communications and in ATM-based networks in particular. 
Various algorithms have been developed to solve this problem. Furthermore, many 
different approaches have been researched over the past several years. However, the 
problem is still open.  

The FEC technique is one of the approaches, which are being examined. Using 
the FEC technique is now of special interest in delivery of NRT information over 
ATM networks. Two-dimensional FEC codes have been proposed recently to recover 
cell loss in the ATM VPs and, by this, to prevent users QoS degradation in the ATM 
end-to-end connections.  

In this work, I propose a specific class of the two-dimensional ATM-FEC 
technique for the NRT cell flow. This technique provides an additional flexibility to 
the coding/decoding procedures, which are performed at the VP-initiating and at the 
VP- terminating nodes. Developing this advanced FEC algorithm for ATM VPs, I 
have been trying to solve the two following key problems. The first one is the ability 
of the algorithm to work with a variable size matrix. This algorithm’s ability is crucial 
since NRT cell flow is, generally, variable bit rate (VBR) traffic. The second problem 
is the cell information field protection. The basic ATM algorithm for the NRT cell 
flow does not include error detection mechanism for the cell information field. Thus, 
the proposed algorithm should include this mechanism. The solution of these key 
problems improves the QoS characteristics for NRT traffic delivery in ATM VPs.  
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 3.   State of the Art 
 
 
ATM networks transmit information using fixed-length cells. A cell may be 

discarded during transmission due to buffer overflow or detection of random errors. 
Cell discarding often degrades the transmission quality. Therefore, information 
protection problem has become one of the important aspects in ATM networks. Over 
the years, numerous approaches have been developed to handle this transmission 
reliability problem in ATM.   

H. Ohta and T. Kitami were the first to introduce FEC approach for ATM 
networks in 1991 [8,9]. The FEC approach introduced was related to information 
protection in ATM VPs. The authors proposed a pioneer algorithm of using a two-
dimensional matrix to recover from cell loss and random errors. According to the 
designed algorithm, information cells are grouped in a matrix. Each cell row is 
terminated by a special cell, which is called CLD cell. This cell is used for cell loss 
detection. Each column has a parity cell at its bottom for lost cell regeneration. 
Finally, a CLD-parity cell is located at the right bottom corner for CLD cell loss 
recovery. A specific CLD structure and sequential numeration of cells is used to 
detect errors and cell loss. Then the parity cells are used to regenerate the erroneous 
information cells. In my opinion, this approach provides a powerful algorithm for 
information protection and error recovery in ATM VP. However, the following two 
disadvantages could be distinguished :  
 

1) The sequential numeration of cells, that is used for loss detection, is 
not compatible with Open Systems Interconnection Reference Model 
(OSI-RM) protocol stack. The cells are numerated by higher layer 
protocol, i.e., by the ATM Adaptation Layer (AAL). This contrasts 
with the idea of layer functionality separation. 

2) The described algorithm deals with a variable size matrix. 
Nevertheless, the authors do not specify any method to inform the 
receiver about the matrix size. 

 

Solution of these problems will be one of the main issues of my thesis. 
M.A. Kousa, A.K. Elhakeem and H. Yang have expanded the abilities of the 

Ohta and Kitami algorithm [10]. The Ohta and Kitami algorithm regenerates the lost 
cells per column. The lost cell is regenerated performing modulo-2 addition of cells in 
the specific column. This recovery process works well in case there is only one lost 
cell per column. If it is found that more than one cell is lost per column, the recovery 
process terminates. The remaining lost cells are delivered to the upper layer. The 
proposed algorithm implements an ARQ approach in the upper layer in order to 
retrieve these lost cells. A Go-Back-N ARQ scheme, incorporating a powerful error-
detection code, checks the validity of the data coming from the FEC decoding 
process. Accordingly, a retransmission is requested if a message, which is formed of 
few cells, is found to be in error. Thus, the introduced algorithm combines the FEC 
and the ARQ techniques. However, on the contrary to the Ohta and Kitami algorithm, 
the FEC and the ARQ techniques in this work are only applied to the VCs. The FEC 
approach is performed based on a simple single-parity code, while a Go-Back-N ARQ 
is employed on top. 

Another FEC approach in ATM networks was suggested by Esaki [11]. The 
receiver does not use any redundancy, that is additional to a standard Header Error 
Control (HEC) in the ATM cell, in order to detect errors during cell transmission. 
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Nevertheless, when an error is detected in message, the receiver may request a 
transmission of additional redundant bits. This redundancy is used to correct the 
erroneous data and to restore the original information.  
 This approach is, in fact, a tradeoff between a higher overhead and better error 
correction capability. The main advantage of this method is its simplicity. The 
redundant bits are transmitted only if random error or cell loss was detected. 
However, some disadvantages could be distinguished. First, the initial error detection 
mechanism of this algorithm is provided by an appropriate AAL protocol. Thus, the 
algorithm error detection capability is limited. Second, implementing error correction 
mechanism requires a considerable amount of redundant bits. This contrasts with the 
simplicity and low overhead of the algorithm. 
 The late approach has been partially expressed in the work of K. Park [12]. 
This work introduces the concept that the FEC redundancy should not only be 
transmitted in case of detected errors, but its amount should be dynamically adjusted 
as a function of network’s state. An Adaptive FEC protocol has been proposed. The 
basis of this protocol is a careful mathematical and statistical analysis of the network. 
Moreover, the redundancy level is regulated, decreasing it when the network is “well-
behaved” and increasing it when the network is congested. Thus, the overhead 
incurred by FEC is kept to a minimum.   
 The research, by C. Schuler, presents another approach considering the FEC 
redundancy amount transmitted over the network [13]. This approach introduces the 
aspect of traffic characteristics as a consideration on the transmitted FEC redundancy. 
Thus, the specific traffic transmission demands for an appropriate error correction 
class. Furthermore, for an error and loss sensitive traffic a stronger FEC code might 
be chosen. While a less powerful FEC code should be applied for a delay sensitive 
traffic. Therefore, the FEC algorithm applied depends on the traffic QoS 
characteristics.  
 During some period of time in the 90th, the FEC approach in ATM networks 
was not fastly developed. The reason was lack of powerful computers to implement 
decoding procedures. Now by virtue of technological enhancements in the computer 
field, FEC has been reawakened. Over the past few years, the interest in FEC methods 
has been increasing in communication networks and in ATM particularly. 
 In this aspect, a number of recent works could be indicated. The first one was 
presented by G. Carle, A. Guha, T. Dwight and K. Tsunoda in 1997 [14]. This work 
proposes an AAL-level FEC scheme for the Service Specific Convergence Sublayer 
(SSCS) termed FEC-SSCS for AAL type 5. The FEC-SSCS has two components, 
which are the sender and the receiver sides. The functionality of the FEC-SSCS 
sender side is the creation of a specific FEC frame. The FEC frame has a two 
dimensional matrix structure, which separately interleaves the user data and the 
redundant FEC code fields in the matrix. Clearly, the user data field contains the user 
information, which is to be transmitted. The FEC code field contains the appended 
redundant information to recover from random bit errors and cell loss in the user data 
field. Both the user data and the FEC code fields have a FEC-frame-header field. The 
FEC-frame-header field consists of four fields for every vertical line of the matrix. 
The first field is the sequence number field. The second field is User/FEC field. This 
field is used to identify which field, i.e., user data field or FEC code field, the 
received vertical line belongs to. The third field is the Parity field, which is used to 
perform the parity check on the FEC-frame-header field excluding the CRC field. The 
last field is the CRC field of ten bits. This field is used to detect bit errors in a specific 
matrix vertical line.  
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 The FEC-SSCS receiver side uses the CRC field in the FEC-frame-header of 
the user data and the FEC code fields to detect random errors and losses in the 
appropriate fields. The detected errors in the user data field are recovered using the 
FEC code field of the FEC frame. Thereafter, the FEC-SSCS entity transfers the 
received FEC-SSCS-Protocol Data Units (PDUs) for further handling while deleting 
the redundant information.  
 The parameters of the FEC algorithm and the FEC frame fields dimensions 
can be negotiated both during the FEC-SSCS connection set-up phase and during the 
duration of connection. In my opinion, this is the main disadvantage of the proposed 
algorithm. Every change in the user data field size must be negotiated between the 
FEC-SSCS sender and the FEC-SSCS receiver sides. Delivering VBR traffic over the 
network may require recurrent changes in the user data field dimensions of the FEC 
frame. Thus, the required frequent negotiations might degrade the network efficiency. 
In my research, I will try to propose a solution to the specific problem.  
 The idea of FEC-SSCS has been expanded by G. Carle, S.Dresler and J. 
Schiller in 1998 [15]. The proposed FEC-SSCS algorithm uses a slightly different 
matrix structure than the one proposed in [14]. However, the main innovation of this 
work is the dispersion of traffic over disjoint paths. A novel protocol Multi Path (MP) 
FEC-SSCS for AAL5 is introduced. The MP-FEC-SSCS algorithm disperses the 
PDUs over independent paths. The receiver uses the FEC redundancy to compensate 
cell loss. In MP schemes without additional error control, the resulting QoS depends 
on the worst-case path. However, by using a MP scheme with FEC it is possible to 
increase the QoS characteristics. In my opinion, the shortages of the proposed 
algorithm are the realization complexity and the storage capacity, which are needed  
in order to implement the presented approach.  
 The third work considers an integrated system for Code Division Multiple 
Access (CDMA) radio access to ATM network [16]. In this work, A. Hocanin, H. 
Delic and S.V. Sarin presented a two-dimensional cyclic redundancy check (CRC) 
mechanism for the protection of frame headers. The specific CRC structure allows the 
ATM cell to CDMA frame conversion with a minimal processing requirement. ATM 
cells are converted into 54 bytes CDMA frames at the ATM-CDMA interface. The 
CDMA frame is structured of a 4 bytes header and a 50 bytes “information field”. The 
frame header is protected by a one byte CRC. The frame information field consists of 
the ATM cell information field and a 2 bytes CRC field. These CRC fields implement 
the error detection mechanism of the algorithm. The algorithm two-dimensional CRC 
approach is implemented using a first in-first out (FIFO) architecture. After n 
succeeding information frames are accepted into the FIFO queue, a CRC frame 
consisting of the bits for the column CRC on the frame header is computed. 
Thereafter, the n+1 frames are transmitted over the network.  
 The receiver identifies the CRC frame using the frame type field in the CDMA 
frame header. As soon as the CRC frame is received, a vertical CRC check is 
performed on the n preceding frames. Thus, the detected errors in the frame headers 
can be recovered. The main disadvantage of the described algorithm is that the error 
correction mechanism is applied only on the frame headers. The information field of 
the frame is protected only by an error detection mechanism. Thus, the detected errors 
in the frame information field can not be recovered. In this thesis, I also refer to the 
issue of information field regeneration in case of detected errors.  

Another approach was presented by J.C. Henrion in 1999 [17]. The main 
elements of FEC-PDU are the information message to be transmitted, the parity 
blocks, the cell sequence number and a trailer. The algorithm assumes that the user 
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data is passed to the FEC layer as a single continuous buffer. Instead of copying it 
into 47-byte lines, the algorithm divides it into two parts (BUF1 and BUF2). The 
bytes contained in BUF2 correspond to the bytes of the original buffer that are 
replaced by the cell sequence number. The FEC-PDU contains 47 parity blocks, 
which are needed to protect the data (both BUF1 and BUF2) as well as the trailer. The 
main element of the trailer is the 64-bit error correcting code. The decoder uses this 
code to validate the correction when it has recovered some errors. 
 This method allows the implementation of powerful and effective error 
detection and correction mechanisms. However, this advantage is a direct tradeoff of 
the algorithm complexity. The usage of sequence cell numeration is another 
drawback, as it has been described earlier. Nevertheless, this algorithm was one of the 
first software-implemented algorithms using FEC in solution of the ATM cell flow 
delivery problem. 
 The last work, which is presented, was introduced in 1996 [18]. It is based on 
the work of Ohta and Kitami [8]. The proposed approach uses a two-dimensional 
matrix FEC algorithm for cell flow delivery over ATM VPs. This work deals with 
two basic items.  The first one is the problem of variable size matrix. The second one 
is the problem of matrix size optimization considering requirements of user QoS 
characteristics and the algorithmic complexity.  
 In my thesis, I will introduce another FEC algorithm for information recovery 
in ATM VPs. The general problem of design and implementation of the FEC 
technique in ATM VPs is related to number of aspects. The first aspect is creation of a 
flexible and efficient decoding algorithm in the VP-terminating node. The second 
aspect is optimal design of minimal redundancy format of ATM-FEC Data Unit. I will 
try to solve this problem on the basis of the standard ATM layer protocol and on the 
basis of the standard ATM cell format. 
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 4.     Information Matrix Delivery over Virtual Path 
 
 
 To define the developed protocol, I will describe in this section the matrix 
format, the system configuration and the operations at the VP-initiating and the VP-
terminating nodes. 
 
 
 4.1.  Matrix Format 
 
 
 The Full Matrix (FM) structure contains four fields (Figure 4.1.1). The first 
field is the Matrix Information Field (MIF). MIF consists of NRT cells, which are to 
be transmitted from the VP-initiating node. These cells are organized in rows of size 
equal to multiples of 12. The rows arranged sequentially one after the other, form the 
MIF that contains all the information cells of the FM. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 The other fields of FM, which are added to MIF, are the redundant fields. This 
redundancy is used at the VP-terminating node to detect and recover from random 
errors and from cell loss. The first redundant field, R1, is a collection of CLD cells. A 
number of CLD cells are attached to the end of MIF row for every MIF row in FM. 
Each CLD cell refers to the specific 12 information cells of an appropriate MIF row. 
The CLD cells are used to detect errors and losses, which have taken place during 
transmission, in the corresponding MIF row. 
 Another redundant field, R2, is the set of Parity Check (PC) cells. Each MIF 
column has a PC cell at its bottom. This cell is generated by a parity control on the 
corresponding MIF cell column. Furthermore, the PC cell is generated on the basis of 
per bit control by modulo 2 adding of all the MIF cells information fields in one 
column. These redundant PC cells are designed to recover the lost information cells 
and random errors detected earlier by R1 field. In a common case, the R2 redundancy 
can correspond to a more complicated rather than a simple parity control relation per 

1        2                                                                                 12N          1                             N 

               MIF R1 

 R2� R3 

1 
2 
 
 
 
 
 
 

M 
 
1 
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Figure 4.1.1. General structure of two dimensional matrix 
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column. Consequently, the PC cells set can include not a single but rather a number of 
rows. This increases the efficiency of the FEC algorithm. 
 The last redundant field, R3, corresponds to the PC-CLD cells. These cells are 
created by the same principle as the PC cells. The PC-CLD cells are generated by the 
identical parity check procedure over the CLD cell columns. Hence, the VP-
terminating node uses this FM field for CLD cell loss recovery in the R1 field. 
 The CLD, the PC and the PC-CLD cells use the standard cell format (Figure 
4.1.2). Accordingly, these cells are constructed of 5 bytes header and 48 bytes 
information field. The core of these cells is the cell information field. As it has been 
mentioned before, the PC and the PC-CLD cells information field is generated by a 
parity check control on an appropriate FM cell column. The structure of the CLD cell 
information field is described further in this section. The cell header, on the other 
hand, consists of five standard fields. These fields are the VP identifier (VPI), the 
payload type (PT), the cell loss priority (CLP), the HEC and the VC identifier (VCI). 
The first four fields are the same as the MIF cells analogous fields.  
 
 
 
 
 

 
 
 
 
 
 
 
 
The VCI field, however, is structured in a specific way. The CLD, the PC and 

the PC-CLD cells are constructed at the VP-initiating node. These cells are delivered 
over VP and are discarded after the FM decoding process completion at the VP-
terminating node. Therefore, the VCI field value, which has an end-to-end meaning, is 
not relevant in these cells. Thus the VCI field can be replaced by the other service 
data. In the proposed method, two values are allocated into the VCI field. The first 
value, which replaces the first 8 bits of the VCI, is a Sequence Number (SN). The SN 
control is independent for the CLD, the PC and the PC-CLD cells. The specific SN 
control mechanism is used to detect losses in the corresponding cells. The second 
value, i.e. the other 8 bits of the VCI, is an Information Error Control (IEC). The IEC 
field is a CRC calculated on the basis of the corresponding cell information field. 
Therefore, IEC is implemented according to the CRC-8 scheme. The IEC field is used 
for error detection in the cell information field.  

As mentioned before, the CLD, the PC and the PC-CLD cells use the standard 
cell format. In particular, their cell headers are also compatible with the standard cell 
format. The MIF cells, which are the incoming data cells, are also the standard ATM 
cells. Furthermore, the MIF cells remain unaltered during the FM structuring process. 
Thus the MIF, the CLD, the PC and the PC-CLD cells can be processed in the same 
way as the standard ATM cells at transit nodes. 
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Figure 4.1.2. The CLD, the PC and the PC-CLD cell structure 
�
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This thesis examines a simplified structure of FM. This structure is 
characterized by the following features :    

 
1) N=1, i.e., each MIF row contains 12 information cells and a 

single CLD cell. Thus only one CLD cell column is aggregated 
in FM. 

2) P=1, i.e., only one PC cell row, that includes R2 and R3, is 
appended to the MIF bottom. 

 
Now a single MIF row will be examined. Each MIF row is structured of 12 

information cells and a single CLD cell (Figure 4.1.3). The information cells are the 
MIF cells. The CLD cell is a standard ATM cell. However, as it has been mentioned 
earlier, the CLD cell has a specific information field implementation. This original 
CLD format is the main innovation of the presented algorithm. The CLD cell 
information field consists of 12 CLD Units (CLDUs). A single CLDU size is equal to 
32 bits. The CLDUij field corresponds to the jth MIF cell of the ith MIF row.   

 
 

 
      

 
 
 
 
 
 
 
 
 
 
 
 
 To distinguish from any existing algorithms, I propose in my approach an 
original structure of CLDUij. This specific structure is characterized by three fields  
(Figure 4.1.4). The first field, VCij, indicates a number of VC corresponding to the jth 
MIF cell of the ith row. The last field, CRCij , provides an error detection control on the 
corresponding MIF cell information field. The CRC field contains only 8 bits. 
However, considering the high quality of ATM fiber optic channels, this detection 
control is quite efficient. These two CLDUij fields contain the service data about the 
appropriate MIF cell. Thus, these CLDUij fields enable the VP-terminating node to 
detect the random errors and cell loss in the MIF. 
 
 
 
 
 

 
 

 

Bits�

 16 bits   8 bits       8 bits 
 

the ith row :  

1 CLD cell – CLD i 
12 information cells�

Header CLDUi1� CLDUi2 CLDUi12�

5 bytes 48 bytes – cell information field 

Number 
of rows 

OR 
a Row 

Number 

CRC ij VC ij�

Figure 4.1.3.  MIF row structure 

Figure 4.1.4. CLDU structure�

CLDU ij :  

     32        32                 32�



Bar-Ilan University  Department of Mathematics and Computer Science 
 

 

�

Advanced Forward Error Correcting Protocol for ATM Virtual Paths�

	�

On the other hand, the second CLDU field does not contain any details about 
MIF. This field holds a service data about the matrix itself, and more precisely, about 
the matrix size. The number of the matrix columns is always constant and equals to 
13. Therefore, any matrix dimensions modification is allowed through changing the 
number of the matrix rows. However, the VP-terminating node has no notification 
about the matrix size. Thus the rows number must be encoded in the matrix.  

The CLDUij  second field includes this service data. For every CLDUij, where 
j is odd, the second CLDU field contains the number of the matrix rows. On the other 
hand, for every CLDUij, where j is even, the second CLDU field carries the current 
row number, which is i. The both field values are protected from the random errors. 
This protection is performed by a considerable number of repetitions, that is, 6 
repetitions referring to each MIF row. 

Obviously, the matrix rows number is essential and indispensable for the 
receiver. The VP-terminating node uses this value in order to assemble the matrix 
correctly. The other field value, i.e. current row number, presents to the VP-
terminating node an indication referring the matrix assembly.   
 Another important issue is a matrix size. As it has been mentioned before, the 
matrix dimensions could be modified through changing the number of the matrix 
rows. However, now that the complete FM structure has been described, it could be 
seen that the number of rows is limited. Any CLDU field holding this value is only 8 
bits long. Thus, the maximal number of the matrix rows is 28=256.  
 
 
 4.2. System Configuration 
 
 
 The presented above scheme is implemented using an encoding/decoding 
mechanism. The encoding mechanism, the FEC-encoder, is performed at the VP-
initiating node. The FEC-encoder functionality is the FM structuring as described in 
section 4.3. The NRT cells, which are to be transmitted from the VP-initiating node, 
are organized in MIF. Then the FEC-encoder generates the FM redundant fields. 
Thereafter, the entire FM, containing both the data and the overhead cells, is 
transmitted over the VP.     
 The decoding mechanism, the FEC-decoder, is performed at the VP-
terminating node. The FEC-decoder functionality is the FM assembly at the VP-
terminating node. The exact FEC-decoder algorithm is introduced in section 4.4. The 
FM is decoded from the received NRT cells. Furthermore, the FEC-decoder detects 
random errors and cell loss in FM. The erroneous and the lost cells are recovered 
using the redundancy contained in the FM. Then the overhead cells are removed and 
the decoded data cells are transferred for further handling.  
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 4.3. Operations performed at the VP-initiating node 
 

 
The FEC-encoder, located at the VP-initiating node, designed to assemble the 

FM.  The main procedure of the FEC-encoder is presented in Figure 4.3.1. This 
procedure uses a timeout mechanism in order to control the FM dimensions. For that 
reason, a special timeout, of T0 duration, is switched on. Then the FM structuring 
process starts. Once the timeout is expired, the FM is transmitted over the VP. 

 
#define matrix_maximal_size 256; 
#define row_maximal_size 12; 

 
void MatrixEncodingProcedure() { 
 switch timeout of T0 duration on; 
 while ( true ) { 
  if ( timeout is expired ) 
   SendMatrix(); 
  else 
   CreateMatrix(); 

} 
} 

 
Figure 4.3.1. Main procedure of the FEC-encoder 

 
 
The FM generating at the VP-initiating node is performed in a number of 

stages. Ergo, the FEC-encoder uses three buffers, in which the FM assembled step by 
step (Figure 4.3.2). These buffers are as follows :  

 
� Buffer1 – used to reserve the flow of NRT cells at the VP-

initiating node.  Thus it must have a significant storage space. 
� Buffer2 – used for structuring the single FM row. Therefore, this 

buffer is of size 13 cells, leaving room for 12 information cells 
and one CLD cell. 

� Buffer3 – designed to retain the entire FM. This buffer reserves a 
space for 256 information rows and a single PC cell row.   

 
 

 

 
 
 
 
 
 
 
 
 
  

 
 

12 cells 

Buffer 1 
Buffer 2 

Buffer 3  

1 cell 

Figure 4.3.2. Creating information matrix�
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The FEC-encoder uses a specific procedure for FM assembly (Figure 4.3.3).  

Each NRT cell arriving to Buffer1 is inserted to the first available cell place among 
the 12 information cells of Buffer2. Correspondingly, an appropriate CLDU first and 
third fields, in the Buffer2 CLD cell, are created. By this way, a specific FM 
information row is generated and stored in Buffer2. 
 

 
void CreateMatrix() { 
 // no NRT cells 
 if ( Buffer1 is empty ) { 
  sleep for T1 seconds; 
  return; 

} 
 
// build a single matrix row 
Cell specific_cell = read the first cell from Buffer1; 
i = first available place in Buffer2; 
ith cell in Buffer2 = specific_cell; 
 
CLDUi 1

st field in Buffer2 CLD cell = specific_cell VC; 
CLDUi 3

rd field in Buffer2 CLD cell = CRC algorithm on the specific_cell information field; 
 
// a single matrix row is finished 
if ( i = row_maximal_size ) { 
 j = the first available row in Buffer3; 
 
 // copy matrix row in Buffer2 to Buffer3 
 for k = 1,2,3,…,row_maximal_size 
  MIF celljk in Buffer3 = kth cell in Buffer2; 
 jth CLD cell in Buffer3 = CLD cell in Buffer2; 
 
 clear Buffer2; 
 
 // maximal matrix size 
 if ( j = matrix_maximal_size ) 
  switch timeout off; 
} 

} 
 

Figure 4.3.3. Matrix creation procedure 
 
 
Following the completion of a matrix row creation, the row is inserted into 

Buffer3.  Each Buffer2 cell is copied to the Buffer3 first available row. Thereafter, 
structuring the maximal size matrix in Buffer3 is checked. If the maximal size is 
achieved, the timeout is interrupted. Consequently, this timeout interruption will 
cause the FM transmission. Finally, Buffer2 space is cleared for the next matrix row 
generating.  

As it has been mentioned previously, with the timeout expiry, the VP-
initiating node is ready to transmit the FM over the network. The FEC-encoder uses 
the matrix transmission procedure described in Figure 4.3.4.  

 
 
void SendMatrix() { 
 matrix_size = number of rows in Buffer3; 
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 if ( matrix_size >= 2 ) { 
  // prepare matrix for transmission 
  // 1. update the CLD cells 
  for i=1,2,…,matrix_size { 
   for j=1,3,5,…,row_maximal_size-1 
    CLDUij 2

nd field = matrix_size; 
   for j=2,4,6,…,row_maximal_size 
    CLDUij 2

nd field = i; 
   ith CLD cell SN = i; 
    ith CLD cell IEC = CRC algorithm on ith CLD cell information field; 
  } 
 
  // 2. create PC cells 
  for i=1,2,3,…,row_maximal_size { 
   ith PC cell information field = parity check on MIF cells in ith column; 
   ith PC cell SN = i; 
   ith PC cell IEC = CRC algorithm on ith PC cell information field; 

} 
 
// 3. Create a PC-CLD cell 
PC-CLD cell information field = parity check on the CLD cell column; 

  PC-CLD cell SN = 1; 
PC-CLD cell IEC = CRC algorithm on the PC-CLD cell information field; 
 
// send matrix  
send FM cells sequentially row by  row over VP; 
 
clear Buffer3; 

 } 
 
 switch timeout of T0 duration on; 
} 
 

Figure 4.3.4. Matrix transmission procedure 
�

 
Before the FM transmitting the FEC-encoder performs a number of 

preparations. The CLDU second field is set for each row in Buffer3. This action is 
performed according to the number of rows in Buffer3 and to the appropriate row 
number index. Then the PC row, which includes the PC and the PC-CLD cells, is 
created. Now, the FM cells are transmitted sequentially, row by row, over the VP. 
Thereafter, Buffer3 space is cleared and the next timeout is switched on. 

Few restrictions are to be formulated. In the case if Buffer3 contains no matrix 
rows, the FM will not be delivered even after timeout expiry. It is also recommended 
not to transmit FM containing less than two rows so as to reserve network efficiency. 
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 4.4.  Operations performed at the VP-terminating node 
 
 

The FEC-decoder, located at the VP-terminating node, is designed to decode 
the FM from the received NRT cells. First, the FEC-decoder assembles the FM. Then 
the cell loss and random errors are detected.  And finally, the lost and the erroneous 
cells are corrected using the redundancy contained in the FM. The main procedure of 
the FEC-decoder is presented in Figure 4.4.1. This procedure will be described in 
details further in the section. 

 
 

#define matrix_maximal_size 256; 
#define row_maximal_size 12; 
 
void MatrixDecodingProcedure() { 
 while( 1 ) { 
  // 1. Initialize the VP-decoder control variables 
  Init(); 
 
  // 2. Determine the general MIF structure – for each MIF row determine which cells 
  //      correspond to it and the number of cell loss, but not the exact MIF cell position  
  //      in the matrix row 
  do { 
   CurrentRow  = CurrentRow + 1; 
   // determine which cells refer to a specific MIF row 
   IdentifyMIFRowCells(); 

} while ( CurrentRow <= MIFRowsNumber ) 
 
// 3. Determine the exact FM PC row 
DeterminePCRow(); 
 
// 4. Check the FM redundant fields for random errors 
DetermineRandomErrosInRedundantCells(); 
 
// 5. Discard the FM in case there is no decoding possibility 
if ( CLDCellLossNumber <> 0 and  
      ( PCCLDCellLossNumber <> 0 or CLDCellLossNumber <> 1 )) { 
 discard the FM cells in  Buffer2; 
 clear Buffer2; 

continue; 
} 
 
// 6. Correct the single lost CLD cell 
if ( CLDCellLossNumber = 1 ) 
 retrieve the lost CLD cell using the PC-CLD cell in Buffer2; 
 
// 7. Determine the specific MIF row exact structure 
for i=1,2,3,…,MIFRowsNumber 
 DetermineMIFRow(i);  
 
// 8. Correct the lost MIF cells 
for i=1,2,3…,row_maximal_size 
 if ( MIFCellLossNumberInColumn[i] = 1 and  
       ith PC cell in Buffer2 <> dummy cell ) 
  retrieve the lost MIF cell using the ith PC cell in Buffer2; 
 
// 9. Transfer the decoded MIF data for further handling and clear Buffer2 
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transfer MIF cells for further handling; 
clear Buffer2; 

 } 
} 
 

Figure 4.4.1. Main procedure of the FEC-decoder 
 
 
 The FEC-decoder uses two buffers for the FM decoding process. These 

buffers are as follows :  
 
� Buffer1 – used to reserve the NRT cells received at the VP-

terminating node. This buffer is identical to the Buffer1 at the VP-
initiating node. 

� Buffer2 – designed to contain the entire FM. This buffer is similar to 
the Buffer3 used by the FEC-encoder at the VP-initiating node. 

 
Besides the two buffers, the FEC-decoder uses also a number of control 

variables. The FEC-decoder uses these control variables in the FM decoding 
procedures. These control variables can be classified as cell loss control variables and 
as matrix control variables (Table 4.4.1).  

 
Matrix control variables Cell loss control variables 

Name Functionality Name Functionality 
MIFRowsNumber The MIF rows number in 

the received FM. 
CLDCellLossNumber The number of lost or 

erroneous CLD cells. 
CurrentRow The currently handled MIF 

row number. 
PCCLDCellLossNumber The number of lost or 

erroneous PC-CLD cells. 
IsMatrixSizeDetermined Boolean variable indicating 

whether the MIF rows 
number has already been 
determined from the 
received FM. 

MIFCellLossNumberInRow The number of lost or 
erroneous MIF cells in a 
specific MIF row. 

- - MIFCellLossNuberInColumn The number of lost or 
erroneous MIF cells in a 
specific MIF column. 

 
 
 

 Both the cell loss control and the matrix control variables are initialized by the 
Init procedure (Figure 4.4.2) at the beginning of the FM decoding process. 
 

// initialize the FEC-decoder control variables 
void Init() { 

  // initialize the cell loss control 
 CLDCellLossNumber = 0; 
 PCCLDCellLossNumber = 0; 
 for i=1,2,3,…,row_maximal_size 
  MIFCellLossNumberInColumn[i]=0; 
 for i=1,2,3,…,matrix_maximal_size 
  MIFCellLossNumberInRow[i]=0; 

  
  // initialize the matrix control 

 MIFRowsNumber = matrix_maximal_size; 
  CurrentRow = 0; 

 IsMatrixSizeDetermined = false; 
} 

Figure 4.4.2. Control variables initialization procedure 

Table 4.4.1 : FEC-decoder control variables.�



Bar-Ilan University  Department of Mathematics and Computer Science 
 

 

�

Advanced Forward Error Correcting Protocol for ATM Virtual Paths�

�	

Now the matrix decoding procedure can be examined in details. As it has been 
mentioned before, the first step in the FM decoding process is the initialization of the 
FEC-decoder control variables. Then the FM restructuring starts. The FEC-decoder 
reassembles the FM from the NRT cells, received in Buffer1.  

First, the FM MIF rows are regenerated using a specific procedure (Figure 
4.4.4). For every MIF row in FM, this procedure identifies the Buffer1 NRT cells 
which correspond to the specific row. The first 13 Buffer1 cells are read in the 
auxiliary buffer and then are analyzed. This analysis oriented to determine a CLD cell 
of the specific MIF row using a CLD/PC-CLD cell identification procedure described 
in Figure 4.4.3.  The CLD cell determination is performed according to the CLDUs 
second field values and the SN field in the analyzed cell. This procedure also sets the 
number of the FM rows in the appropriate control variable according to the first 
determined CLD cell.  

 
// check if the specific cell is a CLD/PC-CLD cell according to the parameters values. 
// if the first value hasn’t been determined yet set it according to the given cell. 
boolean DetermineIfCLDCell( Cell cell, int value1, int value2, int value3,  

       bool is_first_value_determined ) { 
 int field1,field2,field3; 
  
 // refer to the cell as a CLD/PC-CLD cell 
 field1 =  cell CLDUi 2

nd field value determined by majority principle  
where i in {1,3,5,…,row_maximal_size-1}; 

 field2 =  cell CLDUi 2
nd field value determined by majority principle  

where i in {2,4,6,…,row_maximal_size}; 
 field3 =  cell SN field value; 
 
 // if value1 isn’t determined yet, set it according to the cell field1 
 if ( is_first_value_determined = false ) { 
  value1 = field1; 
  is_first_value_determined = true; 

} 
 
// the cell is a CLD/PC-CLD cell only if each field is identical to the corresponding value 
if ( value1 = field1 and value2 = field2 and value3 = field3 ) 
 return true; 
else 
 return false; 

} 
 

Figure 4.4.3. CLD/PC-CLD cell identification procedure 
 
 
// identify the cells belonging to a specific MIF row 
void IdentifyMIFRowCells() { 
 boolean is_CLD_cell_found = false; 
 Cell temp_row[row_maximal_size+1]; 
  
 read the first (row_maximal_size+1) cells from Buffer1 into temp_row; 
 
 // search for the CLD cell 
 for i = row_maximal_size+1,…,3,2,1 
  if ( DetermineIfCLDCell(   temp_row[i], MIFRowsNumber, CurrentRow, 
     CurrentRow, IsMatrixSizeDetermined ) = true ){ 
   is_CLD_cell_found = true; 
   break; 
  } 
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 if ( is_CLD_cell_found = true ) { 
  // update the cell loss control of the specific MIF row 
  MIFCellLossNumberInRow[CurrentRow] = row_maximal_size+1-i; 
 
  // copy CLD cell to Buffer2 
  CurrentRowth CLD cell in Buffer2 = temp_row[i]; 
 
  // copy MIF cells to Buffer2 
  for k = 1,2,…,i-1 
   MIFcellCurrentRow,k in Buffer2 = temp_row[k]; 
 
  // fill the remaining MIF row with dummy cells 
  for k = i,i+1,…,row_maximal_size 
   MIFcellCurrentRow,k in Buffer2 = dummy cell; 
 
  // copy the remaining cells back to Buffer1 
  for k = row_maximal_size+1,row_maximal_size,…,i+1 
   insert temp_row[k] cell to the Buffer1 front; 

} 
else { 
 // update the cell loss  
 CLDCellLossNumber = CLDCellLossNumber + 1; 
 
 // copy a dummy cell to Buffer2 CLD cell 
 CurrentRowth CLD cell in Buffer2 = dummy cell; 
 
 // copy MIF cells to Buffer2 – assume that the first row_maximal_size cells 
 // correspond to the specific MIF row 
 for k = 1,2,3,…, row_maximal_size 
  MIF cell CurrentRow,k in Buffer2 = temp_row[k]; 
 
 // copy the remaining cell back to Buffer1 

insert temp_row[row_maximal_size+1] cell to the Buffer1 front; 
} 

} 
 

Figure 4.4.4. MIF row cells identification procedure 
 
 
Supposing the CLD cell has been determined, the preceding cells are 

considered to be the corresponding MIF row cells. This operation also determines a 
number of lost cells, which belong to a specific MIF row. In the case the CLD cell has 
been lost, the first 12 cells, buffered at the auxiliary buffer, are assumed to be MIF 
cells. Then the MIF cells are copied to the beginning of the appropriate Buffer2 MIF 
row. The rest of the Buffer2 MIF row is filled with dummy cells according to the 
number of lost MIF cells. These dummy cells are the standard ATM cells, which have 
“all 0” information bits. The CLD cell, which has been found, is also placed in 
Buffer2 at the corresponding CLD position. Naturally, the auxiliary buffer cells, 
which do not correspond to the specific MIF row, are inserted back to the Buffer1 for 
further handling.    
 This MIF row identification process is performed for all MIF rows of the 
received FM. Thus, at this point, Buffer2 contains the MIF rows general structure. The 
NRT cells corresponding to a specific MIF row are identified. However, the exact 
positions of the lost cells in the MIF row have not been yet determined. The number 
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of lost cells in a specific MIF row and the number of CLD lost cells have been 
determined. These values are stored at the corresponding cell loss control variables.  

At this point, the FEC-decoder determines the FM PC row. The FEC-decoder 
uses a specific procedure introduced in Figure 4.4.5. As opposed to the MIF row 
identification procedure that has been described above, this procedure determines the 
exact PC row structure. First, the PC cell losses are detected from the gaps in the SN 
sequence. The determined PC cells are copied to the corresponding positions in the 
Buffer2 PC row. Then the cell, which follows the last determined PC cell, is analyzed. 
The purpose is to determine whether the specific cell is a FM PC-CLD cell. The PC-
CLD cell is determined according to the CLDU second field values and the SN field 
in the analized cell. Accordingly, the PC-CLD cell loss is detected and the PC-CLD 
cell loss number is set in the corresponding control variable. The dummy cells are 
inserted into the detected PC and PC-CLD lost cells positions in Buffer2. 

 
// determine the exact structure of the matrix PC row 
void DeterminePCRow() { 
 Cell temp_row[row_maximal_size+1]; 
 
 // initialize the PC row with dummy cells 
 for i = 1,2,3,…,row_maximal_size 
  ith PC cell in Buffer2 = dummy cell; 
 PC-CLD cell in Buffer2 = dummy cell; 
 
 read the first (row_maximal_size+1) cells from Buffer1 into temp_row; 
 
 // determine the PC cells 
 for i = 1,2,3,…,row_maximal_size { 
  // if the specific PC cell has been lost do nothing – a dummy cell remains in its place 
  Cell PC_cell = determine ith PC cell within the temp_row using the SN field; 
  ith PC cell in Buffer2 = PC_cell; 

}   
 
// determine the PC-CLD cell 
int index = (position of the last PC cell found in the temp_row)+1; 
int row_numbers_column_sum = 1+2+…+MIFRowsNumber; 
int matrix_size_column_sum = MIFRowsNumber*MIFRowsNumber; 
if ( DetermineCLDCell( temp_row[index], matrix_size_column_sum, 
             row_numbers_column_sum,1,false) = true ) { 
 PC-CLD cell in Buffer2 = temp_row[index]; 
 index = index + 1; 
}  
else { 
 // a dummy cell has already been placed in the PC-CLD cell in Buffer2, just indicate 
 // the PC-CLD cell loss in the appropriate cell loss control variable 
 PCCLDCellLosNumber = PCCLDCellLossNumber + 1; 
}   
 
// copy the remaining cells back to Buffer1 
for i = row_maximal_size+1,…,index+1,index 
 insert  temp_row[i] cell to the Buffer1 front; 

} 
 

Figure 4.4.5. PC row determination procedure 
 

 
 Henceforth, Buffer2 contains all the FM cells. Subsequently, the FEC-decoder 
examines the FM redundant cells in order to detect random errors. This procedure is 
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described in Figure 4.4.6. The FEC-decoder uses the IEC field of the redundant cell 
for error detection. The erroneous Buffer2 redundant cells, which contain a detected 
random error, are replaced by the dummy cells. Correspondingly, the PC-CLD and 
the CLD cell loss number control variables are updated. 
 
// determine  random errors in redundant cells and replace the erroneous cells with dummy cells 
void DetermineRandomErrorsInRedundantCells() { 
 boolean random_error_detected; 
 
 // check the random errors in CLD cells 
 for i = 1,2,3,…,MIFRowsNumber  
  if ( ith CLD cell in Buffer2 <> dummy cell ) { 
   random_error_detected = check the ith CLD cell in Buffer2 using its IEC; 
   if ( random_error_detected = true ) { 
    ith CLD cell in Buffer2 = dummy cell; 
    CLDCellLossNumber = CLDCelLossNumber + 1; 

} 
} 

 
 // check the random errors in PC cells 
 for i = 1,2,3,…, row_maximal_size  
  if ( ith PC cell in Buffer2 <> dummy cell ) { 
   random_error_detected = check the ith PC cell in Buffer2 using its IEC; 
   if ( random_error_detected = true )  
    ith PC cell in Buffer2 = dummy cell; 
    

} 
 

// check the random errors in PC-CLD cell 
 if ( PC-CLD cell in Buffer2 <> dummy cell ) { 
  random_error_detected = check the PC-CLD cell in Buffer2 using its IEC; 
  if ( random_error_detected = true ) { 
   PC-CLD cell in Buffer2 = dummy cell; 
   PCCLDCellLossNumber = PCCLDCelLossNumber + 1; 

} 
} 

} 
 

Figure 4.4.6. Redundant cells random error detection procedure 
 

At the moment, the FEC-decoder is enabled to determine whether the FM 
decoding process can be completed. The FM could be regenerated correctly in the two 
following cases :  

 
1) No CLD cells have been lost. Each CLD cell has a crucial role in 

the correct reconstruction of the corresponding MIF row as 
described below. 

2) A single CLD cell has been lost and the PC-CLD cell has not been 
lost. In this case, the specific lost CLD cell can be regenerated. The 
CLD cell loss is recovered using the PC-CLD cell in the same way 
as the MIF cell regeneration. The MIF regeneration process is 
introduced further in the section. 

 
In any other case, the FM decoding process is aborted. The FM cells in 

Buffer2 are discarded and Buffer2 is cleared.  
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 Thereupon, the FEC-decoder determines the exact MIF structure. The FEC-
decoder applies a specific procedure (Figure 4.4.7). This procedure uses an 
appropriate CLD cell to identify the correct structure of the corresponding MIF row. 
The lost cells and the random errors of the specific MIF row are detected by the 
appropriate CLDU VC and CRC fields. These procedures are presented in Figures 
4.4.8 and 4.4.9 correspondingly. The dummy cells replace the lost and the erroneous 
MIF cells. The described identification process is performed for every MIF row in the 
FM. This process also determines the number of lost cells in the specific MIF column.
  
 
// determine the exact structure of a specific MIF row 
void DetermineMIFRow( int row_number ) { 
 Cell MIF_cell; 
 Cell CLD_cell = row_numberth CLD in Buffer2; 
 int index = the index of the last non dummy cell in the Buffer2 row_numberth MIF row; 
 
 for i = row_maximal_size,…,3,2,1 { 
  MIF_cell = ith MIF cell in Buffer2 row_numberth MIF row; 
 
  // if there is no cell loss just check the MIF cell by corresponding CLDU 
  if ( MIFCellLossNumberInRow[row_number] = 0 ) { 
   if ( CheckRandomErrorsInMIFCell( MIF_cell, i , CLD_Cell ) = true or 
         CheckVCEquivalenceInMIFCell(MIF_cell, i , CLD_Cell ) = false ){ 
    ith MIF cell in Buffer2 row_numberth MIF row = dummy cell; 
    MIFCEllLossNumberInColumn[i]++;  

} 
} 

} 
 
// find whether the ith MIF cell in Buffer2 row_numberth MIF row has been lost 
else { 
 // only dummy cells remain in the MIF row 
 if ( MIFCellLossNumberInRow[row_number] =  i ) { 
  for k=1,2,3,…,i 
   MIFCEllLossNumberInColumn[i]++; 
  return; 
 } 
  
   

MIF_cell = indexth MIF cell in Buffer2 row_numberth MIF row; 
 
//  the MIF cell hasn’t been lost 
if ( CheckVCEquivalenceInMIFCell( MIF_Cell, i, CLD_cell ) = true ) { 
 // swap the ith and the indexth cells in Buffer2 row_numberth MIF row 
 ith MIF cell in Buffer2 row_numberth MIF row = MIF_cell; 
 indexth MIF cell in Buffer2 row_numberth MIF row = dummy cell; 
 
 index = index – 1; 
 
 // check the cell for random errors 
 if ( CheckRandomErrorsInMIFCell( MIF_cell, i, CLD_cell ) = true ) { 
  ith MIF cell in Buffer2 row_numberth MIF row = dummy cell; 
  MIFCellLossNumberInColumn[i]++; 

} 
} 
 
// the MIF cell has been lost  
else { 
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 MIFCellLossNumberInRow[row_number]--; 
MIFCellLossNumberInColumn[i]++; 

} 
} 

}    Figure 4.4.7. MIF row determination procedure 
 
// check if the VC number in parameter cell is equivalent to the VC field in the corresponding  
// CLDUi of the parameter CLD cell 
boolean CheckVCEquivalenceInMIFCell( Cell MIF_cell, int i, Cell CLD_cell ) { 
 if ( MIF_cell = dummy cell )  
  return false; 
 
 int MIF_VC_field = MIF_cell VC  field; 
 int CLD_VC_field = CLDUi VC field in the CLD_cell; 
 
 if ( MIF_VC_field = CLD_VC_field ) 
  return true; 
 else  
  return false; 
} 
 

Figure 4.4.8. VC equivalence identification procedure 
 
 
// check random errors in parameter cell using the CRC field in the corresponding  
// CLDUi of the parameter CLD cell 
boolean CheckRandomErrorsInMIFCell( Cell MIF_cell, int i, Cell CLD_Cell ) { 
 boolean random_error_detected = false; 
 if ( MIF_cell = dummy cell )  
  return true; 
 
 random_error_detected = check the MIF_cell using the CRC field of the CLD_cell CLDUi;  
 return random_error_detected; 
} 
 

Figure 4.4.9. Random errors identification procedure 
 
 
 Now, the discarded MIF cells are being regenerated column by column. This 
regeneration process is done using the PC cells. A PC cell is generated by modulo 2 
adding of all the MIF cells information fields in one column. Thus, only a single MIF 
cell loss can be recovered per column. In the case the number of the discarded cells in 
the specific MIF column is two or more, the regeneration process for that column is 
stopped. The single discarded MIF cell information field is regenerated by modulo 2 
summation of cells in the corresponding FM column. After this operation, the VCI 
and VPI fields corresponding to the regenerated cell are renewed. The VPI value is 
identical to the other FM cells. The VCI field is copied from the corresponding CLDU 
VC field of the appropriate CLD cell.    
 Finally, the FM decoding process is completed. Accordingly, the FM 
redundant cells are removed. The MIF cells are transferred for further handling and,  
by this, Buffer2 is cleared. Now, the FEC-decoder is ready to receive another matrix.
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 5.    Algorithm Basic Features 
 

The detailed description of the proposed algorithm has been presented in the 
previous section. This section introduces the basic features of the algorithm. These 
features are specified as follows :   

1) Variable matrix size. The matrix encoded at the VP-initiating node has 
a constant number of columns. On the other hand, the number of the 
matrix rows is variable. This number should be allocated in the matrix. 
Thus, the VP-initiating and the VP-terminating nodes can operate with a 
variable size matrix. The matrix dimensions must neither be negotiated 
between the transmitter and the receiver on the installation stage nor be 
synchronized prior to the matrix transmission. 

 
2) Lack of numeration system for the information cells. Most of the 

existing algorithms implement a sequential numeration system for 
information cell loss detection. The sequential numeration of the 
information cells is encoded in the cell information field. Thus, the 
numeration process must be performed on a higher protocol layer than the 
layer on which the algorithms are performed. This approach contrasts 
with the idea of layer functionality separation and is not compatible with 
the general architecture of the OSI-RM protocol stack. The proposed 
algorithm does not require a special numeration system for the 
information cells. The only numeration system that is used in the 
proposed method is implemented for the redundant cells. These cells are 
generated and are discarded by the encoding/decoding mechanism that 
belongs to the algorithm. Therefore, the sequential numeration process is 
performed on the same layer as the layer on which the FEC algorithm is 
performed. 

 
3) Protection of cell information field. The information field of both the 

redundant and the information cells is protected using an error detection 
mechanism. The information cells information field is protected by the 
CRC in CLDU field of an appropriate CLD cell. The redundant cells 
information field is protected by the IEC field in the cell header. This is 
principally new approach in structuring the ATM layer protocol.  

 
4) Using the standard ATM cell format. The redundant cells, generated by 

the proposed algorithm, use the standard ATM cell format. The 
information cells remain unaltered in the matrix encoding process. Thus 
the encoded and the non-encoded cells are essentially the standard ATM 
cells, and they both are handled in the same way during the transmission 
over the VP. 

 
5) Efficient cell header utilization for the redundant cells. The redundant 

cells are constructed at the VP-initiating node by the FEC-encoder and 
discarded at the VP-terminating node by the FEC-decoder after the FM 
decoding process completion. The VCI field value, which has an end-to-
end meaning, is not relevant in these cells.  Thus, the VCI field is replaced 
by the SN and by the IEC fields. These fields are used for implementing 
special algorithm functions. 
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 6.   Algorithm Performance Evaluation using Bernoulli Model 
 
 

In order to demonstrate efficiency of the proposed FEC algorithm, two the 
most important characteristics have been analyzed. These characteristics are : 

 
1) probability Q of MIF cell loss at the VP-terminating node.  
2) probability P of undetected error in MIF cell at the VP-terminating 

node. 
 
These characteristics have been determined based on two mathematical models. The 
first model is the Bernoulli model. The algorithm performance analysis according to 
the Bernoulli model is described in this section. The second model is the Markov 
model, which is described in the following section. 
 

 

 6.1.  Bernoulli Model 
 
  

The Bernoulli model, which is applicable to this research, assumes a sequence 
of binary random variables (Figure 6.1.1). Each binary random variable xi (i=1,2,3,…) can 
take one of the two following values. The xi=0 value corresponds to the correct state 
of the random variable. The xi=1 value corresponds to the error state of the random 
variable. No dependence is introduced between the sequential xi values. 

 
 
 

 
 

 
 
 

In the algorithm analysis, the Bernoulli model is used to represent both the 
random bit error and the cell loss models in VP. For the random bit error model, each 
xi (i=1,2,3,…) denotes a bit receipt at the VP-terminating node. Thus, xi=0 corresponds to 
a bit correct receipt at the VP-terminating node and xi=1 corresponds to a bit receipt 
with random error at the VP-terminating node. If parameter p denotes the probability 
of bit error in VP, the probabilities of the random variable xi values are as follows : 

 
 The Bernoulli cell loss model can be represented in a similar way. The xi 
(i=1,2,3,…) random variables denote a cell receipt at the VP-terminating node. The xi=0 
corresponds to a cell correct receipt at the VP-terminating node and xi=1 corresponds 
to a cell loss at the VP-terminating node. Let q parameter denote the probability of 
cell loss in VP. Therefore, the probabilities of these random variables are as follows : 

   0       1      1      0       0       1�
             xi-1       xi       xi+1                                                     t�

           Figure 6.1.1. Bernoulli model 
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 6.2.  Characteristics Analysis using Bernoulli Model 
 
 
 This section is dedicated to detail analysis of the chosen characteristics using 
the Bernoulli model. First, I will analyze a single cell reception at the VP-terminating 
node. The ATM cell is constructed of cell header and of cell information field. Either 
the cell header or the cell information field can be received at the VP-terminating 
node in one of the following conditions :  
 

1) without random errors, i.e. correct (c) 
2) with undetected random error (ue) 
3) with detected random error (de) 

 

Based on the geometric interpretation of the set of legal combinations in the n-
dimensional space[5], the probability of undetected error can be evaluated for a given  
(n,k) group binary code as    
 
 
 
 
 
where P(i,n) describes the probability of i erroneous bits in a combination of n bits. 
According to the Bernoulli random bit error model the P(i,n) probability is specified 
by 
 
 
 
The dmin, the minimal (Haming) distance, is determined, according to any (n,k) group 
code, by Error-Correcting codes theory theorem [5]. This theorem is expressed as 
follows :  
   
 
 
 
 
 
 

 
The ATM cell header is 5 bytes long. One byte of these 5 bytes is the HEC 

field, which is the redundant field of the cell header. Thus, the cell header is (40,32) 
binary code. Moreover, the dmin of this code by (3) is equal to 4. Accordingly, the cell 
header code is able to correct a single random bit error in cell header. Therefore, the 
probabilities of cell header reception using (1) can be described by 
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The cell information field is 48 bytes long. The MIF cell information field is 
protected by the CRC field of an appropriate CLDU, that is located in the 
corresponding CLD cell. The redundant FM cells include their redundancy in the cell 
header, i.e. the IEC field. Thus, the cell information field is (392,384) binary code for 
any FM cell. Moreover, the dmin of this code by (3) is equal to 2. Therefore, the 
probabilities of cell header reception using (1) can be described by    

 
 
 
 
 
 
 

 
  

At the moment, the receipt of FM cell, at the VP-terminating node, has been 
analyzed. The FM cells received at the VP-terminating node could have been lost as a 
result of one of the two following cases. The first case is cell loss in VP (PVP,loss). The 
probability of cell loss in VP is equal to q. The second case is random error detection 
in the received cell. If random errors are detected in the cell header (Ph,de) or in the 
cell information field (Pif,de), the FEC-decoder discards the specific cell. However, 
this analysis is only accurate considering the PC and the PC-CLD cells. The MIF and 
the CLD cells, even if have been lost, could be regenerated during the decoding 
process.  

Meanwhile, considering an undetected random error in FM cell, received at 
the VP-terminating node, the probability of undetected random error in the cell header 
can be neglected (Ph,ue<<10-24). Thus, the undetected random error in the received 
FM cell could happen only as a result of undetected random error in the cell 
information field (Pif,ue). This analysis is also precise only for the PC and the PC-CLD 
cells. 

The CLD cell is received with an undetected error in the two following cases. 
The first case is when the specific CLD has not been lost, but has been received with 
an undetected error in its information field at the VP-terminating node. The second 
case is when the CLD cell has been lost and thereafter has been erroneously 
regenerated by the FEC-decoder. The CLD cell regeneration is performed by modulo 
2 adding of CLD cell column information fields. Therefore, in case one or more cells 
in the CLD cell column have been received with an undetected error in the cell 
information field, the lost CLD cell will be regenerated with an undetected error. 

Finally, the Q and P characteristics can be analyzed. The MIF cell loss, 
estimated by the Q characteristic, occurs at the VP-terminating node in case the MIF 
cell has been lost and could not be regenerated by the FEC-decoder. The MIF cell 
loss, similarly to the PC and the PC-CLD cells, is a result of cell loss in VP or random 
error detection at the VP-terminating node. However, there is an additional cause for 
the MIF cell loss. As a result of an undetected error in the VC field of an appropriate 
CLDU, an “error” will be detected in the specific MIF cell and the cell will be 
discarded. Thus, the FEC-decoder determines the MIF cells that have been lost. 
Thereafter, the regeneration process begins. The MIF cell is lost only in case it could 
not be regenerated. As already has been described in section 4, only a single MIF cell 
loss can be recovered per column. In the case the number of the discarded cells in the 

(8)�

P(0,392)  P cif, �

�
�

�
392

2i
8

ueif, P(i,392)
2

1
  P

ueif,cif,deif, P - P - 1  P �

(7)�

(9)�



Bar-Ilan University  Department of Mathematics and Computer Science 
 

 

�

Advanced Forward Error Correcting Protocol for ATM Virtual Paths�

�	

specific MIF column is two or more, the regeneration process for that column is 
stopped. Therefore, the MIF cell, which could not be regenerated, is lost.  

The undetected error in the MIF cell at the VP-terminating node, estimated by 
the P characteristic, occurs in similar cases as the undetected error in the CLD cell. 
Either the MIF cell has not been lost and has been received at the VP-terminating 
node with an undetected error or the specific MIF cell has been lost and when has 
been regenerated erroneously.  
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 6.3.  Results Analysis using Bernoulli Model 
 
 

 In order to evaluate the algorithm performance, the probability q has been 
defined in the range [10-2,10-6] [8] and the probability p has been defined in the range 
[10-7,10-9] [19]. The characteristics Q and P are evaluated as the functions of the 
number of MIF rows.  

The evaluation results are presented in Figure 6.3.1. The graphs in the Figure 
6.3.1 (a) coincide because the probability q is considerable in such a way that the 
influence of probabilities p=10-7 and p=10-9 on the probability Q does not differ 
significantly. On the other hand, the Figures 6.3.1 (b) and 6.3.1 (c) demonstrate more 
significant difference because the probability of cell loss q is lower. As a result, the 
“weight” of lost MIF cells depends more essentially on the probability of bit error p. 
The less is q absolute value, the more is the difference between the corresponding 
graphs. 

  
 
 
 
 
 
 
 
 
 
 
 
 

q=10-2
�

(a)�

q=10-4
�

(b)�
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At last, the graphs in Figure 6.3.1 (d) illustrate the dependence of the 

probability P on MIF size. To explain this graphs, it is reasonable to remind that MIF 
cell with undetected error could happen as a result of two processes. The first of them 
is related to error flow during cell delivery over VP. The second process is caused by 
incorrect recovery of the specific cell. As it follows from the Figure 6.3.1 (d), the 
second reason is not significant. Therefore, referring to any probability q, the graphs 
coincide. 

q=10-6
�

(c)�

(d)�

q=10-2,10-4,10-6
�

Figures 6.3.1.  Performance evaluation graphs 
  using Bernoulli model �

p=10-7
�

p=10-9
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7.   Algorithm Performance Evaluation using Markov Model 
 

 7.1. Markov Model 
 
  

The natural way to describe processes in communication channels seems to be 
to apply a Markov chain approach [20-23]. The Markov model is considered to be 
more realistic description of these processes. The Markov model, which is applicable 
to this research, assumes a sequence of binary random variables (Figure 7.1.1). Each 
binary random variable xi (i=1,2,3,…), similarly to the Bernoulli model,  can take one of 
the two following values. The xi=0 value corresponds to the correct state of the 
random variable. The xi=1 value corresponds to the error state of the random variable. 
However, on the contrary to the Bernoulli model, dependence is introduced between 
the sequential xi values.  

 
 

 
 

 
 
 

 
The Figure 7.1.1 introduces the simple Markov chain model. The simple 

Markov model determines the value of the xi random variable according to the xi-1 
variable value. The algorithm research in this work is based on the simple Markov 
model. However, there is more general Markov chain model. In this complex Markov 
model, the xi value dependence spans over a fixed number of previous variables 
values.  

In this section, the Markov model is used to represent both the random bit 
error and the cell loss models in VP. For the random bit error model, each xi (i=1,2,3,…) 
denotes a bit receipt at the VP-terminating node. Thus, only two discrete states for the 
xi variable are available. The first of them is defined as a “C” (Correct) state and the 
second – as a “E” (Erroneous) state. Therefore, a bit classified as correct in the first 
state and as a random error bit in the second state. The Markov chain describing the 
random bit error model in VP is an ergodic chain, which means that it is possible to 
reach to any of the given states from any given state. The general transition diagram 
for the chain is illustrated by Figure 7.1.2. Accordingly, a stochastic transition 
probabilities matrix, Mp, can be defined for this Markov chain by (10)  
 
 
 
 

   0       1      1      0       0       1�
             xi-1       xi       xi+1                                                     t�

           Figure 7.1.1. Markov model 

pec�

pce�

pee�pcc� C� E�

Figure 7.1.2. Markov chain transition diagram 
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Let the pc(i) and the pe(i) parameters denote the probability of the ith bit correct 

or erroneous reception at the VP-terminating node correspondingly. Therefore, given 
the initial probabilities pc(0) and pe(0), the pc(i) and the pe(i) value could be estimated 
by  

 
 
 
 
 

 

 
The sequence of bits received at the VP-terminating node is definitely infinite 

and could not be interrupted at any point. Thus, the notion of each state non-zero final 
probability can be introduced as [24] :  

 
   
 
 
 
 
 

 
 
 
 
 The Markov cell loss model in VP can be represented in a similar way. The xi 
(i=1,2,3,…) random variables denote a cell receipt at the VP-terminating node. For this 
model also only two discrete state are available. The “E” state corresponds to cell 
loss in VP and the “C” state corresponds to cell receipt at the VP-terminating node. 
Thus, a stochastic transition probabilities matrix  Mq, the probabilities qc(i) and qe(i) 
and the final probabilities can be introduced by  
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7.2. Characteristics Analysis using Markov Model 
 
 
 In order the complete the P and Q characteristics analysis using the Markov 
bit error and cell loss models, it is sufficient to estimate the following probabilities : 
 

1) the probabilities which refer to header receipt  - Ph,c and Ph,ue  
2) the probabilities which refer to information field receipt – Pif,c and Pif,ue 
3) probability of cell loss in VP – PVP,loss 

 

The further calculations are done in a way, which is similar to the Bernoulli model 
analysis. However, in order to analyze the cell header and the cell information field 
parameters, the P(i,n) probability must be estimated using the Markov model.  
 The parameter n is relatively high, i.e. n=40 for the cell header and n=392 for 
the cell information field. Thus, the direct calculation of the P(i,n) probability, which 
is based on counting the probabilites of all the possible combinations of i errors, 
seems to be unrealistic. Therefore, another approach had to be taken. In my research, I 
applied  the recursive Gilbert’s technique [24]. This recursive algorithm is proposed 
to determine the P(i,n) probability for every n>=1 and every i<=n : 
 
  
 
 
 
 
 
The initial probabilities are evident : 
 

C(0,1)=1 ; E(0,1) =pc ; C(1,1)=0 ; E(1,1)=pe         (18) 
 

The C(i,n) parameter denotes the P(i,n) probability under the condition that 
the first bit has been transmitted in the “C” state. Similarly, the E(i,n) parameter 
denotes the P(i,n) probability under the condition that the first bit has been transmitted 
in the “E” state. Moreover, for the i<0 or i>n values it may be assumed that the 
C(i,n) and the E(i,n) probabilities are equal to 0. Therefore, the cell header and the 
cell information field parameters are estimated using the formula in (16).  
 Finally, in order to complete the algorithm analysis using the Markov model, 
the probability PVP,loss must be estimated. However, considering the matrix 
dimensions, it is impossible to estimate this probability using the direct approach. 
Thus, the Markov chain should be “broken” at some point. Thus, it seems like 
reasonable to estimate this probability starting from Nth cell before, where N is the 
columns number in FM. Therefore, the PVP,loss probability can be calculated by 
combination of formulas (14) and (15) 
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 7.3.  Results Analysis using Markov Model 
 
 

 In order to evaluate the algorithm performance, the transition probabilities 
matrixes Mp and Mq have been defined corresponding the Bernoulli probabilities p 
and q. The Mp and Mq matrixes have not been explicitly defined in the available 
literature. Thus, in this work these matrixes have been defined the following way :  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
The characteristics Q and P are evaluated as the functions of the number of 

MIF rows. The evaluation results are presented in Figure 7.3.1.  
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The results in Figure 7.3.1 are essentially similar to the results of the Bernoulli 
model analysis in Figure 6.3.1. Thus, similar arguments may be given in order to 
explain these results. However, the evaluation results have showed that the Markov 
model probability characteristics are relatively worse than the Bernoulli model 
characteristics. This fact might be regarded to the basic difference between the two 
models. The Bernoulli model assumes independence between consequent events. 
However, the events of random error and of cell loss are not considered to be 
independent in the communication networks. Thus, the Bernoulli model introduces 
relatively optimistic results. The Markov model, on the contrary, introduces 
dependence between the consequent random error events and consequent cell loss 
events. Therefore, the Markov model graphs are the more realistic representation of 
the algorithm evaluation results. 
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 8.   Complexity Analysis  
 
 

This section is dedicated to the complexity analysis of the proposed algorithm. 
The algorithm complexity will be examined from the two following aspects. The first 
one is the space complexity. The space complexity of the algorithm is the amount of 
memory used by the VP-initiating and the VP-terminating nodes in the 
encoding/decoding procedures. The second aspect is the time complexity. The time 
complexity is the amount of the CPU operations needed to perform the structuring 
and the decoding of the FM.   

�

 

 8.1.  Space Complexity 
 
 

 The space complexity of the algorithm, as already mentioned before, is the 
amount of memory needed by the FEC-encoder and by the FEC-decoder for the 
matrix structuring and decoding processes correspondingly.  Therefore, in order to 
estimate the memory complexity of the proposed algorithm, both the VP-initiating 
and the VP-terminating nodes should be examined from the aspect of the memory 
consumed.  

First, the space complexity of the VP-initiating node will be analyzed. As 
described in section 4.3, the FEC-encoder uses three buffers for the matrix 
structuring. These three buffers reserve cells at the different stages of the matrix 
encoding process. Thus, the memory complexity is “cell-oriented”. In other words, 
the space complexity of the VP-initiating node can be estimated as a number of cells 
reserved by the FEC-encoder for the matrix structuring operations.  

In the following calculations the MIF dimensions will be denoted by M x N, 
where M and N denote the maximal MIF rows and the maximal MIF columns 
numbers correspondingly. In the proposed algorithm M is equal to 256 and N is 
always equal to 12. Now I will analyze the size of the VP-initiating node buffers using 
the M and N parameters. Buffer2 is used for structuring a single FM row. A single FM 
row consists of N information cell and one CLD cell. Therefore, its size is O(N+1). 
Buffer3 is designed to retain the entire FM. This buffer reserves a space for M 
information rows and one PC cell row. Thus, Buffer3 size is O((M+1)(N+1)) . 
Finally, Buffer1 is used to reserve the flow of NRT cells at the VP-initiating node. 
Consequently, it must have a significant storage space. In these calculations I will 
refer to Buffer1 size as c x (Buffer3 size), where c is greater or equal to 1. The selection 
of an appropriate c parameter will assure the significant storage space needed by 
Buffer1. The c parameter selection depends on variant factors such as cell buffer size 
at the VP-initiating node, the average cell arrival and cell service rates at the VP-
initiating node and etc [25]. Thus, the total memory complexity of the VP-initiating 
node is O(c(M+1)(N+1)) + O(N+1) + O((M+1)(N+1)) = O(((c+1)(M+1)+1)(N+1)). 
Therefore, for example given c=1.5 the total amount of memory needed by the VP-
initiating node is approximately 433Kb.  

Now I will analyze the space complexity of the VP-terminating node. As 
described in section 4.4, the FEC-decoder uses two buffers for the matrix decoding 
process. These two buffers are identical to the Buffer1 and Buffer3 used by the VP-
initiating node. Therefore, the total space complexity of the VP-terminating node is 
O(c(M+1)(N+1))+O((M+1)(N+1))= O((c+1)(M+1)(N+1)).  
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 8.2.  Time Complexity 
 
 
 

 The time complexity, also called algorithmic complexity, is the amount of 
CPU operations performed at the VP-initiating and the VP-terminating nodes in the 
process of the FM encoding/decoding procedures. Therefore, the FEC-encoder and 
the FEC-decoder time complexity will be analyzed independently, analogously to the 
space complexity calculations performed in the previous section.   
 However, on the contrary to the memory complexity calculations, the time 
complexity is not “cell-oriented”. Furthermore, almost all the FEC-encoder and the 
FEC-decoder procedures perform calculations on the bits of the cell header or the cell 
information field. Thus, the algorithmic complexity is “bit-oriented”. In the time 
complexity analysis n will denote the number of bits in a single cell. The parameters k 
and m will denote the number of bits in the cell header and in the cell information 
field correspondingly. Clearly, the n, k and m parameters are equal to 424, 40 and 384.  
 
 
 8.2.1. Time Complexity of the VP-initiating node Operations 
 
 
 At this point, I will analyze the algorithmic complexity of the VP-terminating 
node operations. First, the structuring of a single FM row will be analyzed. As in 
previous section, the N parameter will denote the number of columns in MIF. For 
each MIF cell in the FM row an appropriate CLDU field is structured. At the first 
stage only first and third fields of the CLDU are calculated. The first CLDU field is a 
VC of an appropriate MIF cell, consequently its calculation time complexity is O(k). 
The time complexity of the third CLDU field calculation is O(m), since this field is a 
CRC of the MIF cell information field. The CLDU field size is equal to 32 bits. 
Therefore, the complexity of updating the calculated values in the CLDU field is 
O(k). Thus, the complexity of CLDU structuring for a single MIF cell is 
O(k)+O(m)+O(k)=O(k+m)=O(n). A single FM row structured of N MIF cells, 
therefore the complexity of a single FM row structuring is O(Nn). 
 The parameter M denotes the average number of MIF rows in FM. The value 
of this parameter depends on the timeout T0 duration and the average cell arrival rate 
at the VP-initiating node. Furthermore, this value could be determined 
experimentally. Thus, the time complexity of structuring the average size matrix is 
O(MNn).  
 Following the completion of matrix structuring, the FM is prepared for 
transmission. First, the CLD cells are being updated. The second CLDU field is being 
set for every CLD cell. The algorithmic complexity of this operation is O(Mm). The 
SN and the IEC fields are also set for every CLD cell. This operation complexity is 
M(O(m)+O(k))=O(Mn). Therefore, the time complexity of CLD cells update is 
O(Mm)+O(Mn)=O(Mn). 

Thereafter, the PC and the PC-CLD cells are being structured. The PC and the 
PC-CLD cells information field is generated by a parity check control on an 
appropriate FM cell column. Thus, the time complexity of the PC cell information 
field calculation is O(Mm). Then the SN and the IEC fields are calculated and set for 
the specific PC cell – O(n). The algorithmic complexity of PC-CLD cell structuring is 
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similar. Therefore, the time complexity of PC cell row structuring is 
(N+1)(O(Mm)+O(n))=O(MNm). 

Finally, the FM is ready for transmission. Thus, the total time complexity of 
the operations at the VP-initiating node is O(MNn)+ O(Mn)+ O(MNm)= O(MNn).
   
 
 
 8.2.2. Time Complexity of the VP-terminating node Operations 
 
  
 Now, the algorithmic complexity of the VP-terminating node operations will 
be analyzed. The FEC-decoder performs the FM decoding process in a number of 
stages (see section 4.4). First, the FEC-decoder identifies the general structure of the 
FM. For every MIF row, the FEC-decoder determines the CLD cell corresponding to 
the specific matrix row. The CLD cell identification is performed according to the 
CLDU second field values and the SN field. Thus, the time complexity of this 
operation is O(m)+O(k)=O(n).  

Let parameter a denote the average number of lost cells in a specific MIF row. 
The number of cells analyzed in the CLD cell determination process is a+1 (see 
Figure 4.4.4). In the case that the CLD cell has been lost, N+1 cells will be analyzed. 
The CLD cell identification also determines which MIF cells correspond to the 
specific MIF row. This procedure, performed for every MIF row in FM, identifies the 
general matrix structure. Thus, the total algorithmic complexity of the described 
process is M(a+1)O(n)=O(aMn). 

Second, the FEC-decoder determines the PC row of the FM. The PC cells are 
determined using the SN field. Moreover, the PC cell loss is identified by the gaps in 
the SN field values. The number of PC cells in the FM is N. Thus, the time 
complexity to identify the PC cells is NO(k)=O(Nk). The PC-CLD cell is identified 
using the same procedure that identifies the CLD cells.  As already describe earlier, 
the algorithmic complexity of this procedure is O(n). Therefore, the FEC-decoder 
time complexity to determine the PC cell row is O(Nk)+O(n)=O(n). 

Third, the FEC-decoder determines random errors in the redundant fields of 
the FM. The CLD, the PC and the PC-CLD cells are checked sequentially for random 
errors. The VP-terminating node detects random errors in the redundant cells using 
the IEC field. For FM, where the MIF dimensions are M x N, the numbers of the CLD, 
the PC and the PC-CLD cells are M, N and 1 correspondingly. Thus, the time 
complexity of the random errors detection in the redundant cells by the FEC-decoder 
is (M+N+1)O(n)=O((M+N)n). 

Fourth, the VP-terminating node retrieves the lost CLD cell. This operation is 
performed only in the case that a single CLD cell has been lost and the PC-CLD cell 
has not been lost. The lost CLD cell information field is regenerated by modulo 2 
summation of CLD and PC-CLD cells information fields. Thus, the complexity of lost 
CLD cell regeneration is O(Mm).  

Fifth, the FEC-decoder determines the exact MIF structure. The correct MIF 
row structure is indentified using an appropriate CLD cell. Moreover, the VC and the 
CRC fields of the CLDU are used for the detection of the lost cells and random errors. 
Dummy cells replace the lost and the erroneous MIF cells. The exact FEC-decoder 
procedure is described in Figure 4.4.7.  
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The time complexity of the MIF row structure determination procedure 
depends on the number of MIF lost cells in the appropriate MIF row. In the proposed 
algorithm, a specific cell could be lost as a result of one of the following cases :  

 

1) cell loss in the channel 
2) cell reception with a detected error in the cell header  
3) cell reception with a detected error in the cell information field 

 

Thus, the time complexity of this procedure could be estimated using two parameters. 
The first parameter, qi, denotes the probability that i MIF cells have been lost in the 
MIF row. The second parameter, TCi, denotes the time complexity of the procedure 
when i MIF cells have been lost in the specific MIF row. Therefore, the time 
complexity of the procedure could be presented by the following formula :  

However, the Nn estimation is the time complexity upper bound for every TCi. Thus, 
the algorithmic complexity of the exact MIF row structure determination procedure is 
O(Nn). This procedure, performed for every MIF row in FM, identifies the correct 
MIF structure. The time complexity of this process is O(MNn). 

Finally, the VP-terminating node can regenerate the discarded MIF cells 
column after column. The lost MIF cell information field is regenerated, similarly to 
the lost CLD cell regeneration, using the MIF and the PC cells of the specific column. 
Clearly, only a single MIF cell loss can be recovered per column. In the case the 
number of the discarded cells in the specific MIF column is two or more, the 
regeneration process for that column is stopped. Then the VCI and VPI fields 
corresponding to the regenerated cell are renewed. The VPI value is identical to the 
other FM cells. The VCI field is copied from the corresponding CLDU VC field of 
the appropriate CLD cell. Let b parameter denote the number of MIF columns in 
which only a single MIF cell has been lost. Thus, the algorithmic complexity of the 
FM regeneration process is b(MO(m)+O(k))=O(bMm).  

Now, the FM decoding process is completed. The redundant cells are removed 
and the MIF cells can be transferred for further handling. Thus, the time complexity 
of the operations at the VP-terminating node is O(aMn)+ O(n)+ O((M+N)n)+ 
O(Mm)+ O(MNn)+ O(bMm)=O((a+b+N)M n). 
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9. Conclusions and Future Work 
 

 
In this work, NRT traffic delivery problem in ATM VPs has been analyzed. 

An advanced FEC protocol has been developed to supply a satisfactory solution to 
this problem. Moreover, in this thesis, I have introduced an original algorithm to 
recover cell loss and random bit errors in ATM VPs. This algorithm is based on two-
dimensional FEC approach. Developing the algorithm, a number of important issues 
have been handled. These issues were variable matrix size handling, lack of 
numeration system for the information cell, protection of information field, using the 
standard ATM cell format and efficient cell header utilization for redundant cells. 
Thus, handling some of these issues was the main innovation of the proposed 
protocol referring the existing algorithms.  

The proposed algorithm has been analyzed using two mathematical models. 
These models are the Bernoulli and the Markov models. Both the Bernoulli and the 
Markov models have been used as an abstraction of the cell loss and the random bit 
error models in ATM VPs. The analysis results show significant improvement of the 
initial VP cell loss and random bit error probabilities for both the Bernoulli and the 
Markov models. However, difference in the results of the algorithm evaluation using 
the Bernoulli model can be emphasized referring the algorithm evaluation results 
using the Markov model. The Bernoulli model does not take into consideration the 
correlation between consequent erroneous bits and between consequent lost cells. 
Thus, the Bernoulli model supplies relatively optimistic results. The Markov model, 
on the contrary, is the more realistic view on the cell loss and random bit error 
models in VP. Therefore, the evaluations of the probability of loss and of undetected 
error based on the Markov model, in comparison with the Bernoulli model, are 
substantially higher considering the same initial probabilities.    

 One of the most interesting results of the algorithm analysis, using both the 
Bernoulli and the Markov models, is the relation between the algorithm cell loss 
probability and the matrix dimensions. As it could be seen from the results evaluation 
graphs, the algorithm cell loss probability is getting higher as the matrix dimensions 
grow. The algorithm is able to recover a single lost cell per matrix column. Thus, as 
the matrix rows number grows, probability that more than one cell is lost per column 
is getting higher. Accordingly, the algorithm cell loss probability is also getting 
higher. Therefore, using large matrixes leads to increasing cell loss probability. The 
results, which refer to the Bernoulli model, were published in [26]. 
 Moreover, optimal matrix dimensions determination is one of the most 
important aspects of the proposed protocol still to be researched. The cell loss and 
undetected error probabilities and the algorithm complexity characteristics have been 
analyzed theoretically. These algorithm characteristics are strongly related to the 
matrix dimensions. Therefore, in my opinion, the optimal matrix dimensions should 
be researched and analyzed referring various QoS requirements.  
 Another aspect of the algorithm that should be further researched is applying a 
more complicated error correcting code in the PC cells redundant field of FM. In this 
work, a simple parity control relation per column has been applied. Therefore, in 
order to apply this simple parity check control, a single PC row was sufficient. 
However, there is no constraint to apply a more complicated technique. Consequently, 
the PC cells set will include not a single row but rather a number of rows. Applying a 
more complicated error correcting code in the PC cells of FM may increase the 
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efficiency of the FEC algorithm. However, it should be analyzed referring the QoS 
requirements and the algorithm complexity.  
 Finally, I believe that the general structure of FM should be examined. In this 
thesis, I researched a simplified FM structure characterized by a single PC row and a 
single CLD column. However, the general FM structure should be analyzed. As 
mentioned above, the general FM structure enables implementing more complicated 
error correcting codes. These codes can be applied in FM by increasing the number of 
PC rows. Increasing number of CLD columns in FM enables regulation of matrix 
dimensions through changing both the number of matrix rows and the number of 
matrix columns. The general FM structure also should be examined from aspects of 
QoS characteristics and the algorithmic complexity. 
 At last, I would like to emphasize that implementing of more intelligent FEC 
algorithms, which are related with additional logic and memory, allows to decrease 
the complexity of general network protocol stack specifically by excluding operations 
related to information retransmissions.  
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  11.    Acronyms 
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AAL  ATM Adaptation Layer 
ARQ  Automatic Repeat Request 
ATM  Asynchronous Transfer Mode 
B-ISDN Broadband Integrated Services Digital Network 
CBR  Constant Bit Rate 
CDMA Code Division Multiple Access 
CLD  Cell Loss Detection 
CLDU  Cell Loss Detection Unit 
CLP  Cell Loss Priority 
CRC  Cyclic Redundancy Check 
FEC  Forward Error Correction 
FIFO  First In-First Out 
FM  Full Matrix 
HEC  Header Error Control 
IEC  Information Error Control 
MIF  Matrix Information Field 
MP  Multi Path 
NRT  Non-Real Time 
OSI-RM Open Systems Interconnection Reference Model 
PC  Parity Check 
PDU  Protocol Data Unit 
PT  Payload Type 
QoS  Quality of Service 
RT  Real-Time 
SN  Sequence Number 
SSCS  Service Specific Convergence Sublayer 
VBR  Variant Bit Rate 
VC  Virtual Channel 
VCI  Virtual Channel Identifier 
VP  Virtual Path 
VPI  Virtual Path Identifier 

  


