
Improved Sketching of Hamming Distance with Error

Correcting

Ohad Lipsky ∗ Ely Porat∗

Bar-Ilan University Bar-Ilan University

Abstract

We address the problem of sketching the hamming distance of data streams. We present
a new notion of sketching technique, Fixable sketches and we show that using such sketch
not only we reduce the sketch size, but also restore the differences between the streams. Our
contribution: For two streams with hamming distance bounded by k we show a sketch of size
O(k log n) with O(log n) processing time per new element in the stream and how to restore all
locations where the two streams differ in time linear in the sketch size. Probability of error is
less than 1/n.

1 Introduction

The increasing size of data sets rises the need for improved algorithms for processing massive
data. We discuss various problems and present improved algorithms for problems in the streaming
model and communication complexity. We use novel techniques of sketching (”fingerprint”) and
encodings. Massive data streams are fundamental part in many data processing applications (see
[12] for detailed motivation) . Indyk [10] presented a wide range of tools very useful in data
streams algorithms, using stable distributions. In the streaming model the algorithm can make
only one pass on the data and maintain a small ”sketch” for further processing and queries. In [7]
they present a sketch of size O(log(n|Σ|) log(1/δ)/ε2) that allow approximating the L1-difference
between two streams up to a factor of 1 ± ε and error probability δ. Another problem in the
streaming model is that of maintaining histograms of the stream as discussed in [9, 8]. Essentially
the streaming model allows only one pass on the input. In [4] the problem of estimating the
hamming norm for massive data streams is presented. They give a sketch of size O(1/ε2 · log 1/δ)
that allows hamming distance approximation with a factor of 1±ε and error probability δ. A similar
result of approximating the hamming distance is presented in [11]. There are three parameters
that are relevant when comparing different sketching algorithms:

• The sketch size, i.e. the number of bits it requires.

• Time to process new element in the stream.
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• Time to compute target function f(x, y) given s(x) and s(y).

In [6] a sketch of size O(k4 log2 n) that allow computation of the hamming distance between binary
streams is presented, with error probability exponentially small in k where k is a bound on the
hamming distance between the streams. We can combine this with a constant size sketch that
identify cases where the hamming distance is greater than 2k in order to discard these cases. Bar-
Yossef, Jayram, Kumar and Sivakumar et al. [2] presented a sketch with reduced size of O(k log2 k)
that allow computation of the hamming distance between binary streams with error probability
polynomially small in k, time of processing new element is O(log k) and query time linear in the
sketch size. This sketch can be changed to be of size O(k2 log k) in order to have exponentially small
in k error probability. Their sketch is given in details in section 2 adapted to general alphabet Σ
rather than only binary one. We show how to produce a sketch of reduced size of O(2log∗ kk log k),
processing time per element O(2log∗ k log k). and query time linear in the sketch size. In the third
section we solve a more complicated problem. We design a sketch, that will enable us, not only
to compute the hamming distance between two streams, but also restore the locations, and the
symbols appeared in each stream in the locations that differ. An easier version of the problem
is studied in [5], However, they do not work in the streaming model, and therefore can go over
the input more than once, and moreover they have a small sketch, but time to process a query
is exponential. The possibility to use such error correcting sketches is useful in a wide range of
applications in network synchronization, pda synchronization, and more, for example see [13, 14].

2 Sketching Hamming Distance First Algorithm

Our first algorithm is a generalization of the algorithm of Bar-Yossef, Jayram, Kumar and Sivaku-
mar in [2] to work for any alphabet Σ (rather than only binary one). The idea is to encode the
stream into a binary stream and use the sketching technique on the encoded stream. Note that
our sketch size is independent of the stream length.
The binary encoding:
We can assume w.l.o.g. that Σ = {1, 2, . . . , |Σ|}. Define c(σ) = c1(σ)c2(σ) . . . cσ(σ) where ci(j) = 1
if i = j or 0 otherwise. For a string σ1 . . . σn define c(σ1, . . . , σn) = c(σ1) . . . c(σn). Clearly
HD(c(x), c(y)) = 2HD(x, y) and HD(c(x), c(y)) < 2k. Each new element xi in the x stream is
translated to |Σ| − 1 zeros, and only one 1-bit in location (i − 1)|Σ| + xi. Updates to the sketch
are done only when a 1-bit occur, therefore one element in the original stream cause update of one
element in the binary encoded stream c(x).
The sketch:
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Pick at random 2k-wise independent hash functions h : [n|Σ|]→ [k/3 ln k] and
h′ : [n|Σ|]× [2 ln k]→ [c ln2 k] (c = 72e).

Our sketch s(x) is of size 2c
3 k ln2 k bits, initialized by zeros.

For each new element σi (in the stream x) the following updates are done to
the sketch:

Let bucket← h((i− 1)|Σ|+ σi).
For every t = 1, 2, . . . , 2 ln k

• sub bucket← h′((i− 1)|Σ|+ σi, t)

• d← (bucket− 1) · 2c ln3 k + (t− 1) · c ln2 k + sub bucket.

• s(x)d ← s(x)d ⊕ 1.

Claim 2.1 Let x and y be two binary streams of the same length with HD(x, y) < 2k. Let
i1, i2, . . . , ik′ be the locations where x differ from y (where k′ ≤ 2k). Pr(∀bucket ∈ [1, k/3 ln k]|{iz|z ∈
[1, k′], h(iz) = bucket}| ≤ 12 ln k) ≥ 1− 1

k ln k .

Proof. It is assumed that k′ < 2k. Since our hash functions are 2k-wise independent, For
every bucket ∈ [1, k/3 ln k] E(|{iz|z ∈ [1, k′], h(iz) = bucket}|) ≤ 6 ln k. This imply that Pr(∃1 ≤
bucket ≤ k/3 ln k|{iz|z ∈ [1, k′], h(iz) = bucket}| > 12 ln k) ≤ k

2 ln kPr(|{iz|z ∈ [1, k′], h(iz) =
bucket}| > 12 ln k) < k

2 ln k ·
1
k2 = 1

k ln k (Using Chernoff inequality).

Claim 2.2 Let x and y be two binary streams of the same length with HD(x, y) < 2k. Let
i1, i2, . . . , ik′ be the locations where x differ from y (where k′ ≤ 2k) and let h be a hash function
s.t. ∀b ∈ [1, k/3 ln k]|{iz|z ∈ [1, k′], h(iz) = b}| ≤ 12 ln k. ∀b ∈ [1, k/3 ln k], t ∈ [1, 2 ln k]Pr(∃i, i′ ∈
{i1, . . . , ik′}h(i) = h(i′) = b ∧ h′(i, t) = h′(i′, t)) < e−1.

Proof. For each bucket b there are at most 12 ln k indexes s.t. h(iz) = b. They are hashed
into c ln2 k buckets.

Pr(∃i, i′h(i) = h(i′) = bs.t.h′(i, t) = h′(i′, t)) <

(
12 ln k

2

)
c ln2 k

< e−1

Corollary 2.3 Pr(∀b ∈ [1, k/3 ln k]∃t ∈ [1, 2 ln k]∀iu, iv ∈ {i1, . . . , ik′}h(iu) = h(iv) = b : h′(iu, t) 6=
h′(iv, t)) > 1− 1

k ln k .

. Computing HD(c(x), c(y)):
1. For every bucket b ∈ [1, k/3 ln k]:

Let d← (b− 1) · 2c ln3 k + (j − 1)c ln2 k.

H(bj)← Σd+c ln2 k
l=d+1 neq(s(x)l, s(y)l).

2. H(b)← max
j∈[1,2 ln k]

H(bj)

3. Dist← Σ
b
H(b)
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Claim 2.4 Let i1, i2, . . . , ik′ be the locations where c(x) differ from c(y) (k′ < 2k). If h and h′

obey the following conditions:

• ∀b ∈ [1, k/3 ln k]|{iz|z ∈ [1, k′], h(iz) = b}| ≤ 12 ln k

• ∀b ∈ [1, k/3 ln k]∃t ∈ [1, 2 ln k] s.t. ∀u, v ∈ [1, k′] if h(iu) = h(iv) = b then h′(iu, t) 6= h′(iv, t).

Then HD(x, y) = Dist
2 .

Proof: Let b ∈ [1, k/3 ln k] and let t be the value for whom ∀i, i′ s.t. h(i) = h(i′) = b h′(i′, t) 6=
h′(i, t). It implies that at most one location that differ between c(x) and c(y) is mapped into each
bit in the sketch segment between (b−1)·2c ln3 k+(t−1)·c ln2 k+1 and (b−1)·2c ln3 k+(t)·c ln2 k,
which in turn imply that H(bj) = |{i|h(i) = b}| and therefore also H(b) = |{i|h(i) = b}|. Since
every location is mapped into exactly one bucket b We can conclude that HD(c(x), c(y)) = Dist =
Σ
b
H(b). As mentioned before HD(x, y) = 1

2HD(c(x), c(y)).

Theorem 2.5 Given a stream x over alphabet Σ, there is an algorithm that maintain a sketch
s(x) that requires O(k log2 k) bits of memory and O(log k) processing time per element and has the
following property: Using sketches s(x), s(y) for two streams x and y where HD(x, y) ≤ k we can
compute HD(x, y) with probability of error less than 1/k.

Proof. Immediate, combining claims 2.1, 2.4 and corollary 2.3 together.

3 Sketching Hamming Distance - Second Algorithm

In the second algorithm we reduce the sketch size to be only O(2log∗ kk log k) bits of memory.
In the first algorithm the stream partitioned into buckets, and each bucket into sub-buckets. Here,
We recursively partition the stream into smaller buckets, till we have buckets with at most one
difference (with high probability). For each new element we update the relevant buckets. The
sketch will be only the lowest level bucket’s parity. We use the same binary encoding as in the
previous sketching.
We define α(k) = k

4 ln k(ln∗ k)2 , β(k) = 2 ln k
ln[4 ln k(ln∗ k)2] and γ(k) = (1 + 1

ln∗ k )4 ln k(ln∗ k)2. We will
divide the stream into α(k) buckets, and for each bucket b we will run independent β(k) times the
sketch in recursion, with k′ = γ(k) as bound.

The sketch:
Pick at random 2k-wise independent hash functions:
h1 : [n|Σ|]→ [α(k)]
h2 : [n|Σ|]× [β(k)]→ [α(γ(k))].
h3 : [n|Σ|]× [β(γ(k))]→ [α(γ(γ(k)))]
...
hi : [n|Σ|]× [β(γ(i−2)(k))]→ [α(γ(i−1)(k))]
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...
When γ(i)(k) becomes small enough s.t. α(γ(i)) < 4 we can bound γ(i) by some constant c′, and
use a simple constant size sketch with error probability of less than 1

2c′ . It is easily seen that it
occurs when i < ln∗ k. Denote by i′ the index it occurred.

For each new element σi (in the stream x) the following updates are done to the sketch:
• depth← 1

• l← (i− 1)|Σ|+ σi

• b1 ← h1(l)

• For every t1 = 1, 2, . . . , β(k)

• Update procedure (l, t1, γ(k), depth)

Where Update(l, t, k, depth) Defined by:
If depth = i′ then update the sketch segment relevant to b1, b2, . . . , bdepth.
else:

depth← depth + 1

bdepth ← hdepth(l, t)

For every tdepth = 1, 2, . . . , β(k)

Update(l, tdepth, γ(k), depth)

Claim 3.1 The sketch size is of O(2ln∗ kk log k).

Proof: Let d(z) = 4 ln z(ln∗ z)2.

Size(k) = α(k) · β(k)Size(γ(k)) =

= α(k)β(k)α(γ(k))β(γ(k))Size(γ(γ(k))) =

= . . . = Πi′

i=0α(γ(i)(k)) ·Πi′

i=0β(γ(i)(k))

Where

f (i)(k) =
{

f(k) if i = 1
f(f (i−1)(k)) if i > 1

Observe that γ(z) = d(z) · (1 + 1
ln∗ k ).

Πi′

i=0α(γ(i)(k)) =
k

d(k)
· γ(k)
d(γ(k))

· γ(γ(k))
d(γ(γ(k)))

· · · γ(i′)(k)
d(γ(i′)(k))

=
k

d(c′)
· (1 +

1
ln∗ k

)i′ ∈ O(k)

(Using that i < ln∗ k).
Πi′

i=0β(γ(i)(k)) ∈ O(2ln∗ k ln k)
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Claim 3.2 Processing time per new element is O(2ln∗ k log k).

Computing HD(x, y): For each of the α(k) buckets we take the maximum over the β(k)
repetitions. This is done recursively.

Claim 3.3 With probability at least 1− 1/k HD(x, y) is computed correctly.

Proof By induction on k.

Theorem 3.4 Given a stream x over alphabet Σ, there is an algorithm that maintain a sketch s(x)
that requires O(2log∗ kk log k) bits of memory and O(2log∗ k log k) processing time per element and
has the following property: Using sketches s(x), s(y) for two streams x and y where HD(x, y) ≤ k
we can compute HD(x, y) with probability of error less than 1/k.

4 Error correction and Fixable sketches - Third Algorithm

In this section we present a totally different technique. We first present the notion of Fixable sketch.
Fixable sketch is a sketching algorithm s that has the following property: Given a sketch s(x) for
a stream x = x1 · · ·xn, error location i ∈ [1, n], and symbols xi and c, one can compute s(x′),
where x′ = x1, x2, · · · , xi−1, c, xi+1, · · · , xn. Informally, fixable sketch is for the case where we kept
moving on the stream, and we are interrupted by some correction from elements we have already
passed, in this case we would like to be able to fix the sketch according to the error corrected.
This property can be useful for example in a case that relatively few errors encountered in the
stream cause the sketch to be worthless. In the previous sections we presented sketches (which
are, indeed, fixable sketches) that compute the hamming distance only if it is bounded by some k.
Now, assume that in a stream x a random segment of size 2k was received, and later corrected,
we still cannot use the sketch s(x) as is in order to compute the distance from another stream y
(given only s(y)) because probably it exceeds k even if y is identical to the corrected stream x′.
Since we can adapt the sketch to the corrected stream it is possible to answer queries as needed.
An important parameter in fixable sketches is the time it cost to make an error correction. In all
the sketches described in this paper it is the same time as processing new element in the stream.

In the following we present a sketching technique that given the sketches of two streams x
and y, s.t. HD(x, y) ≤ k we can restore (w.h.p.) at least HD(x, y) − k

2 locations i1, i2, . . . where
xij 6= yij and restore the values xij and yij . Such sketching will serve as the main building block
of our sketch.

4.1 Error Correction Fixable sketch

We present here a sketch s = sk with the following properties:

1. The size of the sketch is of O(k(log |x|+ log |Σ|)).

2. Time to process new element (or error correction) is constant
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3. Using sketches s(x) and s(y) for streams x and y respectively, we can find (with probability
> 1− 1

|x| ) at least HD(x, y)− k
2 locations where x differ from y and restore the symbols of

both x and y in these locations.

Let |x| = n and let p ∈ O(n3|Σ|) be prime. All the computations will be done in Fq unless
mentioned otherwise.

The sketch:
Our sketch consists 8k quadruplets of variables: aj , bj , cj , dj ∈ Fp (j ∈ [1, 8k]), initialized by zeros.
Pick at random k-wise independent hash functions h : [n]× [8]→ [8k] and h′ : [n]× [8k]→ Fq.
When we receive a new element in the stream xi we apply the following to the sketch:

Let Qi = {h(i, t)|t ∈ [1, 8]} (i.e. Qi is of size ≤ 8)
For every j ∈ Qi

r ← h(i, j)
Add r · i · xi to aj

Add r · xi to bj

Add r2 · xi to cj

Add r · x2
i to dj

Clearly the sketch size is of O(k log p) = O(k log n).
Finding Mismatches between streams:
The input is s(x), s(y) of two streams x and y s.t. HD(x, y) ≤ k.
The notation will be aj(x) and aj(y) referring to the variables in s(x) and s(y), respectively. The
other variables will be denoted in similar way. We assume both h′ and h are common for both, we
can later drop this assumption by using k-wise independent pseudo random generator with seed
of size O(log n). The idea of the sketch is that when looking at specific j ∈ [1, 8k] we get, with
constant probability, the case where only in one location i that x differ from y some value is added
to aj , bj , cj and dj . If this is the case, we are able to restore i, xi and yi easily. We formalize it in
the following claim.

Lemma 4.1 Let L = {i1, i2, . . . , ik′} be the locations where x differ from y (where k′ ≤ k). If k′ >
k
2 then for every j ∈ [1, 8k]Pr(∃i′ ∈ L, t ∈ [1, 8]h(i, t) = j ∧∀i ∈ L, i 6= i′∀t ∈ [1, 8]h(i, t) 6= j) > 1

2e .

Proof. For every i ∈ L: Since h(i, t) is chosen in random, the probability h(i, t) = j for some given
j is exactly 1

8k . Now, since t runs from 1 to 8, it is 8
8k = 1

k . If we have k′ elements, and we choose
each one with probability 1

k then the probability we chose exactly one is k′ · 1
k (1− 1

k )k′−1. Given
that k′ < k and k′ > k/2 this probability is at least 1

2e .
This leads us to the following procedure:

Initialize an empty set Mismatches.
For each j ∈ [1, 8k]:

r′ ← cj(x)−cj(y)
bj(x)−bj(y) .

i′ ← aj(x)−aj(y)
bj(x)−bj(y) .

If h′(i′, j) = r′ add (i′, x′i, y
′
i)
∗ to Mismatches.

* x′i and y′i can be easily extracted from bj(x) − bj(y) = r′(x′i − y′i) and dj(x) − dj(y) =
r′(x′2i − y′2i ).
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Lemma 4.2 Let L = {i1, i2, . . . , ik′} be the locations where x differ from y (where k′ ≤ k).∀j ∈
[1, 8k] If ∃γ, δ ∈ Ls.t.j ∈ Qγ ∧ j ∈ Qδ then Pr(h(i′, j) = r′) < 1

n2 where i′ and r′ are the ones
computed in the j-th step of procedure above.

Lemma 4.3 Pr(|Mismatches| < HD(x, y)− k/2) < 1/n2

Note that for k < log m some minor changes needed to be done.
In order to find all locations of errors we maintain sketches as above for k, k/2, k/4, . . . , 1

and after querying the sketch of k-bound we have k/2 errors found, we fix the rest of the sketches
according to this errors, then we use the k/2-sketch to find another k/4 errors, fixing the remaining
sketches, and so on. The total sketch size will be of O(k log p) = O(k log n).

Theorem 4.4 Given a stream x over alphabet Σ, there is an algorithm that maintain a sketch
s(x) that requires O(k log n) bits of memory and O(log n) processing time per element and has the
following property: Using sketches s(x), s(y) for two streams x and y where HD(x, y) ≤ k we can
compute all locations i where xi 6= yi, and output the pair (xi, yi) for each of these locations. The
probability of error is less than 1

|x| .

Obviously, one can use this method also if he is interested only in HD(x, y), and not in the
exact locations that x differ from y and the values on those locations. this leads to the following
theorem.

Theorem 4.5 Given a stream x over alphabet Σ, there is an algorithm that maintain a sketch
s(x) that requires O(k log n) bits of memory and O(log n) processing time per element and has the
following property: Using sketches s(x), s(y) for two streams x and y where HD(x, y) ≤ k we can
compute HD(x, y) with probability of error less than 1/n.

Proof: We randomly hash x into k3 buckets. Next, we create x′ by x′[i] = sum of bucket i (
mod Fp). We encode x′ into binary stream c(x′) (as described in the first algorithm) and run
the last sketching technique with x′. For two streams x, y The probability that two differences
fall into the same bucket is less than 1

2k , and therefore with a confidence of 1 − 1
2k we have

HD(x, y) = HD(x′, y′) = 1
2HD(c(x′), c(y′)). Next,O(k(log |c(x′)|+ log 2)) = O(k log k).

5 Summary and Open Problem

We considered in this paper the sketching of the hamming distance. we presented a sketch of size
O(k log n) that allows restoring the mismatches between different streams in time linear in the
sketch size. Processing time per element is O(log n). Our sketch also fit the case that the stream
does not come in the original order, for example if the data arrives in packets, or for the case we are
informed of specific errors. Considering the more general case, of Edit distance it is still an open
problem to present such a sketch. Although a sketch of size O(k log n) can be easily constructed by
random linear combinations of the data, but the query time (restoring the errors between streams)
will be exponential. In [1] a constant size sketch for a gap version of this problem, they identify
between the case of distance < k and the case where the distance exceeds k2. Another algorithm
to distinguish between Ω(n) and nα edit distance is presented in [3].
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[5] Graham Cormode, Mike Paterson, Süleyman Cenk Sahinalp, and Uzi Vishkin. Communication
complexity of document exchange. In SODA ’00: Proceedings of the eleventh annual ACM-
SIAM symposium on Discrete algorithms, pages 197–206. Society for Industrial and Applied
Mathematics, 2000.

[6] Joan Feigenbaum, Yuval Ishai, Tal Malkin, Kobbi Nissim, Martin Strauss, and Rebecca N.
Wright. Secure multiparty computation of approximations. In ICALP ’01: Proceedings of the
28th International Colloquium on Automata, Languages and Programming,, pages 927–938,
London, UK, 2001. Springer-Verlag.

[7] Joan Feigenbaum, Sampath Kannan, Martin Strauss, and Mahesh Viswanathan. An approxi-
mate l1-difference algorithm for massive data streams. SIAM J. Comput. (and in Proceedings
of the 40th Annual Symposium on Foundations of Computer Science), 32(1):131–151, 2002.
Appeared in Proceedings of the 40th Annual Symposium on Foundations of Computer Science,
pages 501-511, 1999.

[8] Anna C. Gilbert, Sudipto Guha, Piotr Indyk, Yannis Kotidis, S. Muthukrishnan, and Martin J.
Strauss. Fast, small-space algorithms for approximate histogram maintenance. In STOC ’02:
Proceedings of the thiry-fourth annual ACM symposium on Theory of computing, pages 389–
398, New York, NY, USA, 2002. ACM Press.

[9] Sudipto Guha, Nick Koudas, and Kyuseok Shim. Data-streams and histograms. In STOC
’01: Proceedings of the thirty-third annual ACM symposium on Theory of computing, pages
471–475, New York, NY, USA, 2001. ACM Press.

[10] P. Indyk. Stable distributions, pseudorandom generators, embeddings and data stream compu-
tation. In FOCS ’00: Proceedings of the 41st Annual Symposium on Foundations of Computer
Science, page 189, Washington, DC, USA, 2000. IEEE Computer Society.

[11] Eyal Kushilevitz, Rafail Ostrovsky, and Yuval Rabani. Efficient search for approximate nearest
neighbor in high dimensional spaces. SIAM J. Comput., 30(2):457–474, 2000.

[12] S. Muthukrishnan. Data streams: algorithms and applications. In SODA ’03: Proceed-
ings of the fourteenth annual ACM-SIAM symposium on Discrete algorithms, pages 413–413,
Philadelphia, PA, USA, 2003. Society for Industrial and Applied Mathematics.

9



[13] David Starobinski, Ari Trachtenberg, and Sachin Agarwal. Efficient pda synchronization.
IEEE Trans. Mob. Comput., 2(1):40–51, 2003.

[14] Ari Trachtenberg, David Starobinski, and Sachin Agarwal. Fast pda synchronization using
characteristic polynomial interpolation. In INFOCOM, 2002.

10


