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Pseudorandom function parameters. In class, for simplicity, we defined pseudorandom func-
tions for the case that the input and output of F),, and the key length, are all of length n. In
general, all these lengths can be any polynomial in n (the fact that they are of length polynomial
in n is forced by the requirement of efficient computability). Notice that the fact that I is PPT
implies both that its output (i.e., the key) is of polynomial length, and also the amount of random
coins that it uses.

In the exercises below, when we say “pseudorandom functions”, this is just shorthand for
efficiently computable pseudorandom function ensembles.

Exercise 1: Consider pseudorandom functions with input length ¢(n) and output length ¢(n),
and with a function-sampling algorithm I that uses at most r7(n) random coins when invoked upon
input 1™:

1. Prove that if there exist pseudorandom functions such that 24 . £(n) > r7(n), then there
exist pseudorandom generators for any polynomial expansion factor I(n).

2. Present a construction of pseudorandom functions where 2¢") . ¢(n) < r;(n), without relying
on any assumptions.

Exercise 2: Prove that if there exist pseudorandom functions F,, that map k(n) bits to one bit,
then there exist pseudorandom functions that map k(n) bits to n bits. Note: n denotes the security
parameter, and there is no restriction on k(-) (in particular, k¥ may be a constant function, or it
may be poly(n)). (Hint: use a hybrid argument.)

Exercise 3: Prove that if there exists an interactive proof for some language L with soundness
error 1/3 (and perfect completeness), then there exists an interactive proof for L with soundness
error 27", (Hint: Consider many sequential executions of the interactive proof and note that this
is not exactly the same as error reduction for RP algorithms.)

Exercise 4: Prove that the existence of non-interactive perfectly-binding bit commitments implies
the existence of one-way functions.

Exercise 5: Formulate a definition of perfect binding for string commitment. In addition, prove
that the hiding for bit commitment implies hiding for string commitment, as defined in class. (Hint:
use a hybrid argument to prove that the first definition implies the second.)



Exercise 6: Provide a proof sketch that the protocol below constitutes a zero-knowledge proof
system for the language of directed graphs containing Hamiltonian cycles (HC). In particular,
describe the simulator and sketch the analysis. Prove the soundness error of the proof system.

Protocol 1 (proof system for HC):
e Common Input: a directed graph G = (V, E) with n def |V|.
e Auxiliary Input to Prover: a directed Hamiltonian Cycle, C C E, in G.
e The protocol:

1. Prover’s first step (P1): The prover selects a random permutation m over the vertices V', and
commits (using a perfectly-binding commitment scheme) to the entries of the adjacency matrix
of the resulting permuted graph. That is, it sends an n-by-n matriz where the (m (i), 7(5))™ entry
is a commitment to 1 if (i,7) € E, and is a commitment to 0 otherwise.

2. Verifier’s first step (V1): The verifier uniformly selects o € {0,1} and sends it to the prover.
3. Prover’s second step (P2):

(a) If 0 =0, the prover sends 7 to the verifier and decommits to all of the commitments in the
adjacency matriz.

(b) If o =1, the prover decommits to the commitments of entries (mw(i), w(j)) for which (i,j) € C
(and only to these commitments).

4. Verifier’s second step (V2):

(a) If o =0, the verifier checks that the revealed graph is isomorphic to G via .

(b) If o =1, the verifier checks that all revealed values are 1 and that the corresponding entries
form a simple n-cycle.

In both cases the verifier checks that the decommitments are proper (i.e., that they fits the corre-
sponding commitments). The verifier accepts if and only if the corresponding condition holds.

Exercise 7: Prove the following statements about zero-knowledge:
1. Every language L € BPP has a zero-knowledge proof.
2. If a language L has a zero-knowledge proof with a deterministic verifier, then L € BPP.

3. If a language L has a non-interactive zero-knowledge proof (where the prover sends a message
to the verifier and that is all), then L € BPP.



