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Lecture 1: Introduction
Last updated: Monday, March 29, 2004

Prof. Amir Herzberg
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� Course for graduate & undergrad students
� Pre-requisite: 89-350 Introduction to 

communication networks 
� Complementing: Seminar 89-958 Hot topics in 

security (Tuesday 2-4)
� Goal: learn main issues in secure communication 

and commerce
� `State of art` - ability to do R&D in this area



� � � � � � � � � � ��	 
� � � � 
� �� � � � � � � � �� � � � �

" � � #$
� Main sources: (each for some lectures – will identify):

� SSL and TLS: by Erik Rescorla [R01] (in library)
� Chapters of book-in-progress, link from 

http://amir.herzberg.name

� Other readable (but simplified, misleading):
� Cryptography and Network Security, William Stallings 

(in library)
� Applied cryptography, Bruce Schneier (in library)
� Handbook of applied cryptography, Menzes, van 

Oorschot, Vanstone, at: 
http://www.cacr.math.uwaterloo.ca/hac/
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� All lectures to be available in site, link from 

http://www.biu.ac.il/~herzbea
� Grades:

� 90% Exam
� 10% Exercises

� Reception hours: Tuesday 12-2, room 324.
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� Consider multiple parties (entities, agents)
� With (often) adversarial interests
� Ensure (some) interests of some parties

� Often viewed as preventing threats / risks
� How? 

� Deter and punish adversarial behavior
� Education, Punishment, Incentives

� Prevent damage in spite of adversarial behavior
� This is very general  - economy, legal,…
� Let’s focus on information (computer) science…
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� Deter and punish adversarial behavior

� By providing proof (e.g. to court)
� Internet: few laws, weak enforcement, no `internet jail/court’

� By appropriate incentives (Economy: mechanism design) 
� By reputation (reviews, history) 

� E.g. using Public Key Infrastructure (PKI) – later…
� Prevent damage in spite of adversarial behavior

� By using some limitation of adversary
� Computer access limitation - can’t use console, can’t change OS, 

can’t read memory … `classical` computer security
� Network access limitations – can’t eavesdrop on remote network, etc.
� Computational limitations, e.g. speed, memory, …

� Arbitrary Adversary Principle:
� Ok to assume (reasonable) limits on adversary’s capabilities
� But do not assume we know adversary’s strategies!
� � security requires precise specifications and analysis
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7: Internet-Protocol Security (IP-sec)

3-4: Public Key Infrastructure (PKI), Trust, Credentials, Reputation 

and Access Control

13: Advanced topics: 
Communication: wireless, mobile, ad-hoc, sensor, …
Commerce: anonymity, voting, gambling, auctions, exchange…

11-12: Secure Payments and Banking

5-6 : Transaction Layer Security (TLS; aka SSL)

1-2: Introduction, Overview / Refresh, Simplified Crypto

9-10: Secure e-commerce: model & analysis, Non-Repudiation

8: Internet Security: Other Issues and Tools 
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� General course introduction (done)
� Principles of Security

� Threat model and definition of goals
� Conservative design and analysis

� Simplified applied cryptography
� Encryption
� Authentication and Signatures
� Hashing
� Pseudo-Randomness
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� Essential, obvious first step:

� Identify the threats and risks
� Define your goals w.r.t. the threats / risks
� Often not done (properly)… at dire costs!!

� Almost as important…Be explicit !!
� Assumptions about the problem/inputs

� E.g. uniformly distributed (rarely holds for real inputs!)

� Restrictions of adversary’s capabilities, actions

� Arbitrary Adversary Principle: Assume 
restrictions on adversary capabilities, but not 
specific strategies or attacks
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� Computational capability of adversary (esp. for crypto)

� Computationally unbounded – unconditional security 
(aka: info-theoretical or perfect security)

� Computationally bounded – computational security
(aka: practical security)

� Polynomial resources (asymptotic security)
� Concrete security (explicit bound on adversary resources)
� Realistic resources (considering adversary and his motives)

� Moore’s law: HW costs fall by half every year (or 18 months)

� Key exposures and Corruption of parties
� Adversary tricks party into providing service (e.g. sign/decrypt

message)
� Adversary exposes secret key(s) of party(ies) (how many? When?)
� A party is acting maliciously (conflict of interests)

� Attacks on communications and environment 
� Active: inject/modify messages? (how many? when?)
� Passive/eavesdropper: only listens to messages
� Controls delays / network failures / clocks / power / errors
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� Shared media net: all traffic passes thru all computers

� Mostly Local Area Networks (LAN)
� E.g. Ethernet, token-ring, Wireless LANs, Cellular…
� Usually: promiscuous mode listends to all messages on Net

� Shared Media Attack Model: 
� Easy: eavesdropping (sniffing) – passive attack

� Unless cryptographically protected: encryption

� Harder (but possible): spoofing – active attack

Ring Bus Star
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• Adversary is in host 3 in net 1.2.3
• Sends packet with source IP addr=3.1.5.4

• Application can generate IP packets with any IP 
source address

• Ingress filtering: 1st router detects spoofing
• Many routers, ISPs do not enforce
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payloadsrc:9.8.7.6 dest:…
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� Trivial: unknown-client adversary
� Easy: spoofing adversary (inject, misrepresent)

� Source address spoofing (IP, e-mail)
� Spoofing by deceitful content, address (web, e-mail) 

� Harder: intercepting adversary (eavesdrop/modify)
� Except if in same LAN as attacker or broken router
� Hijacking attacks: intercept message by…

� Route hijack: force routing via LAN / router
� Address hijack: source sends to attacker’s IP addr
� Examples of such attacks with known protocols ??

� Compare to shared-media threat model: 
� Easy: passive adversary (eavesdropping)
� Harder: active adversary (modify, inject messages)
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Confidentiality: only sender, intended receiver 

should learn message contents
� Privacy: hide also identities, traffic patterns

Authentication: sender, receiver want to confirm 
identity of each other 

Integrity: sender, receiver want to ensure 
messages are not altered (in transit, or 
afterwards) without detection

Availability: services must be available to users
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� Client sends request, server sends response
� Weak authentication of response

� Random ID (nonce) in request 
� Secure against spoofing adversary 

� Allows stateless server
� Do not keep state (e.g. connection) for each request 
� Efficiency and resiliency to DOS (Denial Of Service) 

� Preferable design for security services
� Due to simplicity, efficiency, resiliency to DOS

� Need crypto against intercepting adversary
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� `Science of using secret information` 
� Modern use: using computational limitations 

of adversary (and secret keys) to…
� Prevent damage – e.g. encrypt for privacy
� Punish (deter) corruption – e.g. signed proofs 

and reviews

� Main tool for information security
� Covered in `intro to crypto` course (next 

term)… and simplified today + next week. 
� Earliest, most known function: encryption
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� Earliest form of cryptography

� In fact, cryptography originally meant ‘secret writing’
� Goal: encode secret information so that adversary cannot 

learn anything from it
� Send / store encrypted (encoded) version

� Idea: use secret algorithm and/or key to encode plaintext and 
decode ciphertext

� Should the algorithm be secret???

Encrypt Decrypt
plaintext plaintextciphertext

key key
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� Attacking (e.g. cryptanalysis) of unknown 

design can be much harder
� But using public (non-secret) designs…

� Published designs are often stronger
� No need to replace system once design is exposed
� No need to worry that design was exposed

� E.g. Windows `system code`…

� Establish standards for multiple applications:
� Efficiency of production and of test attacks / cryptanalysis

� Kerckhoff’s Known Design Principle [1883]: 
adversary knows the design – everything except 
the secret keys 
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symmetric key crypto: shared secret key (eB=dB)
public-key crypto: Bob has a public encryption key eB

and a matching private decryption key dB
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Intuitively: Eve can’t learn anything from Ciphertext
How to define this?
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� With a good disguise, adversary…

� Can’t even tell the most pretty from the most ugly
� Can’t even identify the same disguised person 

� Talk to masked Rachel
� She disappears for few minutes 
� Who returned? Rachel or Leah? 

� As long as they are roughly same size 
� A giant can never disguise as a dwarf

� With good encryption, adversary…
� Can’t identify the encryption of any plaintext (he choose)
� Can’t identify two encryptions of same plaintext

� Encryption process must be randomized
� But: encryption can’t hide the length of the plaintext
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symmetric (shared) key crypto: Bob and Alice share key k
� Example: One-Time Pad (bitwise XOR): Ek(m)=k� m, Dk(c)=k� m

� Attacker can’t learn anything new on m (regardless of his 
speed/time)

� But: key is as long as total length of messages sent
� Too long for most scenarios

� Other schemes use shorter keys but are `computationally secure`
� US (NIST) standards:

� 1977-2000: DES (56 bit key)
� 2001-????: AES (128 bit key) 
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� Concept [DH76]: some operations are 
asymmetric, e.g.: everybody can send me 
mail, only I can read it. 

� Idea: use a public key – known to adversary
� Encryption – public key cryptosystem (RSA)

� Encrypt with public key, decrypt with private key

� Digital signatures (RSA, DSA,…)
� Sign with private key, verify with public key

� Key agreement (DH)
� Use public/private key pair to 

agree on shared secret key
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� To distribute: 
� From directory (ensure or trust authentication)
� From incoming message (if authenticated)
� Less keys to distribute (same public key to all)

� To maintain:
� Can keep in non-secure storage
� Validate (e.g. against hash) before using
� Less keys: O(|parties|), not O(|parties|2)
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� Requires related public, private keys

� Private key `reverses` public key
� Public key does not expose private key

� Substantial overhead
� Successful cryptanalytic shortcuts �

need long keys (cf. shared key!)
� Elliptic Curves (EC) may allow shorter 

key (almost no shortcuts found)
� Complex computations
� RSA: very complex (slow) key 

generation

� Based on modular arithmetic…
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Required key size[LV02]
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� Basic part of (integer) number theory
� For every integers x,n there are unique q,y s.t. 

x=qn+r; we call r residue mod n
� Notation: x=y mod n

� Reads: “x is congruent to y modulo n”
� If x and y have the same reminder when divided by n, 

namely x=y+l�n for some integer l

� Regular arithmetic laws apply
� E.g. distributive, commutative, associative,…
� (a*b) mod n = [ (a mod n)* (b mod n)]  mod n
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� Hard problems:

� No efficient solution
� In spite of extensive efforts 

� Factoring: given the product of two uniformly chosen 
primes, it is infeasible to find the primes

� Discrete logarithm in finite field
� Select random prime p, generator g� {2,p-1} 

� Given a� R {1,p-1}, it is infeasible to find b� {1,p-1} s.t. a=gb mod p.

� Verification of solutions is easy
� Factoring: multiply factors
� Discrete log: exponentiation

� Efficient exponentiation mod n: O((lg n)3)
� `One-way` hard problems



� � � � � � � � � � ��	 
� � � � 
� �� � � � � � � � �� � � � � �

/ � � �7 � (�� � � � � � � � ��, � � � +� �
� Motivation for simple public key problem…
� Alice and Bob want to agree on some secret

� Trivial if they have shared secret key…
� Assume no prior shared secrets (e.g. key)
� Afterwards, may use agreed-on secret as key

� Physical setting
� Assume Alice and Bob can exchange locked box
� Origin of box is authentic (e.g. visually)
� Problem: Alice and Bob have no shared key…
� Solution ???
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1. Put k in box
2. Lock and send

3. Add lock
4. Send back

5. Remove lock
6. Send…

7. Remove lock
8. Get k from box
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Send k’=k� kB

Receive k’
Send k’ ’=k’ � kA

Receive k’ ’
Remove lock: Send k’ ’ ’=k’ ’ � kB

Receive k’ ’ ’
Retrieve: k’ ’ ’ � kA

� � ��� 
 � � � � 	 � � �� 	 � � �� 
 �k=k’ � k’ ’ � k’ ’ ’=
=(k� kB) � (k� kB� kA) � (k� kA)
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Send k’=gk*b

Receive k’
Send k’ ’=(k’ )a

Receive k’ ’
Remove lock: Send k’ ’ ’=(k’ ’ )1/b

Receive k’ ’ ’
Retrieve: x=(k’ ’ ’ )1/a

If all Ok, x=gk

� � � � � !�" � #
�� � �" � �� � �" 	 � 
 �� � � � � 	 � � � ��

$� �� �� � � � � �%&� #� ��' � �� 	 � �� �� " 
� � (
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� Based on Discrete Log problem
� Agree, publish random prime p and generator g
� Alice: secret key a, public key PA= ga mod p
� Bob: secret key b, public key PB= gb mod p
� To set up a shared key k:

� Alice computes: (PB)a=(gb mod p)a= gba mod p
� Bob computes: (PA)b=(ga mod p)b= gab mod p
� k = gba mod p = gab mod p

Alice Bob
PA=ga mod p

PB=gb mod p
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� Diffie-Hellman key agreement works… if 
the public keys are authentic

� If Bob simply receives Alice’s public key, 
this is subject to `man in the middle` attack

� Suppose authenticated communication…
is DH secure? 

Alice BobEve

Hi, I’m Alice,
ga mod p

Hi, I’m Alice,
ge mod p
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� Assuming authenticated communication

� Based on Discrete Log assumption:

� Given a� R{1,p-1}, can’t find b� {1,p-1} s.t. a=gb mod p.
� If given gb mod p it is easy to compute b, then adversary 

exposes k=gba mod p

� But DH requires stronger assumption than Disc-Log: 
� Maybe from gb mod p and ga mod p, Adversary can compute 

k=gba mod p (without knowing a,b)? 

Alice Bob

PA=ga mod p

PB=gb mod p
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� Depends on threat model…

� Passive adversary? 
� Active adversary? 
� Spoofing adversary? 
� Intercepting adversary? 

� How to establish key if channel is not 
authenticated? – Later…

� Or: how to encrypt without shared key? 
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Asymmetric, Public Key Cryptosystem (PKCS): 
Alice knows only Bob’s public key B.e, Bob knows private key B.d

� Most common PKCS: RSA: [Rivest, Shamir, Adelman, 1978]
� Slower than symmetric (shared) key cryptosystems

� Longer keys (e.g. 1024b) for same level of security (e.g. 128b AES)
� Slow encryption, decryption operations 
� Use RSA only to encrypt an shared key, AES to encrypt message
� But first… let’s see a  `low-tech` public key encryption method
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Public key 
(codebook): 
English� Code 

But: Buy:

Sell: Sent:

Alice
Bob

Eve

Sell Sell

Private key
(codebook):
Code� English

Sell Buy� � � � � � � � � �

� � � � �
� � � � �

� � � � �

� � � 	 
 � � � � 	

� � � � � � � � � � 	 �
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� Assume Bob knows Alice’s public key PA= ga mod p
� Bob chooses ephemeral keys r and v= gr mod p
� Bob computes (PA) r= gar mod p
� Bob encrypts message m using (PA) r as shared key, 

e.g.: c=m� (PA) r=m� (gar mod p)
� Bob sends c, v
� Alice uses va=gar mod p to decrypt, e.g. m=c � gar mod p
� Variant: El-Gamal PKCS… but we’ll look at RSA

� More known and used; based on Euler’s Theorem…

Alice Bob

[PA=ga mod p]
c=m� (ga)r , v=gr mod p
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� The Euler function of n, denoted � (n), is the number of 

positive integers less than n and co-prime to n.

� p � (p)=p-1
� p,q � (pq)=(p-1)(q-1)
� a, n

a� (n)=1 mod n
� p ap-1=1 mod p
� ax mod � (n)=ax mod n; a1 mod � (n)=a mod n

� a-1=a� (n)-1 mod n � mod n

4

12

10

11

4

10

8612646242211� (n)

151413987654321n
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2002
Turing
Award
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� Select two large primes p,q and let n=pq
� Let � (n)=(p-1)(q-1) [Euler function]

� Select random public exponent ewhich is prime
� Or co-prime to � (n), i.e. no common divisor

� Let d=e-1 mod � (n), i.e. ed=1 mod � (n)�
� Find d from � (n) with extended Euclidean (GCD) algorithm 

(simple… see e.g. in Wikipedia)

� Public key is <n,e>, private key is d.
� Notice: given p,q it is easy to find � (n)=(p-1)(q-1) and from it d
� Assumption: 

it is hard to find d (or � (n), or p,q) given only <n, e>
� ERSA(m)=me mod n

� DRSA(c)=cd mod n = (me)d = med mod n
� Euler: med = m(1 mod � (n)) = m mod n

� Question: Is RSA (as presented - `textbook RSA) secure???



� � � � � � � � � � ��	 
� � � � 
� �� � � � � � � � �� � � � � �

1 � *
� 
� � � � � � � � � 6� � �( 	 �
� �
� Recall: Encryption is like disguise…
� With a good disguise you…

� Can’t even tell the most pretty from the most ugly
� Can’t even identify the same disguised person 

� Talk to disguised Rachel
� She is out of sight for a moment
� Is it Rachel again or maybe its Leah? 

� As long as they are roughly same size 
� A giant can never disguise as a dwarf

� All this… while you know the (public) encryption key!

� Even the `Public code-book system` is not good 
enough…

� Let’s review and suggest a fix…

, � � +
� �7 � (
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Public key 
(codebook): 
English� Code 

But: Buy:

Sell: Sent:

Alice
Bob

Eve

Sell Sell

Private key
(codebook):
Code� English

Sell Buy� � � � � � � � � �

� � � � �
� � � � �

� � � � �

� � � 	 
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Public key 
(codebook): 
English� Code 

But: Buy:

Sell: Sent:

Alice
Bob

Eve

Sell Sell

Private key
(codebook):
Code� English

Sell But� 
 � � � � 
 �

� 
 � �

� 
 � � � � � �

� 
 � � � � 
 � � �
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Public codebook

1235.
Sell:

1266.
Sent:

Alice

Bob

Eve

Sell

1266

Private codebook

1266 987
� � � � � � � � �

� � � � , r=31

� � � � � � � � � �

r� R{0..99}

Sell+31 � � � �

1235=1266-31 Sell

4� � � � � 
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� Required to…

� Prevent detection of repeating plaintext
� Provide well- defined security (in crypto course…) 
� Use short e for efficiency (preventing `related message` attack)

� Padding: pre-processing of message and random bits 
� Easily reversible upon decryption

� Common formats: PKCS #1; now at version 2
� PKCS: Public Key Crypto Standards defined by RSA Inc.

� Version 1.0 not secure
� Version 1.5 used in SSL, SSH…

))))r,m(Pad(E(D(Unpadm RSA
n,e

RSA
n,d�
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� Public key cryptosystems are slow
� Also: most (e.g. RSA) have fixed block size

� And using a long block size is veeeery slooow

� Solution: encrypt (once) a shared key and use it to 
encrypt (possibly long) plaintext

� Standard technique for Variable-Input Length PKC

Generatekey
and Encrypt

Plaintext
DecryptSKCiphertext = 

Encryptkey(Plaintext)

PRIVPUB

key’ =
DecryptPRIV(CipherKey)

Plaintext’ =
Decryptkey’(SKCiphertext)

CipherKey= 
EncryptPUB(key)

$

) * +�� 	 � � �' � �� � � � �� � �� ,
) � +�- . �/ 0� �
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� Related goals:

� Compression
� Error-detection code
� Secure integrity

� Redundancy in 
plaintext helps 
attacker

� Can’t compress 
ciphertext

� � compress then 
encrypt

Message

Compress

Plaintext

Encrypt

Ciphertext
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� EDC on plaintext?

� allows attacker to 
validate key guess

� 1-bit error in ciphertext 
makes invalid EDC

� � Bad design
� � Better: Encrypt 

before Error Detection

Message

Compress

Plaintext

Encrypt

Ciphertext

Code

EDCPlaintext
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� EDC on plaintext…

� allows attacker to 
validate key guess

� 1-bit error in ciphertext 
decrypts to `random` 
plaintext

� � Better: Encrypt 
before Error Detection

� Does this protect 
integrity against attack?

Message

Compress

Plaintext

Encrypt

Ciphertext

Code

Ciphertext EDC
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� Encryption hides the message from Eve
� Question: can Eve change/forge message?

� Or: does encryption ensure message integrity? 

� With Public Key Encryption: 
� Eve can replace EBPub(m) with fake: EBPub(m’)

� With Symmetric (Shared) Key Encryption:
� This seems harder to do

� But given c=m� k, attacker can send c� mask, to 
invert any bit in decrypted message (use mask)

� � Encryption does not ensure integrity!
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Alice Bob

Eve

m m’

Key k Key k

MACk(m) Tag ??
++

k = ??
MACk(m’) = ??

0 � $$� � � �� � �� � � �
� � �
� � �! � � � �A0 � ! B
� Shared key message authentication (integrity)
� Message sent together with Tag=MACk(m)
� Received message, tag are valid iff Tag=MACk(m)
� Efficient (even more than shared-key encryption)
� But: Alice can later deny having sent m to Bob (why?)
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BobAlice

Secret signature 
key A.s

m

SignA.s(m)

+

Alice’s public signature
validation key A.p

Verify using A.p that �
is Alice’s signature on m

m

�

+
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� Sign using a private, secret signature key
� Everybody knows the public validation key
� Everybody can validate signatures at any time

� Provides non-repudiation – signer is committed
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� Private key: cylinder seal
� Public key: impression of seal
� Document: printed on clay tablet
� Signed document: clay tablet with impression of seal
� Hard to create impression without seal
� Hard to change clay tablet (with impression)
� Hard to copy impression
� Clay tablets (w/ impressions) last long time
� RSA can also be used for digital signature scheme
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� Signing by `encrypting with secret key`
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� Secret signing key s, public verification key v
� RSA `sign with appendix`:

� Signs(Doc)=Doc || Docs mod n
� Msgv(Doc || x)=Doc, Verv(Doc || x)=Ok if Doc=xv mod n

� RSA `sign with message recovery’:
� Advantage: no need to send both Doc and signature
� Uses three public functions: R, V, M (redundancy, verify, message)
� Signs(Doc)=[R(Doc)] smod n
� Verv(x)=V(xv mod n), Msgv(x)=M(xv mod n) 
� E.g. PKCS1v1: R(Doc)=00…00||Doc or R(Doc)=00 01 11…11||Doc

� Exercise: Define V, M for PKCS1v1
� Good choice of redundancy function is critical. 

� Exercise: show forgery for PKCS1v1 
� Solution: use R(Doc)=h(Doc) where h is crypto-hash
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� Compression 
� Unbounded/Long input
� Short (finite) output

� Confidentiality
� Can’t find x from h(x)

� Collision-resistance
� `Strong`: can’t find x,x’ s.t. h(x)=h(x’ )
� `Weak`: given x, can’t find x’ � x s.t. h(x)=h(x’ )

� Randomness: uniform output distribution

Pre-image,
e.g. {0,1}* Range, 

e.g. {0,1}80

h(x)=h(x’)

Document
x

Document
x’

h( )
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� A fixed, standard hash function h for which 
cryptanalysis efforts failed to find `natural, feasible` 
yet `bad` input distributions or collisions

� Random oracle model: analyze as if the hash 
function was chosen randomly (is random function)

� Adversary can invoke it many times
� But adversary is unlikely to find collisions, etc…
� Justify: no `natural but bad` distribution found (so far?)
� Useful but clearly a simplification (not a proof)

� In practice: assume random oracle and use one of 
the standard hash functions…
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� Several hash standards are widely-used standards

� Allowing security by evidence of failed cryptanalysis
� Many efficient, free/inexpensive, interoperable 

implementations
� All existing standards are un-keyed crypto hash functions:

� MD5 (MD = Message Digest)
� SHA-1 (SHA = Secure Hash Algorithm)
� RIPEMD

� Stated Goals: 
� Collision-Resistance: `strong CRHF` and `weak CRHF`
� Confidentiality: one-way function

� All are very efficient, e.g. cf. to encryption
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Symmetric key problem:
� How do two entities 

establish shared secret 
key over network?

Solution:
� trusted key distribution 

center (KDC) acting as 
intermediary between 
entities

� KDC needs shared key 
with each entity, work 
online

Public key problem:
� When Alice obtains 

Bob’s public key (from 
web site, e-mail, 
diskette), how does 
she know it is Bob’s 
public key, not Eve’s?

Solution:
� trusted certification 

authority (CA)
� Works offline, knows 

only public keys
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� Certification authority (CA): binds public key (e.g. 

B.e) to identifier (e.g. name: `Bob`).
� Bob (person, server) registers B.e with CA.

� Bob convinces the CA that his name is Bob, sends B.e.
� CA creates certificate binding “Bob” to B.e.
� Certificate is digitally signed by CA – CA says “B.e is 

Bob’s public encryption key”
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� When Alice wants Bob’s public key (to encrypt 
message to Bob or validate Bob’s signature):
� gets Bob’s certificate (Bob or elsewhere).
� apply CA’s public key to Bob’s certificate, get 

Bob’s public key (validated)
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� Similar to passport or driver’s license
� Binds a public key to a name and/or other attributes of 

keyholder, e.g. DNS name for web site
� Signed by a trusted party (Issuer / Certification Authority)
� Allows relying party (Bob, client) to validate name, attributes of 

key owner (Alice, web site)

Issuer
(DNS) Name
Attributes
Public Key
Issuer’s Signature:
SignLib(Info)

BIU Library 
Name: Alice
ID 3783597

Issued by:

Signature:

Info
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� �
� Attach random nonce N  to request
� Attach MACk(response,N) to response to validate 
� Attach MACk(request,N) to validate nonce, request

� Does not prevent request re-play / reordering 

� To prevent replay: add time, MACk(request,N,time)
� Server remembers nonces during `acceptable time window`

� But this requires (some) state in server, and clocks
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� Crypto protects traffic over insecure link/Net
� Link layer: one `hop` (e.g. wireless link)
� IP Layer (IP-Sec): transparent to application
� Transport Layer (SSL/TLS): easy, widely used
� Application Layer (PGP, S/MIME)
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� Arbitrary Adversary Principle: Assume restrictions on 

adversary’s capabilities not on adversary’s strategy!
� Kerckhoff: keys can be secret, design is known
Basic tool: cryptography

� Cryptosystems for confidentiality
� Signatures, MAC for authentication
� More… `Applied introduction to crypto` next year

Internet Threat model
� Injection and DOS often easier then Eavesdropping
� Attackers: Hackers, Insiders, Malware

Much more to go: 
� Secure communication: IP-Sec, SSL/TLS, and more
� Secure commerce: trusted delivery, payments, and more
� Establishing trust and reputation: PKI etc, next week


