Few foils based on Kurose & Ross ©, see:
http://www.aw.com/Kurose-ross/

My site: http://amir.herzberg.name

Course site: http://hl2.biu.ac.il






$ ! $
+ - *
. $ "/ 0
1 .
$ + + !
| # ) * D #
" ,
| 2 #
Bus
)
s




%




%



(!

_75-



L, %



@ $ $ $ ( ' (
1 ) 5% !

[E FGGGE:. )H *

FGGD9999! . )OFJ *



"[E JL

I KB #

) $

DGFM *

I'B

BN

)






$ $ ) *
$ $ Tag=MAC,(m)
# ! i Tag=MAC,(m)
) # $ 9 | *

! $ # , ) $ O




Verify using P, that
ISAlice s signatureon m



) 7









[ $
, C°




: ' 7 $
$ . ;
) 7 $
), *H
) *
o
BIU Library\% N |
Name: Alic
D 3783597 < (oo NME Info
ignatur e; f@\;uﬁ Public Key )
|ssuer’ s Signature:
|sstied by: -—Qoa / (I Sgn,,(Info)
y, )




(!

_75-



6] _
R
src:9.8.7.6 dest:...l payload ' ?IN
Net 1.2.3 " Net3l5 © Net 227
# N DF N
| $ >N DH M
$
I D '










< ! $

$ N <
$ MAC, (response,N) | #
$ MAC (request,N)  # "<
L # < S (
# Lo "MAC, (request,N,time)
# ( ' (
$ < ) * #o"

B< "NMACB < ,N,time

>

B "MAC (B , N) n




(!

_75-









- )O5-

)O

* 1

#

(!



5

5 #

- 9
$ $

)

@ OH C

1 C #

1

P"0*







(!

_75-



*S



# C

Server

Sends SYN-ACK an

d waits...

R . . N
1 \ 1 \ i AY 1 AY
'I \ ! \ I'I I'I \
D AN S
SYN ; ;
1
with fake IP / / /
1 1 1 )
source address , ,
II’ ) II, 1
1 ’I
[I 1 II )
Hacker . : ,
1 ll >

?

*












71;






+

0 (



