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ABSTRACT
Recent multi-agent systems (MAS) are built using anopen, dis-
tributeddesign. These systems involve various challenges of mon-
itoring geographically-distributed and independently-built multiple
agents.Monitoring by overhearing[3] has been found to provide
a powerful monitoring approach particularly suited for open dis-
tributed MAS settings. Here, an overhearing agent monitors the
exchanged communications between the system’s agents. It uses
these observed communications to independently assemble and in-
fer the needed monitoring information.

Although overhearing can be used in many commercial and mil-
itary implementations, the research in that direction has only been
limited. Many previous investigations applied overhearing in con-
text of specific applications leaving the general problem of over-
hearing unattained. In my research, I attempt to provide a compre-
hensive theoretical model for overhearing and then, based on this
model, to systematically cover various aspects related to overhear-
ing.

1. REPRESENTING CONVERSATION PRO-
TOCOLS

As the first research issue [2], I addressed representation of multi-
agent conversations for overhearing. In open distributed MAS,
agents often coordinate using standardized communications. Thus,
modelling multi-agent interaction protocols is an important aspect
of MAS applications.

Various formalisms have been proposed to model multi-agent in-
teraction protocols. However, Petri nets have been proven to pro-
vide certain advantages comparing to other representation meth-
ods. Radically different approaches using Petri nets have been in-
troduced, and yet their relative strength and weaknesses have not
been examined. In my research, I have analyzed and compared
existing approaches to representing interactions using Petri nets in
terms of their scalability and appropriateness for overhearing.

Based on the insights gained, I propose a novel Petri net repre-
sentation particularly suited for overhearing conversations in large-
scale settings. In this approach, multi-agent interactions are mod-
elled using Colored Petri nets where places explicitly denote joint
conversation states and messages. This representation can be used
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to cover essentially all features used by FIPA conversation stan-
dards.

2. FORMAL MODEL & CONVERSATION
RECOGNITION

As the second phase of my Ph.D. [1], I have taken first steps
towards formalizing the general overhearing task, and its key chal-
lenges. I presented a comprehensive theoretical model that is con-
structed from three components. The first models the representa-
tion of conversation protocols (which were the focus of my research
in [2]). The second models a complete conversation system, a set
of instantiated conversations that take place in a multi-agent sys-
tem. The third component of the model represents the view of an
overhearing agent on the corresponding conversation system.

I use this model to formulate a key step in overhearing, called
conversation recognition, which deals with identifying the conver-
sation that took place, given a set of overheard messages. This is a
preliminary step to obtaining information from overheard conver-
sations. I have developed a family of algorithms to this problem
and showed their suitability for large-scale settings by analyzing
their complexity.

3. CURRENT RESEARCH DIRECTION
In large-scale settings, it is unlikely that a single overhearing

agent will be able to overhear all communications exchanged in
the system. Thus, multiple overhearing agents can be deployed to
maximize coverage of the overheard conversations. However, in
a large-scale MAS application, it is reasonable to assume that the
available overhearing resources will be essentially limited. Thus, a
key challenge involves deciding on how to best utilize a collabora-
tive team of overhearing agents to monitor the MAS application in
a distributed fashion.

The final phase of my Ph.D. attacks this problem empirically,
using a complex dynamic simulation of distributed hierarchical or-
ganizations and conversations they are likely to involve.
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